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Introduction – Glossary

Abbreviations Functions

RAN
Radio Access Network is the part of a mobile network that connects user devices to the core network through base stations, facilitating wireless 

communication.

EPC
Evolved Packet Core is the core element in LTE networks that manages data traffic, authentication, and mobility for both voice and data 

services.

HSS
Home Subscriber Server is a centralized database in the networks that stores subscriber information, facilitating authentication, authorization, 

and mobility management.

MME Mobility Management Entity is responsible for tracking and managing the mobility of user devices as they move within the network.

SGW Serving Gateway is used for routing and forwarding user data packets between the mobile device and external networks.

PGW
Packet Data Network Gateway is used to manage data routing and connectivity between the network and external packet data networks, such 

as the Internet and IMS.

IMS
IP Multimedia Subsystem enables the delivery of multimedia services, including VoLTE, over IP networks with separation of control and media 

planes.

CSCF
Call Session Control Function is a component in the IMS architecture that controls the signalling and setup of multimedia sessions, including 

VoLTE calls.



Introduction – LTE/ 5G (NSA) Architecture



Introduction – VoLTE Architecture

• VoLTE relies on the IMS for delivering multimedia services over IP networks. IMS separates the control 
plane (call setup and signalling) from the media plane (voice and data transmission).

• The EPC serves as the backbone for VoLTE calls.

UE

eNB EPC IMS



Introduction – VoLTE Protocols

• SIP: Used for call setup, modification, and termination.

• SDP: Describes the multimedia content of a session.

• RTP: Carries the actual voice media during the call.

• RTCP: Provides control and monitoring functions for RTP.

UE

eNB EPC IMS



Introduction – VoLTE Registration Flow

Ref - https://www.3glteinfo.com/ims-volte-architecture/



Introduction - Security Issues in VoLTE

• Enumerate services of IMS, EPC and 

transmission nodes such as aggregation 

routers, EPDG, UAG / PCSCF

• It is possible to send REGISTER and 

INVITE SIP requests to identified UAG 

and CSCF nodes.

• Initiate SIP related attacks like session 

hijacking, REGISTER and INVITE flooding 

attacks which introduces a delay and 

continuous server time-out response

• Targeting other VoLTE users in the 

network

• Targeting device baseband and fuzzing 

over SIP protocol



Our Setup

• VoLTE test network using Open5Gs with 
Kamailio

• SDR - USRP B210 and Bladerf x40

• Test SIMs

• Target iPhone and attacking Android 
devices

• Attacking Android device is set up working 
with APN 8ims9 only mode

• Traffic routing is done using 8iptables9 rules 
or forwarding the raw packets using 8socat9



PoC



PoC

Using this technique, identified several 
million iOS devices which are connected 
on the VoLTE network



Impact

" Enumeration: Enumeration of iOS devices in the LTE network with iOS version to launch targeted attack.

" PII: Attacker can get access to critical PII information about the subscriber, like MSISDN, IMEI

and phone OS version.

" Spoofing: Attacker may use PII information for various malicious purposes like, spoofing, spamming

and fraud.

" Dos: Attacker may exhaust user equipment with malformed SIP packet making it difficult for the

subscribers to make or answer calls.

" Network congestion: Attacker may amplify the attack by sending random INVITE packets to all the identified 

iOS devices, this will make all the devices ring with incoming calls leading to network congestion.

" Further, attacker can perform SIP related attacks including fuzzing, targeting exposed SIP
interface of the devices.



What, How and Why?



Vulnerability Identification – iOS internals

• As soon as the Airplane mode was turned off the interface (pdp_ip1) is brought online.

• Security policies for pdp_ip1 were updated

• Ipv4 assignment  is carried out



Vulnerability Identification – iOS internals

• The default socket for SIP i.e port 5060 is opened and assigned to pdp_ip1

• The device initiates the registration process over the IMS by sending the REGISTER packet utilizing port 5060.



Vulnerability Identification – iOS internals

• The device initiates the registration process over the IMS by sending the REGISTER 
packet utilizing port 5060.



Vulnerability Identification – iOS internals

• The registration over 5060 fails with status 401 and a process for secure 

connection over IPSec is initiated



Vulnerability Identification – iOS internals

• But the socket connection on 5060 is left as it is and it still continues to listen for incoming SIP 
traffic.



Vulnerability Identification – Android

• Android operating system terminates the socket connection to PORT 5060 if it is not being utilized it can be seen 

from the logs below.



PoC
1. Identification of iOS 
devices on the network.



PoC
2. Sending crafted SIP 
INVITE packet to 
confirm remote device 
is responding to 
incoming SIP request



PoC
3. Trace captured on 
Wireshark where 
the device accepts 
incoming traffic and 
the call is initiated.



PoC
4. The iOS device still 
continues to listen on SIP 
port 5060 despite an 
already established and 
serving call session



Root Cause

• VoLTE enabled iOS devices are always listening on 
interface <pdp_ip1= on Port 5060 irrespective of 
them being connected with the P-CSCF (IMS) on 
a different port.

• While the call is established via IMS channel, it is 
observed the devices continue to listen for 
incoming SIP traffic.

• Attacker on the operator9s network can identify 
these devices and gain information like, iOS 
version, IMEI number and MSISDN of the 
subscriber

• Attacker on the operator9s network can make spoof 
calls directly interacting with the devices itself by 
crafting malformed SIP packets.



Issue Mitigation

• Fix implementation was done on iOS 15.2(19C5036e) and libIPTelephony terminates and 
destroys the ImsTcpSocket connection after the IPSec Tunnel has been established.



Issue Timeline

March 21, 2021

Reported the issue to Apple.

June 29, 2021

Initial Reply from Apple, fix 
issued in 15.1.

July 1, 2021

The initial fix was bypassed.

 Sept 28, 2021

Reply from apple: 
The fix will be included in the 
next security update.

Nov 17, 2021

The fix  issued and was verified 
on 15.2(19C5036e)

Nov 17, 2021

Reply from Apple:
Due to publishing deadlines, 
your credit will be included on 
the security advisories in an 
upcoming update this update is 
planned for January 2022.

Feb 4, 2022

Reply from Apple:
Credit information updated
CVE-2021-31001



THANK
YOU!

"Great things are done by a series of small things brought together."
Vincent Van Gogh

https://www.brainyquote.com/authors/vincent-van-gogh-quotes
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