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Introduction — Glossary

Radio Access Network is the part of a mobile network that connects user devices to the core network through base stations, facilitating wireless

RAN ..
communication.

EPC Evolved Packet Core is the core element in LTE networks that manages data traffic, authentication, and mobility for both voice and data
services.

HSS Home Subscriber Server is a centralized database in the networks that stores subscriber information, facilitating authentication, authorization,
and mobility management.

MME Mobility Management Entity is responsible for tracking and managing the mobility of user devices as they move within the network.

SGW Serving Gateway is used for routing and forwarding user data packets between the mobile device and external networks.

PGW Packet Data Network Gateway is used to manage data routing and connectivity between the network and external packet data networks, such
as the Internet and IMS.

IMS IP Multimedia Subsystem enables the delivery of multimedia services, including VoLTE, over IP networks with separation of control and media
planes.

CSCE Call Session Control Function is a component inthe IMS architecture that controls the signalling and setup of multimedia sessions, including

VOLTE calls.



Introduction — LTE/ 5G (NSA) Architecture
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Introduction — VoLTE Architecture

* VOLTE relies on the IMS for delivering multimedia services over IP networks. IMS separates the control
plane (call setup and signalling) from the media plane (voice and data transmission).

e The EPC serves as the backbone for VoLTE calls.
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Introduction — VoLTE Protocols

SIP: Used for call setup, modification, and termination.

SDP: Describes the multimedia content of a session.

RTP: Carries the actual voice media during the call.
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Introduction — VOLTE Registration Flow
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Introduction - Security Issues in VOLTE
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Our Setup

* VOLTE test network using Open5Gs with
Kamailio

e SDR-USRP B210 and Bladerf x40
* Test SIMs

* Target iPhone and attacking Android
devices

* Attacking Android device is set up working
with APN ‘ims’ only mode

* Traffic routing is done using ‘iptables’ rules
or forwarding the raw packets using ‘socat’
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PoC

Using this technique, identified several
million iOS devices which are connected
on the VOLTE network

b o e w— w—h — w— w— — w— w— w— — w— w— e e w— —
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Impact

e Enumeration: Enumeration of iOS devices in the LTE network with iOS version to launch targeted attack.

e PII: Attacker can get access to critical Pll information about the subscriber, like MSISDN, IMEI
and phone OS version.

e Spoofing: Attacker may use Pll information for various malicious purposes like, spoofing, spamming
and fraud.

e Dos: Attacker may exhaust user equipment with malformed SIP packet making it difficult for the
subscribers to make or answer calls.

e Network congestion: Attacker may amplify the attack by sending random INVITE packets to all the identified
iOS devices, this will make all the devices ring with incoming calls leadingto network congestion.

e Further, attacker can perform SIP related attacks includingfuzzing, targeting exposed SIP
interface of the devices.



What, How and Why?



Vulnerability Identification —iOS internals

* As soon as the Airplane mode was turned off the interface (pdp_ip1) is brought online.
* Security policies for pdp_ipl1 were updated
* Ipv4 assignment is carried out

) Rajanishs~ifhone Commlenter] 1ibIFTelephomny. dylib) [354] ; ! [sip.tport]: Dnterface pdp ipl: miu 1458
2 Rajanizhs-iPhone CormCen ibIFTaleph dyl [sip.tport]: 104.65.13.96
- i [ip.tpart]:
! Tramspoertlaver: Lopkling for a gl IP4 address an pdp_ipl To comtact 19,235.50,28
g ol enter LEBIPTE1eph v 1 1B i [ain. tpart] s Treansportlayer: Tound IP4 addr 188.65,13.95 on pdp_ipl
Comlenter) LIBIPT=1ephorm il fiork L [9ip. tport]:| Transportlaver: pdp iol is ale=sdy up
Commlenter|1ibIPTelephomy. dylib) [360] |sip.tpart]: Transportlayer: state transition [WaitingForInterfasce — WaitingForP=achability]
nifERrsnorder [484] <hatice=: [R17171] CreateCanrection START PIDJ392] {apsd)
iPhone miNSAesponder [484] <Haotice [R171T2] L Addrinfol COABDERD, ¥, B, <private START PID[3%2] (apsd)
iPhone niMSAcsoonder [484] =Hoticps=: [R17172-=0556438] GotServerForQuestion: dx101A136RE O r [Ax1dchse] =<privates:53 (Penalty Time Loft @) {Scope pdp_ ip@:Rx2:-1] for <private=
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May 3 BZ:25:20 Rajanizshs-iPhone miM=Aesporder|484] <Notice=: [R17172-=]552831 3 - % 3 ¥ (Scope pip_lp@:BxZ:-1] for =privates (
Agdr |




Vulnerability Identification —iOS internals

* The default socket for SIP i.e port 5060 is opened and assigned to pdp_ip1
« The device initiates the registration process over the IMS by sending the REGISTER packet utilizing port 5060.

B2:25:29 Rajanishs—iPhone CommCenter{libIPTelephony.dylib) [368] <Motice=: [net]: binding IPvd socket to interface pdp_ipl (index 3}

B2:25: 2 Rajanishs-iPhone Commlenter{libIPTelephony.dylib) ig Inet]: ImsiidpSocket @x@=125891910: added runloop source for CRSocket @x@x13599b2cd

B2:25:29 F.:na-ni shs-1Phome CommCenter{libIPTelephony. dylib [met]: kCFSoacketClosednInvalidate flag is on by default

B2 2509 cha—1 CommCenter| LibIPTe lephony . d_rljhlglﬁﬂ] fMatie [met]: Set UUID 67ARZE11-DEBM-594FE-C2AE-ABAS1TEOFZEF an socket 14=35

B2:25:29 H111111*=I'-=—1F'hnru= CommCenter( LibIPTelephony. dylib) (368 ] ice: [pet]: Set IP_TOS on IPwd socket fd=35

B2:25: M Rajanishs-iPhone CommCenter{libIPTelephony.dyLlib) (368] i Imet]ls Cet SO THRAFETC C8ACE an sock

B2:25:29 Rajanishs—1Phome CommCenter({LibIPTelephony.dylib) [368] [sip.tport]: InsecureTransport |L|rkiﬂit1311"|=[!] Using S@68 port as TOP = a port

B2:25:29 Rajanishs—iPhone CommCenter(LibIPTelephony.dylib) [368] ice=: [met]: binding TPvd socket to interface pdp_ipl (index 3}

82:25:29 Rajanishs-iPhone CommCenter{libIPTelephony.dylib) [368] i [met]l: ImsListenSocket @x@x13587c12@: added rmloop source for CFSocket Bx@xl3SEE9%068

B2:25: 20 Rajanishs-iPhone Commienter{libIPTelephony.dylib)[368] [net]: kCFSocket{loselnInvalidate flag is on by default

B2:25:29 Rajanishs-1Phone CommCenter(libIPTelephony.dylib) [368] d'-h:-ti-:e:'. [met]: Set UUID &7ARZE11-DEBM-SO4E-CZAE-BBASITEDFZEF on socket fd=36

B2:25:39 Rajaniths—iPhone CommCenter| lihl'l'-‘Te'l:pl'nﬂ].'.dylih:li.'-!.liﬂ] $ok ice=:  [net]: Set IP TS on IPvd socket fd=36&
Rajanishs=iPhomne CommCenter! 1ibIPTelophony.dylibd[368] <Motices: [netl: Set SO_TRAFFIC CLASS on socket fd=36
Rajanishs—iPhone CommCenter{libIPFTelephony.dylib) [368] =Motices: |[sip.tport]: SipTepTransport: outgoing connections will use port SO868
Rejanishs—1Phame CommCenter( LibIPTelephony.dylib) [368] <Motices: |[sip.tpart]: Transportlayer: initialized trenspart InsecureTranspart [100.65.13.06:5068]
Rajanishs—iPhomne CommCenter( libIPTelephony.dylib) [368] <Notices: ['=:||:- tport]: Trensportlayer: stete transition [InitializingTransport —= Idlel
9 Rajanishs=iPhomne Commlenter{ libIFTelephony.dylib) [368] Motice sip. TpOrTl s Transportiay notitying delegate of Transport initisiization wWith resdit Bambl: Success
9 Rajanishs—iPhome CommCenter({libIPTelephony.dylib)[368] =Motice=: [sip.reg]l: Aegistrationflient: state transition [InitializingTransport -— SendingInitialReguest]
3 Fajanisha—{Phone CommCenter(libIPTelephony.dylib) [368] <Motice=: [sip.tport]: IPSecTrensport [@ —= @, B =— B]: SipIPSecTransportGroup: sinitialdze])

Rajanishs—iPhone CommCenter! LibIPTelephony. dylib) [368] Motice=: [netl: binding IPvd socket to interface pd 1 (index 3}
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Vulnerability Identification —iOS internals

The device initiates the registration process over the IMS by sending the REGISTER
packet utilizing port 5060.

Fajanishs~ifhane
Rajanishs-iFhone
Rajanishs-1Phoneg
Fajanishs—iFhone
Rajanichs—iPhone

5 Rajanishs-iPhone

Rajanishs—iPhane
Rajanishs=iPhone
Rajanishs-1Phone
Rajanishs—iFhane
Rajanishs-iFhone

29 F‘.=|.:|n.1.=h:—.1.5hrln=

nishs-1Pho

Rajanishs-iFhone
Rajanishs-1Fhone
Fajanishs—ifhone

Rajanishs-iPhone C

Rajanishs—iPhong
Rajanishi-ilhone
Rajanishs=iPhone
Rajanishs- J.Fhllrll'

Falanishs

O Rajanishs—iPhone

one CommCenter| LibIPTe Lephany.

CommCenter| LibIPTelephany. dylib} [368]
ComnCerter] LibIPTelephany. dylib) [354]
ComnCerter! LIBIFTalaphan) 1ok [368]
ComnCerter| LibIPTelephany. dylin) [364]
Comnlerter| LibIPTalephany. dylib) [3E4]
ComnCenter! LibIPTe Lephany, dylib ) [368]
ComnCenter| LibIPTaLaphany . dvLib b [I68]
ComnCenter] LibIPTelephany. dylib) [3648]
CommCenter] LibIFTelepho Lib) [3648]
ComnCerter| LibIPTeLepkany. dvlib) [I68]
CommCenter| LikIPTelephany.

s port—c=33052 ; port—==54708 ; prot=_dp; spi-¢

ComnCerter| LibIPFTalaphany.

Pl LiBIPT& | &nbany
AU rT—TR3A3
Certer| LIBIPTe Laphany
Jgppretwark.arg" , realn=
ComnCerter| LikIPTelephan;
CommCerter| LIEIRTal
ComnCenter| LibIPTe

10} [363]

. Trced:
dylib} [358]
Lo} [368]

wlibh [IE4]
dylin} [364]
dyLib } [3E8]
Liln} [354]
L) [364]

CommCenter| LiBIPTa L aphaiy

ComnCenter{ LibIPTelephany

CommCenter! LibBIFTelephany.
CommCenter| LiBIPTalepkany. dyl
CommCenter| LikIPTalephan yLib ) [364]
wlib} [368]
ComnCenter| LibIPTelephany. dvLib ) [368]

-=I'J-:|11|:i"=.

[ﬁip.tp:ir t]: InsecureTransport [198.65.1%. 05 i mat addirg P-Accessfetwark—Info to insecure REGISTER
¢ [sip.tport]: InsecureTransport [1488.65.13. 66 : encoded message is small emough for LOP {1587 bytes)
[sip.dump]:

[EJ'F dmul- e e e —— ——
[5ip.dump]

sip.dunpl

[= ip.-dmpi .

[sip.dumplz Expircs: Gididd
[sip.dumpl: Reguire: sec-agree
[sip.dump]: F'rm'.r—ﬂn:|u1r i ssmc-agres

1 [sip.dump]: 1='1T'. .;:l.rl:-_.gpu'.:'l.g-hn.an_ 'rdS | H -""-'Ig—aes--ur'rrl:-:l—tm port—c=538580; port-s=54 78\; prot=esp ; spi-c=3 3300635

188,65, 13,96 :5868 —= 14, 225,50, 20; 5060 REGISTER |LOP)
Agpprctwark.org SIRSZ.B
BEims ArchRZ, Zgponeteork. org=
IBELAS . RROERZ., Igpprietwork. o rg=; tag=a1PCOuEsHh

Lecurity

...uur'r 5 54Tl!|a:|:-r-:|1'--*1u cpl-c

|« 3pppnetwark. o

=it ices:
=St 1Ck

Natices;
=Mt ices:

ot ices;
=Matic
=Sjotl
Matice=

2appi u'lq Im:r :—1—915 l:-='|1._q=rr.1'|.".jr|l:|d=1.r-:n:-.;|:-:|r L—r.=53-'-552,'|:I-:|"L—==5-1-?E|leprr.'d.=l::':|:-;::pi—;'.—-.-:1122
[':1p -:Ian. 1-I0: IFScM3 OYhc1b@inEV Ly
[5ip.dumplz ..1'-J.III1—II1: TdeZ3d3aTcl e752
[.-J.p dmu" l"nnl‘

Jispi—s=b4314874

1+ AgOp. ps2Cs—s ruoc-orig-pre-alerting p+0 Agpp. srwcc-alerting p+5ip. instance="<sum: gsma imei 35
Auth-:-riratiﬂr'-: Digest
M LS Ernane=""92
: AKX REGISTER

SIR/Z.8/UDP 108.65.13. B6: 58608 branche=2 ShEDKA AL IKVGT Hewio; rport
W, CANCEL , INFO, INVITE . MESSAGE, NOTIFY ; OPTIONS ; PRACK, PEFER, UPDWTE
i)

[5 1|J.-:1|.n|1§ -
1083 ima . rrcBa 2, Jpppnetwarik, arg” , respanse=""
[sip.dump]

[5ip. nl.nui .
[=4 J.p dl..r.||.|. .

1,path, replaces
3.2 {1THE4A) iPhpre
[sip.dumpl:z Comtent-Length: @
[5ip.dumpiz
[sipedump]:
[sip.dump]:
[sip.t2nl: added cormectdon user to IRsecurdTransport [188.65.13, 55 :54964]
[:J.p..'.-"ll ClisniTransaction RECISTER zORGAbEhsBOIKVGTHee=: started timer F with duration



Vulnerability Identification —iOS internals

* The registration over 5060 fails with status401 and a process for secure
connectlon over IPSec IS |n|t|ated

108,65, 13.96: 5068 =— 10.325, 5@, 20:5060 487 [vaw LDF)

GABERSBCIENG TRl

[ppnetweric. orge-j tag=h/gdEsbg_J4181 JallelnSe
hh

IgEpne twdik, &g 1ag=2TPC
erpnter [ LiETPTelep 3 ¥ .
rrlenter] LiBIFTelephony. | JEE ot . 5!.
- TI-"TI-I.I-Irl-l"r-j [ jl i
=t rans
PTial rl| |'| r:
IPTelephony. i
"',FF'.-'I"F..-uﬂH#JJ‘Fl'*ﬂ- EYEL=

e transporteudpe | Lre

response to BEGISTER re
dlate [Conglated]
gt e
I atarted 1 K with dierat ion 1 Tee0es
response to istration reguest.
sl 54T =— THAT]: wing securitly methanism
1- i 3 T SATER =— TRAT]: started timer SALITeL ine with duration 175288
a5 H..: :|r'..rf-:F1'|..r'= rn.;n.-rt-rll.l:IF'Ti-'i-ph.r".- iyl s I: ot 2 i i wrtlt IPEecTransport | el Ll : i 1 8478@ «— TEET] new expiration is May 31 @23
29 |'|..-| and —fiPhgne o er [ iEIPTelephany, 3 . rat foni | fent i 3 ', Tiaiigguesl —= Wall ingForut i)
- ~1Fhone CormiCenteri LiEIFTelephony. i




Vulnerability Identification —iOS internals

. Bu’]Efthe socket connection on 5060 is left as it is and it still continues to listen for incoming SIP
traffic.

Rajanishs—1Fhonci- Tootd lsof —1
FID USER H ¥ [ SIXESOFF
ront I wib Axd? b : HiE 1hs: i Jent [LISIER]
Bte H it [LISTEN]
Atd d ]
HtE
Bte
At
HiE
Bte
Ae
HiE
Btg
rail L TH a [ 2 HIR
cont 261 ' Fh4l11Z Bte '
root ? ! ] Bte 3 H - i AELISHED)
runl “Hu A HIE
coot “ E Bte »logal G [ESTABLISHED)
Foot = - AtE :
HiE
BtE
Ate
cant . HtE
root F . Bte
rFiil 1 AT
HiE
Bte
AR
HiE
Bte Qrzdb2irfadd:azdh! af a[*eEArlz!
= ] HIR ' )
dornd ' i Fhal : Bte
a-EaT r ¢35 Ate
[ ricdu-ser 5 Ay ; - HiE
i Bte
Atd
HiE
BtE
Are
HtE
Bta
AIg
(d2tdFbsl1z32 Hig
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Vulnerability Identification — Android

* Android operating system terminates the socket connection to PORT 5060 if it is not being utilized it can be seen
from the logs below.

I reGlPrzewta: T | RFRTP: TRAMERAT | Trasspnrkielectar.e 1| raraving traraprtz | W O1BS.T2011.714 H LOF tmragel cemad rcurepecdtlied o leskap=h | czzet o =d [ aTmbertsess

&l
g =k
=]

.-n.&r.lr rn‘hl-

TP Largil ol iy e selin=l 1

y Travspot Cars parti =~ Trerspart: [ 9 186, 72,31, 704: 1860 TSP imrqekt dowsar-unsgecitisd oFloedes-6 |

B TR tpenget pomhinairepess 10 1ed pF Toekepal ] Spars <A Slnterd e |

n rasfescywed—d
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Victim's IP Address

PoC

1. Identification of iOS
devices on the network.

| 5IP Device User Agent |

! Service identification
! and version details
|
| 18.168 58668 4 (18D52) iPhone
Sl e ik et
| 19.168 =860 -3 (18c66) iPhone |
| ] 58 5860 4 (16G77) iPhone |
Mo 2. e
5860 4 (18D52) 1iPhone |
866 4.4 (18D052) iPhone |
5060 4 (18052) 1iPhone |
My S st i G o L
| 18.168 5868 4 (18052) iPhone |
T 5 i ek & +
| 18.168 5868 4 (1BD52) 1Phone |
s . Sttt e ML
| 18.168 5868 4 (18052) iPhone |
S . o . Subscriber's MSISND leaked

| 18.168 5068 | tos d {19-5.53-.1_;;::; {Phone |
e e » in the SIP OPTION message
| 18.168 5860 Los/14.4 (18D52) 1Phone |
e e S L et et B :
| 18.168 5068 Lo5/14.4 (18D52) LPhone |
sk e e S T :
| 19.168 58648 Los5/14.4 (18D52) LPhone |
t = i - - - +
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iPhone:~ roote# 1sof -Pnl +M -i4
COMMNAND PID USER FD TYPE
launchd 1 Pu IPVA Bx35cB46@pVacavisél ate
lsunichd 17u IPvaA BxASchade82ed4nb ate
launcha 3u  IPvV4 Ox3GcPdfefd2ebatd ote 127.€.9.1:1083 (LISTEN)

Launchd 15u  IPv4 Ox35c060c76203043 ete #1620878 (LISTEN)

Launchd 170 IPv4 Bx3bcR4Be?8cbodsl ate 1 2.,8.1:7808 (LISTEN)

launchd 20u IPv4 Ox35cBéOeYacePas3 ete 127.9.0.1:8021 (LISTEN)

launcehd 2iu  IPv4 :d83 ate 127.6.8.1:7868 (LISTEN)

launchd 230 IPv4 Bé&duvs204003 ard 127.6.9.21:1080 (LISTEN)

launchd Z4u IPvA4 BxIdbchadnvalZedns ate 127.8.0.1:1083 (LISTEN)

launchd 26u  IPv4 Ox3GcRb@e?62de3ch ote P %122 (LISTEN)

launchd 2Bu  IPv4 Bx35cBé@e962de3ch ate (LISTEN)

launchd 38y IPv4 Bx35c04@e?8easnr3 ateé »127.0.8.1:5865 (ESTABLISHED)

1sunchd Alu IPv4 cHASRYBunAnry are 22-5127.9.0.1:508521 (ESTARLISHED)
configd

wifid

wifrid

10u IPvA ote
wifid

o O
4. The iOS device still witig 1ou IPva Ox300068a0B11B882 ote
continues tolisten on SIP [
port 5060 despite an Comcanty
already established and
serving call session

DEVICE SIZE/OFF NAME
127.6.0.21:8021 (LISTEN)
127.8.8.1:1088 (LISTEN)

(4]
APPHPTTTODISDOITTITOIOIIDESSTS

LAGS.272.272:50860
D.068,172.372:606¢ (LISTEN)
A%y  IPv4 Bx35cP6@ePaT3cB8bb ete AOD L AVL AT LTAYYYE
4Bu  IPv4 Bx35cBé€cYaT3chal ete 1e. +A72.172:532956

U

=3

23u  IPv4 Ox3500460e957T1a2b ote
Su IPv4 Bx35cBéReP462e5h43 are
S3/4 LPv4 BaGuPalficsSdl aee
Ihu IPv4 cRASLYYdbhbal e

ConnCente

ConnCente

ComnCante Alu IPvs

ConnCante azu LPvA

ConmCente 1! ‘ 47u IPva4 Bx3%cRédeFacbeoaad +2A72

CompCente 1 ‘ 4Bu  IPvA Bx35cB48c97d6TdlD £ &P L204 &0
ComnCente 49y  IPvA Bx35cP&Be97478bal $.172.3172:49121
“psd 9 18y IPwv4 : A0a7bAS 153.66:8@524->37.57.145.46:5223 (ESTABLISHED)
ap=d »] { 172u 1PV4 cROPePlena’bal e + 232,68 . > 6:5223 (ESTADLISHED)
wifianaly 2 4u  IPv4 Bx3bLchb@eR7dbobab

mDNSRespo 6u  IPVA Ox3E5cPo6Be5TTTLAE3

¢ panion . 3 hu IPv4 A y 3 15P3965-»127.0. 28394 (ESTABLISHED)
notificat 1804 Eu  IPv4 avId7a4tt s SP417-5127.0.8. S0418 (ESTABLISHED)
notificat 1804 v tu  IPvA Bx3AbcRoReYloasaab ‘ FEBH->127 .8, ;HDLSS (ESTAMLISHED)
notificat 1804 1 7u IPv4 Bx35cR6Re?GoT44TD c «2.90.1:160492~->127.0.90.1:50493 (ESTABLISHED)
notificat 1864 Eu IPv4 5cB68e990727d3 +1:58617~>127.0.0.1:58618 (ESTABLISHED)
OTService 1812 IPv4 cB6@a984r23ch 2 8. :S8439->127 6. 158440 (ESTABLISHED)
frida-ser 2 IPv4 AS5cHAGnYELYVYHAL S p L 227842 (LIST

goamed e IPv4 OxA5cRé6PeY7dbeesd 66216403

mhoa

(3IScBLRe9dDV4LES ard : LA72.472:53295 (LISTEN)
Yacbhdasx e W PRI y ISR SRR,
>19.22 50 ,148: 7807 (ESTABLISHED)
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zshd
sshd

IPv4
IPv4

Bx36cBb6B8cP8easata
Bx35c0s@eY80as0T3

(ESTABLISHED)
(ESTABLISHED)




Root Cause

VOLTE enablediOS devices are alwayslistening on
interface “pdp_ip1” on Port 5060 irrespective of
them being connected with the P-CSCF (IMS) on
a different port.

While the call is established via IMS channel, it is
observed the devices continueto listen for
incoming SIP traffic.

Attacker on the operator’s network can identify
these devices and gain information like, iOS
version, IMElI number and MSISDN of the
subscriber

Attacker on the operator’s network can make spoof
callsdirectly interacting with the devices itself by
crafting malformed SIP packets.
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Issue Mitigation

Fix implementation was done on iOS 15.2(19C5036e€) and libIPTelephony terminates and

destroys the ImsTcpSocket connection after the IPSec Tunnel has been established.
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Issue Timeline

Reply from Apple:

. o The fix issued and was verified Credit information updated
Reported the issue to Apple. The initial fix was bypassed. on 15.2(19C5036e) CVE-2021-31001 P

June 29,2021 Sept 28,2021 Nov 17,2021
’ : : . :
March 21,2021 i July 1, 2021 i Nov 17,2021 i Feb4, 2022
iy | _ | Reply from Applé:
Initial Reply from Apple, fix Reply from apple: . Due to publishing deadlines,
issued in 15.1. The fix will be included in the your credit will be included on
next security update. the security advisories in an

upcoming update this update is
planned for January 2022.




THANK
YOU!

"Great things are done by a series of small things brought together."
Vincent Van Gogh


https://www.brainyquote.com/authors/vincent-van-gogh-quotes
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