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HANDPWNING 

<Your Hand is your Passport. Verify me. Now let me in!=
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About Me

• Director of ZTE Cybersecurity Lab in Rome

• Founder of WHID – We Hack In Disguise

• More than 15 years into Offensive Security & Applied Research

Disclaimer: The content of this presentation is the result of an independent research conducted by myself and during my own spare time. This 
research was not funded by my present and past employers and is not in any way associated with them.
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Technology Background – Biometrics in PACS

Physical biometrics evaluate certain unique
physical characteristics of a person’s body.
The most common types of physical
biometric devices can be grouped in:

– Fingerprint Scanners

– Hand Geometry Scanners

– Iris Scanners

– Retinal Scanners

– Facial Scanners

– Voice Scanners
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Biometric Hand Analysis Access Control Systems

• Hand Vein Technology: technique of 
biometric identification through the analysis 
of the patterns of blood vessels visible from 
the surface of the skin.

• Hand Geometry: is the longest 
implemented biometric type. The size, 
shape and flow of papillae are measured, 
and minutiae are the main features in the 
identification process. Image preprocessing 
and normalization in this category gives us 
binary image containing papillae and their 
distances. 
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Hand Geometry 101

• These biometric devices use a simple concept of measuring

and recording the length, width, thickness, and surface area

of an individual’s hand while guided on a plate.

• Hand geometry systems use a camera to capture a silhouette

image of the hand. The hand of the subject is placed on the
plate, palm down, and guided by five pegs that sense when the
hand is in place.

• The image captures both the top surface of the hand and a

<side image= that is captured using an angled mirror. Upon
capture of the silhouette image, 31.000 points are analyzed

and 90 measurements are taken.Example of measurements:

Length of the fingers, Distance between knuckles, Height and
Thickness of the hand & Fingers.

• This information is stored in nine bytes of data (a.k.a Hand

Template)
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Practical Multi-Industries Applications

• Healthcare

• Industrial Sites

• Chemical Plants

• Food Manufacturing

• Airports



9  @CyberAntani

The Target
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One Key to pwn’em all

Simple Tubular Lock…

We could pick it…

Or just buy a key to open’em all!
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Lack of Anti-Tamper Switch & Alarm
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We got it open. Now What?
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We got it open. Now What?
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Silicon Hand Attack
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Silicon Hand Attack
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Silicon Hand Attack
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Silicon Hand Attack
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Silicon Hand Attack
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Silicon Hand Attack
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A Suspiciously Weak Protocol
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A Suspiciously Weak Protocol

Nmap scan report for 192.168.2.212

Host is up (0.0033s latency).

Not shown: 65534 closed ports

PORT STATE SERVICE VERSION

3001/tcp open nessus?

MAC Address: 00:20:4A:09:C0:E5 (Pronet Gmbh)

After a basic network fuzzing job, was clear that whatever process 

was listening on that port was expecting a very specific handshake, 

therefore some sort of proprietary managing software had to be 

used…
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Try & Error + Sniffing

PC ► HP

PC ◄ HP

PC ► HP

PC ◄ HP
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Creating New User (hacker w/ ID:666)

PC ► HP

PC ◄ HP

PC ► HP

PC ◄ HP

PC ► HP

PC ◄ HP

PC ► HP

PC ◄ HP
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Also, this time, the following assumptions regarding the 

proprietary protocol were formulated:

- 1st Red Packet = Wake Up packet, since it was always the 

same during all attempts.

- 2nd Red Packet = Name & Model Query,  since it was always 

the same during all attempts and the response contained 

the name & model of the target device showed during boot 

on its LCD as well.

- 3rd Red Packet = Create new user with ID 666,  since it’s 
matching our newly created user ID (i.e. 666)

- 4th Red Packet = Initiate hand scan, since after it the 

Handpunch asks the user to place the hand for the first 

acquisition.

-  5th – 13th Red Packets = Unknown?!, probably a sort of 

keep-alive beacon, since in the meantime the user was 

getting scanned 3 times his hand.

- 14th Red Packet = Query acquired hand template, since as 

response we get exactly a 9 bytes data that is then reused 

in the 15th Red Packet (e.g., 64 7e 73 7c 62 76 7d 5d 82).

- 15th Red Packet = Associate user ID to its hand template, 

since both user ID 666 and template 64 7e 73 7c 62 76 7d

5d 82 are sent to the Handpunch.

PC ► HP
PC ◄ HP
PC ► HP
PC ◄ HP

PC ► HP
PC ◄ HP

PC ► HP
PC ◄ HP

PC ► HP
PC ◄ HP

PC ► HP
PC ◄ HP

PC ► HP
PC ◄ HP

PC ► HP

PC ◄ HP
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Let’s Put All Together...

Overall, with all the previous dumps it was possible to reverse engineer the packets’ 
structure and the communication protocol, where the main issues are:

• Lack of Authentication

• Lack of Session Handling

• Weak Integrity routine (i.e., CRC16 XModem)
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Querying the Handpunch with Handpwner Tool-Suite
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Deploying an Admin Backdoor: default mode
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Deploying an Admin Backdoor: known-template mode
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Dumping User IDs & Logs 
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Dumping User IDs & Logs 
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Responsible Disclosure Timeline

• 24/08/2021 – First attempt - Request for Security Contact through Vendor website

• 25/09/2021 – Second attempt  - Request for Security Contact through Vendor website

• 01/ 10/2021 – Initial Response from Vendor’s PSIRT

• 06/10/2021  – Status Update

• 15/10/2021 – Vendor has set the entire product line as EoL (End-of-Life). Which means 
no firmware updates nor hot-fix will be released. 

Vendor also provided some mitigations to the vulnerabilities reported (i.e. restrict 

physical access to the vulnerable device, isolate it from the rest of the LAN, do not 

expose it on the Internet, etc.).
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Internet Exposure & Shodan’s Plugin
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Another real case from the internet...
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The alfa version of the scripts developed during this 
research shall soon be available at 

https://github.com/whid-injector/handpwner

@CyberAntani

@lucabongiorni

https://github.com/whid-injector/handpwner
https://twitter.com/CyberAntani
https://www.linkedin.com/in/lucabongiorni/
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Fin
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ProTip: Always do proper RECON on Target’s Website!

During the writing of this paper, it was also noticed that, thanks to a Directory Listing Vulnerability located in the 

handpunch.com website, the protocol specs were accidently leaked publicly. 
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The Unchangeable Password
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