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How SolarWinds hackers pulled off their attack - and scorched the
underbelly of the software supply chain




&he New ork Eimes

FireEye, a Top Cybersecurity Firm,
Says It Was Hacked by a Nation-State

The Silicon Valley company said hackers — almost certainly

Russian — made off with tools that could be used to mount new
attacks around the world.

% Share full article ~ [:] Q 66

FireEye’s clients after huge breaches have included Sony and Equifax. Hackers
targeted its “Red Team” tools. David Becker/Reuters

December 8, 2020

e Stole red-team tools

* Accessed info about gov
customers

 Doesn’t mention how long
attackers were in network



“|W]e are witnessing an
attack by a nation with
top-tier oftensive
capabilities. The
attackers tailored their
world-class capabilities
specifically to target and
attack FireEye. They
used a novel
combination of
techniques not witnessed
by us or our partners 1n
the past [25 years].”

- Kevin Mandia, founder/CEQO of
FireEye’s Mandiant division



Dec. 13, 2020
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wow rant of Google Cloud

THREAT RESEARCH

Highly Evasive Attacker
Leverages SolarWinds Supply
Chain to Compromise Multiple

Global Victims With SUNBURST
Backdoor

FIREEYE

DEC 13, 2020 | 17 MIN READ | LAST UPDATED: AUG 09, 2023

No Mention that FireEye Was a Victim




Steven Adair

Dark Halo

US Think Tank

Late 2019

e Stole email of executives/policy experts/IT staff
e 3 X a week
e Evicted but returned through 2016 backdoor

March/April 2020

e Returned via unpatched RCE vuln in Exchange
Control Panel

* Bypassed Duo 2FA to steal email - obtained secret
key from registry to create token

June/July 2020

* Returned again
* Breach in June; no activity until July
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SolarWinds Orion server



Orion Platform Products

NETFLOW TRAFFIC ANALYZER

NETWORK CONFIGURATION MANAGER

IP ADDRESS MANAGER

VOIP & NETWORK QUALITY MANAGER

USER DEVICE TRACKER

\f N SERVER & APPLICATION MONITOR

(Image credit: manpuku7 via Getty Images) SERVER CONFIGURATION MONITOR
STORAGE RESOURCE MONITOR
VIRTUALIZATION MANAGER
WEB PERFORMANCE MONITOR

LOG ANALYZER




Justice Department - Late May 2020
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SolarWinds Orion server



* Microsoft - Mandiant - SolarWinds
* Vulnerability in Orion code?
* Vulnerability in Dod server?

u ANDIANT

%



Nov. 10, 2020

s s

Samsung device had Accessed VPN from
no phone # wrong state

Simultaneous access Access without
username/password

Henna Parviz
Senior Threat Intel
Analyst Mandiant



We traced the
It’'s coming i
inside the |

BUT WHEN SHE TRACED THE
KILLER'S [P ADORESS.-- IT WAS
INTHE 192.168/16 BLOCK!







Nov. 17, 2020

* Living off the land

 Avoided known patterns

 Hijacked scheduled tasks for their own tasks
 Replaced legit tools with their own

» Stole FireEye/Mandiant red team tools

» Stole data about US gov customers




Nov. 20, 2020
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“Every time you pulled on a

thread, there was a bigger

fyarn.”

piece o

— Christopher Glyer




"Every time you pulled on a
thread, there was a bigger

piece of yarn.”
— Christopher Glyer
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SolarWinds Orion server



' Orion Platform
~ +350,000 lines of code

-~ +18,000 files; 14 gigabytes of
b g code/data




Sunburst

o dll file w/ 4,000
functions

e dll sends customer
usage telemetry to
SolarWinds

* Not sending to
SolarWinds



Digital Signature Details ?

General Advanced

- » Digital Signature Information
— This digital signature is OK.

Signer information

Name: 'Solarwinds Worldwide, LLC
E-mail:

Signing time:
View Certificate

Countersignatures

Name of signer: E-mail ad... Timestamp

AN E alfl 2 l 0 l.aoa BS( A vial

How Did Sunburst Get Onto
Mandiant Server?

Did they steal the certificate to sign their code?
or

Did they embed backdoor in Orion code and sign
it on SolarWinds server?



Digital Signature Details ? X

General Advanced

- » Digital Signature Information

2] This digital signature is OK Did they steal the certificate to sign their code?

Signer information

ol

Name: Solarwinds Worldwide, LLC

E-mail: ‘Not available | S

Did iney-embed backdoor in Orion code and sign
Signing time: | March 24, 2020 1:53:43 AM it on SolarWinds server?

View Certificate

Countersignatures

Name of signer: E-mail ad... Timestamp

mante HA2S6 TimeS Not avalla ocrlay. Mar



33,000 Orion customers

PRODUCT NEW VERSION AVAILABLE

N:efFl?w Trgffic Analyzer 421.0

Database Performance Analyzer
y 10.2.0.0
RELEASE NOTES »

qu;rag;e Respurce Monitor 6.3.0.0

Server & Application Monitor

Network Performance Monitor

PLAN YOUR UPGRADE



SolarWinds' comprehensive products and services are used by more than 300,000 customers worldwide, including

military, For DU companies, governme

More than 425 of the US Fortune 500
All ten of the top ten US telecommunications companie

All five branches of the US Military
The US Pentagon, State Department, NASA, NSA, Postal Se
the President of the United States

All five of the top five US accounting firms
Hundreds of universities and colleges worldwide

Partial c

Acxiom

Ameritrade

ATE&T

Bellsouth Telecommunications
Best Western Intl
Blue Cross Blue Shield
Booz Allen Hamilton
Boston Consuiting
Cable & Wireless
Cablecom Media AG
Cablevision

CBS

Charter Communications
Cisco

CitiFinancial

City of Nashville

City of Tampa
Clemson University
Comcast Cable
Credit Suisse

Dow Chemical

EMC Corporation
Ericsson

Ermst and Young
Faurecia

Federal Express
Federal Reserve Bank
Fibercloud

Fiserv

Ford Motor Company
Foundstone

Gartner

Gates Foundation

General Dynamics
Gillette Deutschland GmbH
GTE

H&R Block

Harvard University

Hertz Corporation

ING Direct

IntelSat

J.D. Byrider

Johns Hopkins University
Kennedy Space Center
Kodak

Korea Telecom

Leggett and Platt

Level 3 Communications
Liz Claiborne

Lockheed Martin

Lucent

MasterCard

McDonald’s Restaurants
Microsoft

National Park Service
NCR

NEC

Nestle

New York Power Authority
New York Times

Nielsen Media Research
Nortel

Perot Systems Japan
Phillips Petroleum
Pricewaterhouse Coopers
Procter & Gamble

gncies, and education institutions. Our customer list includes:

ice, NOAA, Department of Justice, and the Office of

Sabre

Saks

San Francisco Intl. Airport
Siemens

Smart City Networks
Smith Barmney
Smithsonian Institute
Sparkasse Hagen
Sprint

St. John's University
Staples

Subaru

Supervalu

Swisscom AG
Symantec

Telecom Italia
Telenor

Texaco

The CDC

The Economist

Time Warmer Cable
U.S. Air Force
University of Alaska
University of Kansas
University of Oklahoma
US Dept. Of Defense
US Postal Service

US Secret Service
Visa USA

Volvo

Williams Communications
Yahoo




SolarWinds' comprehensive products and services are used by more than 300,000 customers worldwide, including
military, Forluae=300 companies, governme gncies, and education institutions. Our customer list includes:

Out of 33,000 customers — 16,000 downloaded
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All ten of the top ten US telecommunications companie
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Symantec
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The CDC

The Economist
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After Infection

 12-14 days silence
 Beacon to C&C
 Drop Teardrop

SUPPLY CHAIN ATTACK

Attackers insert malicious code into a DLL component of
legitimate software. The compromised DLL is distributed to
organizations that use the related software.

EXECUTION, PERSISTENCE
When the software starts, the compromised DLL loads, and
the inserted malicious code calls the function that contains
the backdoor capabilities.

DEFENSE EVASION
The backdoor has a lengthy list of checks to make sure it's
running in an actual compromised network.

RECON
The backdoor gathers system info

INITIAL C2

The backdoor connects to a command-and-control server.
The domain it connects to is partly based on info gathered
from system, making each subdomain unique. The backdoor
may receive an additional C2 address to connect to.

EXFILTRATION
The backdoor sends gathered information to the attacker.

HANDS-ON-KEYBOARD ATTACK

The backdoor runs commands it receives from attackers. The
wide range of backdoor capabilities allow attackers to
perform additional activities, such as credential theft,
progressive privilege escalation, and lateral movement.

Initial C2
server

Second C2
server

SolarWinds.Orion.Core.
BusinessLayer.dll

l—8— @

solarwinds.business SolarWinds.Orion.Core. Backdoor
layerhost.exe BusinessLayer.dll activates

®—

Backdoor inspects
environment

Backdoor
gathers info

Command-and-

Backdoor sends
gathered info to C2

Backdoor runs Attacker starts
commands from hands-on-keyboard
attacker attack

(Source: Microsoft)



SOLARWINDS ATTACK PATH

Orion Software
Pipeline Infection

\

£l

clco Trojan Deployed
Pipeline te Orien
Compromised Customers

=) ()

Target SolarWinds Command
Customers & Control

(%) \
Ca a

12-14 Day Reconnalssance
Dormant
Perlod

Privilege Escalation
to High Value Assets

’

> ﬁ‘

Privilege
Escalation

’ il ’

Fortify
Access

%% CYBERARK



2017 - 2 million users
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2017 - 2 million users
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2017 - 2 million users
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Hackers Hijacked ASUS
Software Updates to
Install Backdoors on

Thousands of Computers



“We’re going public in 24 hours”
— Kevin Mandia to SolarWinds



Digital Signature Details ?

General Advanced

> Digital Signature Information
pat This digital signature is OK.

Signer information

Name: Solarwinds Worldwide, LLC

E-mail: Not available

Signing time:

View Certificate

Countersignatures

Name of signer: E-mail ad... Timestamp

HIALNE 1 5 . | p Mie coo -1l ur

Three Software Updates

March 26
June 4

June 24

Out of 33,000 Orion customers,

16,000 downloaded tainted updates
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\\\ W7/ 7= 16,000

TEARDROP
(fewer than 100)

CobaltStrike

NGOG aroorments ctected
with SUNSURST sre not

RuEpected 0 be victrms of Second-atage meiwere (Croppers. backdoors, recoONNEISaNce
2HCONT G200 adnare rOOOrTed i SOMe eMmronments infected with SUNSBURST

* What has been reported and not independentyy confirmed by KPMG




Victims

50 % - software makers, IT services, hardware providers
18 % - government agencies and telecoms

18 % - think tanks



Defense

Malwarebytes

..
s

.
B

9 Gov Agencies:

Treasury

Justice Dept

=kl

e Commerce — sanctions
e DoE — nuclear facilities/stockpiles

e DHS — vulnerabilities in critical
infrastructure

* Federal court system —- sealed
documents (search warrants,
indictments, wiretap orders)



Backdoor was useless unless Orion server was connected to internet

20-30 % had them connected
Many configured them improperly
Mandiant blocked external connections



We traced the
It’'s coming i
inside the |

BUT WHEN SHE TRACED THE
KILLER'S [P ADORESS.-- IT WAS
INTHE 192.168/16 BLOCK!




* /1 email accounts monitored
* 50 software programs examined

e Revoked certs

 Recompiled/signed all software

* 19,000 calls from customers/governments ’

r

- PR —

< il '
» SEC filing

“Adding a single comma will cost $20,000”
- Kevin Thompson, SolarWinds CEO



Jan. 5, 2021

3,500 lines of code



Creating SolarWinds Orion Software

JetBrains - Team City - e
100 VMWare virtual machines 5

Software
engineers
write software
In a human-
readable
format known
as source
code

Source
code

Source code
from all
engineers Is
stored Iin a
repository

Build servers
turn source
code into the
software that
IS delivered to
customers

Malicious code
injection occurred here

Output from
the servers is
tested,
validated and
delivered to
customers

(Source: KPMG



“Sheer elegance”




‘It was just this moment of fear amongst all of us”
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- SECURITY MAR 3 7910 11 .85 ¥

'Google' Hackers Had Ability to Alter Source
Code

Hackers who breached Google and other companies in January targeted source-code management systems,
security firm McAfee asserted Wednesday. They manipulated a little~-known trove of security flaws that would
allow easy unauthorized access to the intellectual property the system is meant to protect. The software-
management systems, widely used at businesses unaware that the holes exist, were [...]

TRENDING wOw

Internet Expert Debunks Cybersecurity
Myths

«@.
II!A»,'
E
i

Hackers who breached Google and other companies In
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Timeline

02/07119  03/12/19 09/04/19 09/12/19 11/04/19 12/29/19  02/19/20 02/20/20 03/13/20  03/26/20 06/04/20 10/01/20 11/26/20

01/30/19 01/3119 02/01/19

I | Test code I

: injection trial
of Threat Actor TA assigned J anded SUNBURST
(TA) VPN customerportal. passwords injection
logon solarwinds[.]Jcom and privileges :::s:gi?\g into Orion
to Azure a
PP SWI email code began
First

mailboxes
compromised

Last evidence
of TA VPN

logon

First evidence
TA accessed

Last evidence

TA downloaded
129 code repos
from Bit Bucket

TA
exfiltrated
potential
SWI
customer

TA accessed !
information

external
SharePoint site
to exfiltrate data

TA exfiltrated
Orion build agent
information

TA first moved TA
laterally into injected test
build code &

environment began trial run

TA began
deploying
SUNSPOT to
build
environment

TA begins
monitoring
mailboxes
using
RFPSupport

Orion update
published to
customers

TA TA removed
redeployed SUNSPOT
SUNBURST fgor_r:doc:o'ne

after build ul S
environment

rebuild

of TA access
to SWI email
mailboxes




What We Don’t Know

* When did campaign begin?

» |dentities of all the 100 or so victims

* What did they do on infected machines?
 Are they still in networks?

* Were other supply chains compromised?







Kim Zetter
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