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Sun Stroke

How SolarWinds hackers pulled off their attack - and scorched the 

underbelly of the software supply chain



December 8, 2020

" Stole red-team tools


" Accessed info about gov 

customers


" Doesn’t mention how long 

attackers were in network



“[W]e are witnessing an 

attack by a nation with 

top-tier offensive 

capabilities. The 

attackers tailored their 

world-class capabilities 

specifically to target and 

attack FireEye. They 

used a novel 

combination of 

techniques not witnessed 

by us or our partners in 

the past [25 years].”

 - Kevin Mandia, founder/CEO of 

FireEye’s Mandiant division



Dec. 13, 2020

No Mention that FireEye Was a Victim



Dark Halo

Steven Adair

US Think Tank 

Late 2019  

" Stole email of executives/policy experts/IT staû


" 3 x a week


" Evicted but returned through 2016 backdoor


March/April 2020 

" Returned via unpatched RCE vuln in Exchange 

Control Panel


" Bypassed Duo 2FA to steal email - obtained secret 

key from registry to create token


June/July 2020 

" Returned again


" Breach in June; no activity until July



SolarWinds Orion server



(Image credit: manpuku7 via Getty Images)



Justice Department - Late May 2020



SolarWinds Orion server



" Microsoft - Mandiant - SolarWinds


" Vulnerability in Orion code?


" Vulnerability in DoJ server?



Nov. 10, 2020








Nov. 17, 2020


" Living oû the land


" Avoided known patterns


" Hijacked scheduled tasks for their own tasks


" Replaced legit tools with their own


" Stole FireEye/Mandiant red team tools


" Stole data about US gov customers




Nov. 20, 2020




“Every time you pulled on a 
thread, there was a bigger 
piece of yarn.”  

— Christopher Glyer



“Every time you pulled on a 
thread, there was a bigger 
piece of yarn.”  

— Christopher Glyer





SolarWinds Orion server



Orion Platform


"50,000 lines of code


"18,000 files; 14 gigabytes of 

code/data




Sunburst 

" .dll file w/ 4,000 

functions


" .dll sends customer 

usage telemetry to 

SolarWinds


"Not sending to 

SolarWinds




How Did Sunburst Get Onto 

Mandiant Server? 

Did they steal the certificate to sign their code?


or


Did they embed backdoor in Orion code and sign 

it on SolarWinds server?




Did they steal the certificate to sign their code?


or


Did they embed backdoor in Orion code and sign 

it on SolarWinds server?




33,000 Orion customers





Out of 33,000 customers — 16,000 downloaded



(Source: Microsoft)

After Infection 

" 12-14 days silence


" Beacon to C&C


" Drop Teardrop





2017 - 2 million users



2017 - 2 million users



2017 - 2 million users

2018



Dec. 12

“We’re going public in 24 hours” 
— Kevin Mandia to SolarWinds



Three Software Updates 

March 26


June 4


June 24


Out of 33,000 Orion customers,


16,000 downloaded tainted updates



Dec. 13, 2020




SUNBURST

16,000

TEARDROP


(fewer than 100)

CobaltStrike



Victims 

50 % - software makers, IT services, hardware providers


18 % - government agencies and telecoms


18 % - think tanks



Email


• Commerce — sanctions 

• DoE — nuclear facilities/stockpiles 

• DHS  — vulnerabilities in critical 
infrastructure  

• Federal court system —- sealed 
documents (search warrants, 
indictments, wiretap orders)

9 Gov Agencies:


Commerce         Defense               Treasury               DHS                     DoE              Justice Dept




Backdoor was useless unless Orion server was connected to internet 

20-30 % had them connected 
Many configured them improperly 

Mandiant blocked external connections





" 71 email accounts monitored


" 50 software programs examined


" Revoked certs


" Recompiled/signed all software


" 19,000 calls from customers/governments


" SEC filing


<Adding a single comma will cost $20,000=  
- Kevin Thompson, SolarWinds CEO



Jan. 5, 2021


3,500 lines of code



(Source: KPMG

JetBrains - Team City


100 VMWare virtual machines




“Sheer elegance”




“It was just this moment of fear amongst all of us”









Timeline




What We Don’t Know


"When did campaign begin?


" Identities of all the 100 or so victims 


"What did they do on infected machines?


"Are they still in networks?


"Were other supply chains compromised?
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