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Why "Thread Call Stack Spoofing”?
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Thread Call Stack
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win32u.dll!NtUserGetMessage+0x14
user32.dll!GetMessagell+8x2a
notepad++.exelSetlibraryProperty+8x1923e92
notepad++.exe!GetNameSpace+8x1085802
kernel32.d11!BaseThreadInitThunk+8x1ld
ntdll.dll!RtlUserThreadStart+@x28

eo,
o1,
2,
B3,
4,
es,
86,
7,
es,
P9,
10,
11,
12,

ntdll.dll!NtDeviceIoControlFile+8x14
KernelBase.dll!GetConsoleScreenBufferInfoEx+8x229
KernelBase.dll!ReadConsoleW+8x1c5
KernelBase.dll!ReadConsoleW+8xle

cmd . exe+8x2bT87

cmd . exe+Bx13b11

cmd . exe+8x1385a

cmd . exe+@x12d66

cmd . exe+8x12ad?

cmd . exe+Bx25b2d

cmd . exe+8@x1T876
kernel32.dll!BaseThreadInitThunk+8xld
ntdll.dl1l!RtlUserThreadStart+8x28

0o,
1,
2,
83,
4,
es,
06,
07,

win32u.dll!NtUserGetMessage+8x14
user32.dll!GetMessagell+8x2a
Notepad.exe+Bx734c6
Notepad.exe+Bx18236
Notepad.exe+0x40e70
Notepad.exe+Bx7b55e
kernel32.dl1!BaseThreadInitThunk+8x1d
ntdll.dl1!RtlUserThreadStart+8x28

0o,
1,
82,
03,
4,
es,
06,

ntdll.dll!NtWaitForSingleObject+0x14
KernelBase.dll!DeviceloControl+8x86
kernel32.dll!DeviceloControl+8x81
conhost.exe+Bx16498
conhost.exe+B0x94a6
kernel32.d1l1l1!BaseThreadInitThunk+8xld
ntdll.dl1!RtlUserThreadStart+8x28




Thread Call Stack
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00, win32u.dll!NtUserGetMessage+8x14

01, user32.dll!GetMessagel+0x2a 00, win32u.dll!NtUserGetMessage+8x14
82, notepad++.exe!SetlibraryProperty+8x19%ae92 01, user32.dlliGetMessageli+0x2a
aa : | Cotlames 01065207 82, Notepad.exe+0x734ch
64, kernel32.dll!BaseThreadInitThunk+8xld @3, Notepad.exe+@x18236
85, ntdll.d11!RtlUserThreadStart+Bx28 @4, Notepad.exe+0x40e70
85, Notepad.exe+Bx7b55e
86, kernel32.dll!BaseThreadInitThunk+8x1ld
80, ntdll.dll!NtDeviceIloControlFile+@x14 87, ntdll.dll!RtlUserThreadStart+0x28
81, KernelBase.dll!GetConsoleScreenBufferInfoEx+0x229
82, KernelBase.dll!ReadConsolel+8x1c5
83, KernelBase.dll!ReadConsolelW+8xle
84, cmd.exe+8x2bf87
85, cmd.exe+0x13b11 00, ntdll.dll!NtWaitForSingleObject+0x14
86, cmd.exe+0x1305a 81, KernelBase.dll!DeviceloControl+8x86
87, cmd.exe+@x12d66 82, kernel32.dll!DeviceloControl+@x31
88, cmd.exe+@x12ad2 @3, conhost.exe+0x16490
89, cmd.exe+@x25b2d B4, conhost.exe+8x94a6
10 cmd. exe+0x1F_76 85, kernel32.dll!BaseThreadInitThunk+8xld
11 kernel32.dil!BaSEThPeadInitThunk+@x1d 06, ntdll.dll!RtlUserThreadStart+0x28

‘12J ntdll.dll!RtlUserThreadStart+@x28




Thread Call Stack

00, win32u.dll!NtUserGetMessage+8x14
61, user32.dl]l!GetMessagell+8x2a
82, notepad++.exe!SetlibraryProperty+8x19%ae92

00, win32u.dll!NtUserGetMessage+8x14
81, user32.dll!GetMessagel+8x2a

B2, Notepad.exe+0x734ch
83, Notepad.exe+8x18236
84, Notepad.exe+0x40e70
85, Notepad.exe+Bx7b55e

@3, notepad++.exe!GetNameSpace+8x1085802
B4, kernel32.dlllBaselhreadlnitlhunk+ox1id
85, ntdll.dll!RtlUserThreadStart+@x28

86, kernel32.dll!BaseThreadInitThunk+8x1ld
80, ntdll.dll!NtDeviceIloControlFile+@x14 87, ntdll.dll!RtlUserThreadStart+0x28
81, KernelBase.dll!GetConsoleScreenBufferInfoEx+0x229

82, KernelBase.dll!ReadConsolel+8x1c5

83, KernelBase.dll!ReadConsolelW+8xle
84, cmd.exe+@x2bT8/

85, cmd.exe+0x13b11 00, ntdll.dll!NtWaitForSingleObject+0x14
86, cmd.exe+0x1305a 81, KernelBase.dll!DeviceloControl+8x86
87, cmd.exe+@x12d66 82, kernel32.dll!DeviceloControl+@x31

88, cmd.exe+@x12ad2 [@5, conhost.exe+8x16490

89, cmd.exe+@x25b2d 84, conhost.exe+8x94a6

10 cmd. exe+0x1F_76 85, kernel32.dll!BaseThreadInitThunk+8xld
11, kernel32.dil!BaSEThPeadInitThunk+Bx1d 06, ntdll.dll!RtlUserThreadStart+0x28

12, ntdll.dll!RtlUserThreadStart+@x28

bsi.



Windows Calling Convention

Function A .pdata

d-gword register home region RiPstart

&-gword+ stack parameter space RiFend
Dynamic local variables (allocal)) .|:| b 2 # T _ _
) ) Fixed {ocal variables ~~Action list
Fixed local variables o I rr—— . i reciisil
™ I
mg» Previous EBP ethTe G rsh | " Flﬁ’stﬁgt
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Return address Function B (calls A) Action list

l'.r.l‘--
Function B (calls A) : . e
4-gword register home region e
¥

Mon-registerargumentsto A S?E":l"l ik Etfirsll'm Al
Dynamic local variables (allocal)) F'H_E'j local variabies
Fixed local variables Return address
Previous EBP +«
Return address
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https://www. Leviathansecurity.com/media/use-of-windows-exception-handling-metadata



Exceptions and Unwinding
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https://codemachine.com/articles/x64_deep_dive.html




Exceptions and Unwinding

RUNTIME_FUNCTION

F1
g N ; . F1(){
F1 i »| BeginAddress
EndAddress y
Exception Directory UnwindData
p vy
¥
Version + Flags » UNWIND_CODE[D]
Size of Prolog
CountOfCodes = N UNWIND_CODE[N-1]

Unwind Code Array
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https://codemachine.com/articles/x64_deep_dive.html



Exceptions and Unwinding

Impact Frame Size
UWOP_PUSH_NONVOL
URWOP_ALLOC_SMALL
UWOP_ALLOC_ LARGE

Do not iImpact Frame Size
UWOP_SET_FPREG
UWOP_S5AVE NONVOL
UWOP_SAVE NONVOL_FAR
UWOP_PUSH _MACHFRAME UWOP_ SAVE XMM128 FAR

UWOP 5AVE XMM123

-
:::::
=
-

Prolog Offset

UNWIND_CODE Op Code

Op Info
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https://codemachine.com/articles/x64_deep_dive.html



Call stack-based detection
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[In]Direct Syscalls

With callstack analysis, it is possible to check if
a system call was called via Kernelbase or
directly via NTDLL.

[In]Direct =

Syscalls

In-Memory
Execution

In-Memory Execution

With callstack analysis, it is possible to trace
execution back and identify non resolvable
modules and broken (non-unwindable) call
stacks.



In-Memory Execution

Normal Call Stack In-Memory Code Call Stack
0, win32u.dll!NtUserWaitMessage+0x12 0, win32u.dll!NtUserWaitMessage+8x12
1, user32.dll!DialogBoxIndirectParamAoriW+0x336 1, user32.d11!DialogBoxIndirectParamAori+0x336
2, user32.dll!DialogBoxIndirectParamAori+0x19b 2, user32.dll!DialogBoxIndirectParamAoriW+0x19b
3, user32.dll!SoftModalMessageBox+0x826 3, user32.d1l!SoftModalMessageBox+0x826
4, user32.dll!DrawStateW+@x25f9 4, user32.d1l1l!DrawStateW+0x25f9
5, user32.dll!MessageBoxTimeoutW+8x198 5, user32.dll!MessageBoxTimeoutW+0x198
6, user32.dll!MessageBoxTimeoutA+@x108 6, user32.dll!MessageBoxTimeoutA+0x108
7, user32.dll!MessageBoxA+0xde 7, user32.dll!MessageBoxA+Ox4e
8, AbsentMoon.exe!main+@xed 8, ©xP000000000000000
9, AbsentMoon.exe!__scrt_common_main_seh+@x108¢
10, kernel32.dll!BaseThreadInitThunk+@x1d
11, ntdll.dll!RtlUserThreadStart+0x28
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In-Memory Execution - Stomping
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W00 s N e Ld R e 2

[y
L

Mame

win32u, dillMtUserwaitMessage +0x 14

user32. dillDialogBoxIndirectParamaory +0x 336
user 32, dllDialogBoxIndirectParamaory +0x 19h
user32. dil SoftModalMessageBox +0xE25

uzer 32, dilDrawstate\ +0x 259

user 32, diliMessageBoxTimeoutyy +0x 198
user32.dilMessageBoxTimeouta +0x 108
user32. dliMessageBoxa +0xde

Ox 1d441414100

Ox 1d44141410b

Ox1d44141411c

Proprieta - 1 EXE - i
Ermironment Handles GPL Comment
General Statistics Performance Threads Token Modules Memory
| TID CPU Cycles delta Start address Priority
| 38238 mzghox. exe +Hlx2de? Mormal
| 74300 ntdll, diltRHUserThreadstart Mormal
27340 rpcrtd. diltUuidToStringW Mormal
|
|
|
|
|
f
]
|
|
Start module:
Started: MfA
State: M8 Priority: MfA
kernel time: NjA Base pricrity: MfA
User time: M/A 1/ priority: YA
| Context switches:  N/A Page priarity: MN/A
Cydes:  Mja Ideal processor:  MfA
Close

£y

Copy Refresh

Close

- 3

Marme

ntdll. dlliMtW aitForSingleCbhject +0x 14
KernelBasze.dllWaitForSingleCbjectEx +HlxEe
rpcr t4, dil R pcBindingFromStringBindingW +H0x 29bd

Copy Refresh

Close




[In]Direct System Call Execution

WINAPI Call Stack NTAPI Call Stack

b

ntdl1l.d11!NtAllocateVirtualMemory+@x13 @, ntdll.dll!NtAllocateVirtualMemory+0x13

KernelBase.dll!VirtualAllocExNuma+@x5¢c
KernelBase.dll!VirtualAllocEx+0x16
AbsentMoon.exe!main+Bx5Sa

]

Fll

AbsentMoon.exe !main+@xcd

AbsentMoon.exe! scrt_common_main_seh+@x10c¢
kernel32.dl]l!BaseThreadInitThunk+@x1d
ntdll.dll!RtlUserThreadStart+@x28

b

AbsentMoon.exe!__scrt_common_main_seh+0x10¢
kernel32.dll!BaseThreadInitThunk+@x1ld
ntdll.dll!RtlUserThreadStart+0x28

L]
b

-

m-.nh:.uma-m

L
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Detection Timings

Conditional

S

Periodic Via Hooking
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Call stack enriched detection — Elastic EDR

Process

Suspicious Process Creation Suspicious Microsoft Office Suspicious Remote Registry Unsigned Print Monitor Driver
via Reflection Embedded Object Modification Loaded
Direct Syscall via Assembly Suspicious File Rename from Potential Library Load via ROP
Bytes Unbacked Memory Gadgets
Executable File Dropped by an Evasion via LdrpKernel32
Unsigned Service DLL Overwrite
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https://www.elastic.co/security-Llabs/peeling-back-the-curtain-with-call-stacks



Call stack enriched detection — Elastic EDR

Library

Process

File
Suspicious Microsoft Office
Embedded Object

Direct Syscall via Assembly
Bytes
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Thread Stack Spoofing Approaches

History and previous research
on the topic

bsi.




Previous Research

Stack Truncation Stack Crafting
This is an extension of return Craft the thread call stack
address spoofing, which artificially, to mimic other
ensure to zero out the return legitimate threads when
address of the caller frame invoking a specific API

Stack Cloning

Uses an external mechanism
(timers, APC queues) to hide
the thread stack of the in-
memory injected code by
cloning a legitimate thread
stack

Stack Hiding

Uses Fibers to hide the
thread stack of the in-
memory injected code
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https://github.com/mgeeky/ThreadStackSpoofer



Stack Truncation
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Stack Truncation
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Ox0012
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Caller Address




Stack Truncation

Ox00fbaa321 Caller Address

Ox0012

Ox01
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Stack Truncation

Frame 1

Frame 2

Ox00fbaa321 Caller Address
0x0012
Ox01

bsi.



Stack Truncation

Frame O

Frame 1

Frame 2

Ox00fbaa321 Caller Address
0x0012
Ox01
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Stack Truncation

Frame O

Frame 1 2 Legitimate Frames

Frame 2 g

Ox00fbaa321 Caller Address

Ox0012

Ox01
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Stack Truncation

Frame O

Frame 1 2 Legitimate Frames

Frame 2 g

Malicious Module Caller Address

Ox0012

Ox01
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Stack Truncation

Frame O

Frame 1 2 Legitimate Frames

Frame 2 g

Malicious Module Caller Address

NULL

Ox01
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Stack Truncation

Frame O

Frame 1 2 Legitimate Frames

Frame 2 g

Malicious Module Caller Address

NULL
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Stack Truncation

Frame O

Frame 1 2 Legitimate Frames

Frame 2 g

Malicious Module Caller Address
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Stack Truncation

M Ltack - thread »4:5560
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i 00 - O0 LN e ek P o= O 3
"

Ll ]
L]

Marre

ntoskrnl.exe!KiDeliverApc+0x1b0

rtaskrrd exeKiSwapThread +0xB27

ritoskormd, exel K ommit Thread Wait + 0x 14F
rtaskrrl exeKeDalay Execution Thread +0x 122
ritoskrmd. exe!NtDelayExecution+0x5f
rtaskrrl exeKiSystemServiceCopyEnd + 025
ritdll. dil'MtDelayExecution+0x14
KernelBase dil! SleepEx+0xbe

02 2dEbdSbd 51

Ox1388

10 2 2 R DOaTea0a e

0 16000 100000b0

B Stack - thread 45956

-

B~ Ohow da L R 3

MNamea
ntaskrnl.exe!KiDeliverApe+0x 160
ntaskrnl.exe!KiSwapThread+0xB827

ntoskrnl.exelKiCommitThreadWat+0x 14f
ntoskrnl.exe!KeDelayExecutionThread+0x122

ntoskrnl.exe! NtDelayExecution+0x5f

ntoskrnl.exe!KiSystarnSarviceCopyEnd +0x25

ntdll.dll'NtDelayExecution+0x14
KernelBase.dl'SleepEx+0x5e

ThreadStackSpoofer.exa!MySleep+0x5¢c

Steck address

0x88da5ffads

Dxi8dasffaal
DEBdaSh40
OxBidaSfb48
DxBEdasihs0
OxBBdaSb5E

Stack address

O0x3211ff4d8
0x3211ff4a0

0x3211ff580

Return address Frame addrass
i Freb657950e OxBEdasani
Ox22debd5bd51 DxEEdaSibi0
w1388 OxB8dasbis
02 200000000 OxEEdaSitb40
U100 1c00000bb OxB3daSio-is
DxEEdasfs0
Frame address Return address
Ox3211/4d0 Ox7ffebs5795be
Ox32 117570 Ox 7709249125
Ox3211fF540

https://github.com/mgeeky/ThreadStackSpoofer



Stack Crafting

Malicious Module

Frame N
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Stack Crafting

Target Function
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Stack Crafting
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Stack Crafting
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Stack Crafting
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Stack Crafting
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Stack Cloning

Malicious Module

Frame N
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Stack Cloning

Thread 1

Frame O

_FrameO
__Frame2

Frame 2
Frame 3

Frame N

Malicious Module

Frame N
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Stack Cloning

Thread 1 Thread 2

Frame 3 Frame 3
Frame N Frame N

Malicious Module

Frame N
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Stack Cloning

Malicious Module
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Frame 3 Frame 3 Frame 3
Frame N Frame N Frame N
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Stack Cloning

Malicious Module

Frame N

Thread 1 Thread 2 Thread 3
Frame 3 Frame 3 Frame 3
Frame N Frame N Frame N

bsi.

1 )




Stack Cloning

Malicious Module

Frame N
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Frame 3 Frame 3 Frame 3
Frame N Frame N Frame N
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Stack Cloning

Malicious Module
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Thread 1 Thread 2 Thread 3
Frame 3 Frame 3 Frame 3
Frame N Frame N Frame N
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Stack Cloning

Malicious Module

Frame N
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Frame 3 Frame 3 Frame 3
Frame N Frame N Frame N
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Stack Cloning

Malicious Module

Frame N

Thread 1 Thread 2 Thread 3
Frame 3 Frame 3 Frame 3
Frame N Frame N Frame N
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Stack Cloning

Malicious Module

Frame N

Thread 1 Thread 2 Thread 3
Frame 3 Frame 3 Frame 3
Frame N Frame N Frame N
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Stack Cloning

FrameO

Frame 1

Frame 2

Frame 3

Frame N

Thread 1

Thread 2

Frame O

Frame 1
Frame 2
Frame 3

Frame N

Frame 1
Frame 2
Frame 3

Frame N

Thread 3

Frame O
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Stack Hiding

Malicious Module

Frame N
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Stack Hiding

Malicious Module

ConvertThreadToFiber(x)

Frame N
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Stack Hiding

Malicious Module

N

ConvertThreadToFiber(x)

Frame N
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Stack Hiding

*

N

ConvertThreadToFiber(x)

Malicious Module

Frame N
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Stack Hiding N
VII FIDer

Frame O
Frame 1
Frame 2

Frame O

Frame 1

Ox00f1...
Ox0O0fa...

Frame 2

0x00f1...4141

ConvertThreadToFiber(x)
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Stack Hiding -
VIl Fipber

Frame O
Frame 1
Frame 2

Frame O

Frame 1

Ox00f1...
Ox0O0fa...

Frame 2

0x00f1...4141

CreateFiber(x, v, z)
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Stack Hiding -
VIl Fipber

Frame O
Frame 1
Frame 2

Frame O

Frame 1

Ox00f1...
Ox0O0fa...

Frame 2

OX00f1.. 4141 1 )

CreateFiber(x, v, z)
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Stack Hidin
S Sleep Fiber  Evil Fiber

Frame O
Frame 1
Frame 2

Frame O

Frame 1 Frame 3 Ox00f1...
OxO0fa...
Frame 2 Frame N

0x00f1...4141
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Stack Hidin
S Sleep Fiber  Evil Fiber

Frame O
Frame 1
Frame 2

Frame O

Frame 1 Frame 3 Ox00f1...
OxO0fa...
Frame 2 Frame N

0x00f1...4141

SwitchToFiber(x)
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Stack Hiding

Sleep Fiber  Evil Fiber

Frame O
Frame 1
Frame 2

Frame O

= 1 Frame 3 Ox00f1...
remne 0x00fa...
Frame 2 Frame N

Frame 3 t

N

SwitchToFiber(x)

Frame N
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Stack Hiding

Sleep Fiber  Evil Fiber

Frame O
Frame 1
Frame 2

Frame O

= 1 Frame 3 Ox00f1...
remne 0x00fa...
Frame 2 Frame N

Frame 3

N

SwitchToFiber(x)

Frame N
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Stack Hiding

Sleep Fiber  Evil Fiber

Frame O
Frame 1
Frame 2

Frame O

= 1 Frame 3 Ox00f1...
remne 0x00fa...
Frame 2 Frame N

Frame 3 t

N

SwitchToFiber(x)

Frame N
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Stack Hidin
S Sleep Fiber  Evil Fiber

Frame 0
Frame 0 Frame 1
Frame 2
Frame 1 Frame 3 Ox00f1...
Ox00fa..
Frame 2 Frame N
Ox00f1...4141 f
SwitchToFiber(x)
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Stack Hidin
S Sleep Fiber  Evil Fiber

Frame O
Frame 1
Frame 2

Frame O

Frame 1 Frame 3 Ox00f1...
OxO0fa...
Frame 2 Frame N

0x00f1...4141

SwitchToFiber(x)
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Stack Hiding

Sleep Fiber  Evil Fiber

Frame O
Frame 1
Frame 2

Frame O

= 1 Frame 3 Ox00f1...
remne 0x00fa...
Frame 2 Frame N

Frame 3 t

N

SwitchToFiber(x)

Frame N
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Stack Hiding

(5] Propisdades: loader.ece [10215]

General  Stmbstcs  Performance Threads  Token  Modiles Memo'y | Emvronment Handies GFU Comment

E=ade free regiors

| Base address

» Qe P00
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R
R
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11618

Lodied W
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Stack Hiding

(5] Propisdades: loader.ece [10215]

General  Stmbstcs  Performance Threads  Token  Modiles Memo'y | Emvronment Handies GFU Comment

E=ade free regiors
| Base address Type Sizge Probechon Lhse: Todal W5 Privabe WS Shareabls 'ws Shared WS Locked W
» D 0000 Private 4kB R USER_SHARED_DATA 4EE 2EE 4k8
¥ O THmG000 Privabe 48 R 4B 448 48
* D S 20000 Brivate 20438 RW PEE 12 kB 1Z2E
* Do i S000n0 Brvabe Laxakl R 23ka el
| F eSS Pelvabe LO24kR  FW Shack (thread 12604) 12kE 1zi8
¥ Do 1EF 2@ B0000 *apped 4kE R SkH 18 kA
* [ 1 5P cEA0000 Happed 48 R i B 4 48
* o 15 1o HO000 [apped 116k R 116 kB 116 kB 116 k8
i Propiedades: lcaderaxe (10916
General | Statishcs . Ferformance Threads  Token  Modules  Me=ory Envronment Handies 67U Comment
e fee negien
[ass agdrass Tynz Qe Frosechon iz Totnl WS Frovate W5 Sharesbls W5 Shyred WS Lesckermd W5
» D el Priale 4% 2 USER_SHARET: [WTH, B 4k5 4B
D PRS00 Privale 43 2 48 4k8 SkE
+ S O D0 Private L0saEE AW PEE 1248 28
¥ ik Sa0aS00000 Prvate LG4k AW Einck (Hhresd 12004) M8 248
Oy SclCaB 0000 Frivabe L3 aw 1248 EX |
¥ 15FIcB30000 Happad 3l = L) Ea] S
Ow 153840000 Macoed 4B R 448 48 S4B
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https://github.com/Kudaes/Fiber




Stack Hiding

(5] Propisdades: loader.ece [10215]

B Stack - thread 2388

Mame

0 win32u. dil'MtUserWaitMessage +0x 14
|
Genersl Stabistis  Performance Threads Token Modues Memory Emdroment Mandes GPU Comment 1 user32.dliFrameRect+0x27c
2 user32.dl'EndDialog +0x&5h
] -de free regions 3 user32.dl! SoftModalMessageBox +HlxE36
T | .
T Tipe e s o 4 user32.dlllDrawstated +H0x 1211 T e
. IR0 Private i8R USER_SHARED DATA 5 user32.dll'MessageBoxTimeoutW +0x 193 448
b (et Brivats 4k R & uzer 32, dl!MessageBox' +0xde 4l
+ DxSd0a 200000 Private L043KE AW PEE: 7 Ox1fofib01ib4
S e ] Bervabe Lok R
| * DR Soasn0nnn Pelyvabe LO24kE R Stack (thread 12604)
¥ o L5 1l 30000 Happed 4B R 4LA
* Do 15F IcEA00n Mapped 1 R E
O 15 & 0000 Mapped 115kE R 115k8
i Propiedades: lcaderaxe (10916
General Statishcs Perfomance Threads Token  Modues Mem0ry  Enyronment Handies GRU Comment
e fee negien
[ass agdrass Tynz Qe Frosechon iz Totnl WS Frovate W5 Sharesbls W5 Shyred WS Lesckermd W5
o Dt M0 Privale 4:F =2 USTR_SHARET DNTA, 4kE 4k5 Ak
[z AF=til] Privabe 3:E 2 48 418 SkE
F e Sala 200000 Privabe 20588 AW FEE 1248 2ka
¥ O Sclba200000 Privste LO24kR oW Simck (Hhresd 12004) 248 2318
F 0 SACeB00800 Frivate LOZsEn 2w 1218 B2k
) e LSFICE30000 Mapoed il R 418 448 ET
e 155 3cE 40000 Macoed 268 A 448 448 e
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https://github.com/Kudaes/Fiber




Stack Hiding

(5] Propisdades: loader.ece [10215]

B Stack - thread 2388

DU T N A R

General  Stmhstcs  Performance Threads  Token  Modiles Memo'y | Emvronment  Handes  GFU Commernt
E=ade free regiors
| Base address Type Sizge Probechon Lhse:
» D 0000 Private 4kB R USER_SHARED_DATA
¥ D 75000 Privsbe 4k R
* D S 20000 Brivate 20438 RW PEE
* Do i S000n0 Brvabe Laxakl R
| F eSS Pelvabe LO24kR  FW Shack (thread 12604)
¥ Do 1EF 2@ B0000 *apped 4kE R
* [ 1 5P cEA0000 Mapped 48 R
* o 15 1o HO000 [apped 116k R
i Propiedades: lcaderaxe (10916
General | Statishcs . Ferformance Threads  Token  Modules  Me=ory Envronment Handies 67U Comment
e fee negien
[ass agdrass Tynz Qe Frosechon iz
» D el Priale 4% 2 USER_SHARET: [WTH,
D PRS00 Privale 43 2
+ S O D0 Private L0saEE AW PEE
¥ ik Sa0aS00000 Prvate LG4k AW Einck (Hhresd 12004)
* O S0 00030 Frivabe L3 aw
¥ 15FIcB30000 Happad 3l =
Ow 153840000 Macoed 4B R

bsi.

Mame

win32u. dil'MtUserWaitMessage +0x 14
uzer32.dl!FrameRect+0x27c
user32.dl'EndDialog +0x&5h

user32.dl! SoftModalMessageBox +HlxE36
user32. dliDrawstateA+0x1e11

user 32, dl'MessageBoxTimeout +0x 198
uzer 32, dl!MessageBox' +0xde
Ox1fofibd11b4

B | Stack - thread 2388

Shared W5

418
414

414
kA
11618

Lodied W

Ehﬂm‘-dﬂ‘lm-hLGMI—lD

MName

ntdll. dil'MtDelayExecution +0x 14
ntdll. dll'RHDelayExecution +Hlx43
KernelBase.dll!SleepEx+0x71
loader.exe+0x 1380
loader.exe+0x 1006
loader.exe+0x 1047
loader.exe+0xc39e
loader.exe+0x 1035
loader.exe+0x28328
kernel32.dl!BaseThreadInitThunk +0x 10
ntdll. dl'RtUserThreadstart+H0x2h

https://github.com/Kudaes/Fiber

- W= Loderd W5
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THAEAD 1 THREAD 3 THREAD 3

Moonwalking the Windows Stack //

| stack Trame

Developing a dynamic | [eto v ] Stach trame |
call stack spoofer T ctock Trame

| ‘|\ sLack Trame LLack Trame slack Trane

stack frame stack Tranes stack frane

bsi.



Stack Moonwalk
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Hide Caller

This technique was initially
developed to conceal the
main caller module from the
call stack, preseriving its
unwindability when executing

in-memory code

Obfuscate Stack

Stack Moonwalk obfuscates
the stack, making it difficult to
understand how a specific
API/System Call was invoked

Auto Restore

The technique does not use
any external mechanism to
restore the stack on return, it
does use a ROP paradigm

instead




Full Moon (Walk)

Main Module

Frame N

bsi.




Full Moon (Walk)
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Target Function

Main Module

Frame N




Full Moon (Walk)

Target Function

SETFPREG Frame

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

SETFPREG Frame MOV RBP, RSP

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

SETFPREG Frame MOV RBP, RSP RET = N/A

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

PUSHREG Frame

SETFPREG Frame MOV RBP, RSP RET = N/A

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

PUSHREG Frame PUSH RBP
SETFPREG Frame MOV RBP, RSP RET = N/A

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

PUSHREG Frame PUSH RBP RET = N/A
SETFPREG Frame MOV RBP, RSP RET = N/A

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

DESYNC Frame

PUSHREG Frame PUSH RBP RET = N/A
SETFPREG Frame MOV RBP, RSP RET = N/A

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

JOP Gadget

PUSH RBP RET = N/A
MOV RBP, RSP RET = N/A

DESYNC Frame

PUSHREG Frame

SETFPREG Frame

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

DESYNC Frame JOP Gadget JMP RBX

PUSHREG Frame PUSH RBP RET = N/A

RET = N/A

MOV RBP, RSP

SETFPREG Frame

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

CONCEAL Frame

DESYNC Frame JOP Gadget JMP RBX

PUSHREG Frame PUSH RBP RET = N/A

RET = N/A

MOV RBP, RSP

SETFPREG Frame

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

Stack Pivot Gadget

MOV RBP, RSP

CONCEAL Frame

JMP RBX

DESYNC Frame JOP Gadget

PUSHREG Frame PUSH RBP RET = N/A

RET = N/A

SETFPREG Frame

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

Stack Pivot Gadget ADD RSP, X

MOV RBP, RSP

CONCEAL Frame

JMP RBX

DESYNC Frame JOP Gadget

PUSHREG Frame PUSH RBP RET = N/A

RET = N/A

SETFPREG Frame

Main Module

Frame N

bsi.




Full Moon (Walk)

Target Function

ADD RSP, X

CONCEAL Frame

Stack Pivot Gadget

MOV RBP, RSP

JMP RBX

DESYNC Frame JOP Gadget

PUSHREG Frame PUSH RBP RET = N/A

RET = N/A

SETFPREG Frame

Frame N

bsi.




Full Moon (Walk)

Target Function

ADD RSP, X

CONCEAL Frame

Stack Pivot Gadget

MOV RBP, RSP

JMP RBX

DESYNC Frame JOP Gadget

PUSHREG Frame PUSH RBP RET = N/A

RET = N/A

SETFPREG Frame

Frame N

bsi.




Full Moon (Walk)

Target Function

CONCEAL Frame ADD RSP, X

Stack Pivot Gadget

MOV RBP, RSP

JMP RBX

DESYNC Frame JOP Gadget

PUSHREG Frame PUSH RBP RET = N/A

o
o
o
— e

RET = N/A

SETFPREG Frame

Frame N

bsi.




Full Moon (Walk)

Target Function

CONCEAL Frame ADD RSP, X

Stack Pivot Gadget

MOV RBP, RSP

JMP RBX

DESYNC Frame JOP Gadget

PUSHREG Frame PUSH RBP RET = N/A

o
ST
o
— e

RET = N/A

SETFPREG Frame

Frame N

bsi.




Full Moon (Walk)

Target Function

ADD RSP, X

RET = N/A

CONCEAL Frame

Stack Pivot Gadget

MOV RBP, RSP

JMP RBX

DESYNC Frame JOP Gadget

PUSHREG Frame PUSH RBP RET = N/A

SETFPREG Frame

&
<«

Restore

Frame N

bsi.




Full Moon (Walk)

bsi.

CONCEAL Frame

DESYNC Frame

PUSHREG Frame

SETFPREG Frame

Frame N

Stack Pivot Gadget

JOP Gadget

PUSH RBP

MOV RBP, RSP

Restore

ADD RSP, X

JMP RBX

RET = N/A

RET = N/A

A



Full Moon (Walk)

Stack Pivot Gadget

ADD RSP, X

JOP Gadget JMP RBX

PUSH RBP RET = N/A

MOV RBP, RSP RET = N/A

A

Restore

Frame N

bsi.




Full Moon (Walk)

Stack Pivot Gadget

ADD RSP, X

JOP Gadget JMP RBX

PUSH RBP RET = N/A

MOV RBP, RSP RET = N/A

A

Restore

Frame N

bsi.




Full Moon (Walk)

Stack Pivot Gadget

MOV RBP, RSP

ADD RSP, X

JOP Gadget JMP RBX

PUSH RBP RET = N/A

RET = N/A

Main Module <

A

Restore

Frame N

bsi.




Full Moon (Walk) - Frames

bsi.

Wi 00 o= o B R = 3

P T Y
Ll pd =

Mame

win32u, dliMtUserWaitMessage +0x 14

user32.dll! DialogBoxIndirectParamaory +0x336
user32.dll! DialogBoxIndirectParamaory +0x 19b
user32.dl! softModalMessageBox +H0x8 26
user32.dil Drawstate\W +0x 259
user32.dillMessageBoxTimeoutV +0x 193
user32.dllMessageBoxTimeoutA +0x 108
user32.dllMessageBoxA +Hlxde

KernelBase. dl!SizeofResource +0x 39
KernelBase. dl!PerfQueryInstance +0x2bce
KernelBase. dllDiscardVirtualMemory +0xd 3c
KernelBase. dl!SetThreadStadkGuarantee +0x 20
kernel32, dil'BaseThreadInitThunk +0x 1d

ntdll. dl'RtUserThreadStart +0x 258

Copy Refresh

Close




Full Moon (Walk) - Frames

bsi.

Wi COf-j] v tn B R = O

=
=

11

12
13

Mame

win32u, dliMtUserWaitMessage +0x 14

user32.dll! DialogBoxIndirectParamaory +0x336
user32.dll! DialogBoxIndirectParamaory +0x 19b
user32.dl! softModalMessageBox +H0x8 26
user32.dil Drawstate\W +0x 259
user32.dillMessageBoxTimeoutV +0x 193
user32.dllMessageBoxTimeoutA +0x 108

uzer32. dllMessageBoxA +0xde

KernelBase. dl!SizeofResource +0x 39
KernelBase. dl!PerfQueryInstance +0x2bce
KernelBase. dllDiscardVirtualMemory +0xd 3c
KernelBase. dl!SetThreadStadkGuarantee +0x 20
kernel32, dll'BaseThreadInitThunk +0x 1d

ntdll. dl'RtUserThreadStart +0x 258

Copy Refresh

Close




bsi.

Detecting Spoofed Frames

Designing valid detection strategies
for moonwalking

bsi.



Full Moon (Walk) - Frames

bsi.

Wi 00 o= o B R = 3

P T Y
Ll pd =

Mame

win32u, dliMtUserWaitMessage +0x 14

user32.dll! DialogBoxIndirectParamaory +0x336
user32.dll! DialogBoxIndirectParamaory +0x 19b
user32.dl! softModalMessageBox +H0x8 26
user32.dil Drawstate\W +0x 259
user32.dillMessageBoxTimeoutV +0x 193
user32.dllMessageBoxTimeoutA +0x 108
user32.dllMessageBoxA +Hlxde

KernelBase. dl!SizeofResource +0x 39
KernelBase. dl!PerfQueryInstance +0x2bce
KernelBase. dllDiscardVirtualMemory +0xd 3c
KernelBase. dl!SetThreadStadkGuarantee +0x 20
kernel32, dil'BaseThreadInitThunk +0x 1d

ntdll. dl'RtUserThreadStart +0x 258

Copy Refresh

Close




Full Moon (Walk) - Frames

bsi.

Wi COf-j] v tn B R = O

=
=

11

12
13

Mame

win32u, dliMtUserWaitMessage +0x 14

user32.dll! DialogBoxIndirectParamaory +0x336
user32.dll! DialogBoxIndirectParamaory +0x 19b
user32.dl! softModalMessageBox +H0x8 26
user32.dil Drawstate\W +0x 259
user32.dillMessageBoxTimeoutV +0x 193
user32.dllMessageBoxTimeoutA +0x 108

uzer32. dllMessageBoxA +0xde

KernelBase. dl!SizeofResource +0x 39
KernelBase. dl!PerfQueryInstance +0x2bce
KernelBase. dllDiscardVirtualMemory +0xd 3c
KernelBase. dl!SetThreadStadkGuarantee +0x 20
kernel32, dll'BaseThreadInitThunk +0x 1d

ntdll. dl'RtUserThreadStart +0x 258

Copy Refresh

Close




Eclipse

Oy u yserdl!HessageBoxTimecutd«Ox]108 - 5 L1
| USERI2IMEssapefoxTinequtA«dxias: N
BEoaTFFa" 1061723 =EEEEC0000 EaLL | USER3IZ I MassapedoxTimecutl | D7 Fre 1961c758)

Legitimate
Frame @, win32u.dll!NtuserWaltMessapesinls
1, wser3dz.dll!FrameRect+Ex2TC
2, user3z2.dlllEndDialog+@xesh
3, wser32 dll!softModalMessageBox+BxE30
4, wser3?. dll!DrawStated+dxiell
£, wseri2.dll!MessageBoxTimeouik+8x198 <
1.7 uierizldil!HE55agEEﬁITimtuutn+ﬂnlﬂé'
7. useri2. dllTMessageBoxAsaxde
g, KernelBase.dll!CreatePrivate0bjectSecurityWithMultiplelnheritance+BxsE
-9, KernelBase.dlliOpenStateExplicitiax3aod
18, EernelBase.dll!DiscardvirtualMemory+Bx30
11, EernelBasze.dlliDiscardVirtualMemory+8x362
12, kerneil2.dll!BaseThreadInitThunk+Bxla
Malicious 13, ntdll.dll!Rt1UserThreadstart+8x2b
Frame

2:008> u KernelBaseiDpenstateExplicit+@n3ad - 5 L1

—p| KERMELBASE!RessrvedForlocallss; :HashThedghl ichar. ' igned short const =r+Qodc:
QeBaTife’ 16020198 B54aca iﬂ;ﬂv byte ptr [rds-26h],cl

bsi.



Eclipse

Expected CALL Instructions

Instruction Opcode Length
CALL MODR/M Rex.W 1 48 FF cd Ox7
CALL MODR/M Rex.W 0 FF cd 0x6
CALL REL32 E8 cd 0x5
CALL R64 [41] FF cb 0x2 - 0x3
SYSTEM CALL OF 05 Ox2

Possible CALL instructions observable before a frame return address

bsi.



Eclipse - Algorithm

bsi.

Algorithm 2: Eclipse detection algorithm

2 o om B Ak MM =

13
14
15
LLES
17T
1H
1

Result: True if Eclipse(f) =0Vf € s
Input : s Stack, current: Frame, sirict: Boolean
Outputl: alarm: Integer

while s 15 not emply do

frame + s.popl )

prev, ¢ prev_call_instructim( frame)

retn, ¢ nstruction_on_return frame)

il frame is nol backed by a file on disk then

I retiurn REFLECTIVEINJECTION_DETECTED
else if wi, == DESYNC GADGET then

| miurn STACK _ MOONWALK_DETECTED
elze il prev,) =0CALL then

I mlurn CALL. MISMATCH.DETECTED

else
address - extract(prev,)

il address docs not call current A siricd then

I refurn CALL_WRONG_ADDRESS_DETECTED
else
I rur'ﬁ'n.f i frfl]'”f'
end
end

return NO_ALERT:




Eclipse - Execution

Function BaseThreadInitThunk found. Stack size: 0x28 - Address: 8x7ffef88b2696
Function RtlUserThreadStart found. Stack size: 8x78 - Address: 8x7ffef988aaue
Runtime Function Table Size: 102312

Runtime Function Table Last Index: B526

RT Function Table Range: Bx7FFEF7uU1880668 — Ox7FFEF7430FAS

Return address: 6x24UC8FFBD8

Address of Function to spoof: Ox7FFEF8176DBE

Breaking at:

First Frame FP: BXxT7FFEF78C5uUB4
First Frame stack size: 8x58
Return address: 8x7FFEF78CE1608
Breaking at: 2

second Frame FP: OxT7FFEFT78C1478
Second Frame stack size: Ox1u8
Return address: Bx7FFEF78C8528
PUSH REBP offset: 6xlue

Breaking at: 632

Gadget Address: Ox7FFEF7OEUBCB
JMP [RBX] Frame Stack size: 8x168
Breaking at: 15

Gadget Address: OxTFFEF78C2U5F
ADD RSP, X Frame Stack size: 8x38

This call was spoofed successfully!

bsi.



Eclipse - Execution

£  Name janalyzing ThreadID: 4436
win32u.dillNtUser\WaitMessage +0x 14 Analyzed Function Frame: CreateFileW
user32.dl'DialogBox2+0x 172 PC Address: @x00007FFEF70E4BCB

user 32, dli'InternalDialogBox +0x 127 Stack Address: ©0x000000244C8FF820

er32.dliSoftModalMessaceBox +0x826 Return Address: Ox00007FFEF70C1495
s il g Sﬁ i bl [X] Possibly spoofed return address observed! There is a false caller observed here.
user32.dlllMessageBox\Worker +0x341 [!] This alert was generated because a call was not observed before the return address
user 32.dll!MessageBoxTimeoutW +0x198 UNLESS this is a JIT process (such as a C Sharp Process). Then FP's are expected.
user 32.dll!MessageBoxTimeoutA +0x 108 [Information] Opcode observed at return address is: @xF1
user32.dll'MessageBoxA +0x4e
KernelBase . dll' wistd:: function<long __cded(unsigned short *
KernelBase.dll! CreateFlelnternal +0x34b
10  KerneBase.dll!PssQuerySnapshot+0x25
11 KernelBase.dl!QueryProcessMachine +0x82
12 kernel32.dil'BaseThreadInitThunk+0x 1d
13 ntdil.dli'RtUserThreadStart+0x28

JUSH K ortset: X 1UE
Breaking at: 632 oK |
Gadget Address: OxTFFEFT7TOEUBCE

JMP [RBX] Frame Stack size: 8x168

Breaking at: 15

D 0 =] % i b W Moo= O

This call was spoofed successfully!

Gadget Address: Bx7FFEF70C2U5F
ADD RSP, X Frame Stack size: ©x38

bSi. @



Eclipse - Execution

£ Name janalyzing ThreadID: 4436

0 win32u.dillNtUserWaitMessage +0x 14 lsnalyzed Function Frame: CreateFileW

1 user32.dl'DialogBox2+0x 172 PL AQOAress: UXouoo/rrEr/OL4BLB

2  user32.dliInternalDialogBox+0x 127 :t:ck A:g;esm mﬁmiﬁggﬁi

: taser 32,0 SortModaiMestgrDuX e [x‘]e ::::ibl;Ez:&o-Fed return address observed! There is a false caller observed here.
4 user32.dl'MessageBoxWorker +0x341 [!] This alert was generated because a call was not observed before the return address
5 user 32.dll!MessageBoxTimeoutW +0x198 UNLESS this is a JIT process (such as a C Sharp Process). Then FP's are expected.

& user 32.dll!MessageBoxTimeoutA +0x 108 [Information] Opcode observed at return address is: @xF1

7 user32.dll'MessageBoxA +0x4e

8 KernelBase . dll' wistd:: function<long __cded(unsigned short *

g KernelBase.dll! CreateFilelnternal +0x34b

10  KerneBase.dll!PssQuerySnapshot+0x25

11 KernelBase.dl!QueryProcessMachine +0x82

12 kernel32.dll!BaseThreadInitThunk+0x 1d

13 ntdil.dli'RtUserThreadStart+0x28
S . -

US " Frset:. dX E
Breaking at: 632 oK |
Gadget Address: OxTFFEFT7TOEUBCE
JMP [RBX] Frame Stack size: 8x168
Breaking at: 15

This call was spoofed successfully!

Gadget Address: Bx7FFEF70C2U5F
ADD RSP, X Frame Stack size: ©x38

bSi. @



Eclipse - Execution

£  Name janalyzing ThreadID: 4436
win32u.dillNtUser\WaitMessage +0x 14 Analyzed Function Frame: CreateFileW
user32.dl'DialogBox2+0x 172 PC Address: @x00007FFEF70E4BCB

user 32, dli'InternalDialogBox +0x 127 Stack Address: ©0x000000244C8FF820

er32.dliSoftModalMessaceBox +0x826 Return Address: Ox00007FFEF70C1495
s il g Sﬁ i bl [X] Possibly spoofed return address observed! There is a false caller observed here.
user32.dlllMessageBox\Worker +0x341 [!] This alert was generated because a call was not observed before the return address
user 32.dll!MessageBoxTimeoutW +0x198 UNLESS this is a JIT process (such as a C Sharp Process). Then FP's are expected.
user 32.dll!MessageBoxTimeoutA +0x 108 [Information] Opcode observed at return address is: @xF1
user32.dll'MessageBoxA +0x4e
KernelBase . dll' wistd:: function<long __cded(unsigned short *
KernelBase.dll! CreateFlelnternal +0x34b
10  KerneBase.dll!PssQuerySnapshot+0x25
11 KernelBase.dl!QueryProcessMachine +0x82
12 kernel32.dil'BaseThreadInitThunk+0x 1d
13 ntdil.dli'RtUserThreadStart+0x28

JUSH K ortset: X 1UE
Breaking at: 632 oK |
Gadget Address: OxTFFEFT7TOEUBCE

JMP [RBX] Frame Stack size: 8x168

Breaking at: 15

D 0 =] % i b W Moo= O

This call was spoofed successfully!

Gadget Address: Bx7FFEF70C2U5F
ADD RSP, X Frame Stack size: ©x38

bSi. @



Eclipse - Execution

bsi.

%
4

O 0 = @ i b WA= O 3

Name janalyzing ThreadID: 4436

win32u.diiNtUserWaitMessage +0x 14 Analyzed Function Frame: CreateFileW
user32.dll!DialogBox2+0x 172 PC Address: @x00007FFEF70E4BCB
user32.dll!InternalDialogBox +0x 127 gtgck A:g;esm Bxﬂﬂﬁﬁﬂﬁ?:ﬁ;figs

eturn ress:
ey 32N S0 AOUAMERSORBUX: WO [X] Possibly spoofed return address observed! There is a false caller observed here.
user 32.dllMessageBox\Worker +0x341 [!] This alert was generated because a call was not observed before the return address
user 32.dll!MessageBoxTimeoutW +0x198 UNLESS this is a JIT process (such as a C Sharp Process). Then FP's are expected.
user 32.dll'MessageBoxTimeoutA +0x 108 [Information] Opcode observed at return address is: @xF1

user32.dll'MessageBoxA-+0x4e nalyzed Function Frame: PssQuerySnapshot
KernelBase.dll'wistd:: function<long __cded{unsigned short *| R lell Ve s [ -1 S Cae - a3 g o 0L LY

KermnelBase.dlliCreateFileInternal +0x34b Stack Address: @xeee0000244C8FF998

Return Address: ex0ee07FFEF78C5536
KernelBase.dll!PssQuerySnapshot+0x25
KernelBase d!‘QuzyPr::;Mammemxsz [X] Possibly spoofed return address observed! There is a false caller observed here.

[!] This alert was generated because a call was not observed before the return addres
kernel32.dll!BaseThreadInitThunk+0x 1d UNLESS this is a JIT process (such as a C Sharp Process). Then FP's are expected.
nitdil. di [In-_l’oﬁ_latian] ﬂpcode observed at return address is: ©xOF

oK |

""" : BXTFFEF7TOEUBCE
JMP [RBX] Frame Stack size: 8x168

Breaking at: 15

Gadget Address: Bx7FFEF70C2U5F
ADD RSP, X Frame Stack size: @x38



Eclipse - Execution

bsi.

%
4

Name janalyzing ThreadID: 4436

win32u. diiNtUserWaitMessage +0x 14 Analyzed Function Frame: CreateFileW
user 32.dll!DialogBox2+0x 172 PC Address: @x00007FFEF70E4BCB
user 32.dli!InternalDialogBox +0x 127 Stack Address: 0x000000244C8FF820

Return Address: Ox00007FFEF70C1495
taser 32,0 SortModaiMestgrDuX e [X] Possibly spoofed return address observed! There is a false caller observed here.
user32.dll'MessageBox\Worker +0x341 [!] This alert was generated because a call was not observed before the return address
user32.dli'MessageBoxTimeoutW +0x 198 UNLESS this is a JIT process (such as a C Sharp Process). Then FP's are expected.
user 32.dll!MessageBoxTimeoutA +0x 108 [Information] Opcode observed at return address is: @xF1

user32.dll!MessageBoxA+0x4e Analyzed Function Frame: PssQuerySnapshot
KernelBase.dll'wistd:: function<long __cded({unsigned short * I lel % 6 (IR Corc T d 3 0 LS
KernelBase.dll! CreateFileInternal +0x34b Stack Address: ex6eedoe244CBFF998

O 0 = @ i b WA= O 3

10 KEmE[BaSE-deQSQUETYSﬂaFISthm)CEE Return Address: exeeee7FFEF70C5536

. [X] Possibly spoofed return address observed! There is a false caller observed here.
11 KernelBase.dll!QueryProcessMachine +0x82 [!] This alert was generated because a call was not observed before the return addres
12 kernel32.dll!'BaseThreadInitThunk+0x 1d UNLESS this is a JIT process (such as a C Sharp Process). Then FP's are expected.
13  ntdl.dl'RtUserThreadStart+0x28 [In'_l’oﬁ_latian] ﬂpcode observed at return address is: OxOF

JUSH HGEPF ] EL: X
Breaking at: 632 ok |
Gadget Address: OxTFFEFTOEUBCE

JMP [RBX] Frame Stack size: B8x168

Breaking at: 15

Gadget Address: BX7FFEF70C2U5F
ADD RSP, X Frame Stack size: 8x38



Eclipse - Execution

bsi.

%
4

O 0 = @ i b WA= O 3

Name janalyzing ThreadID: 4436

win32u.diiNtUserWaitMessage +0x 14 Analyzed Function Frame: CreateFileW
user32.dll!DialogBox2+0x 172 PC Address: @x00007FFEF70E4BCB
user32.dll!InternalDialogBox +0x 127 gtgck A:g;esm Bxﬂﬂﬁﬁﬂﬁ?:ﬁ;figs

eturn ress:
ey 32N S0 AOUAMERSORBUX: WO [X] Possibly spoofed return address observed! There is a false caller observed here.
user 32.dllMessageBox\Worker +0x341 [!] This alert was generated because a call was not observed before the return address
user 32.dll!MessageBoxTimeoutW +0x198 UNLESS this is a JIT process (such as a C Sharp Process). Then FP's are expected.
user 32.dll'MessageBoxTimeoutA +0x 108 [Information] Opcode observed at return address is: @xF1

user32.dll'MessageBoxA-+0x4e nalyzed Function Frame: PssQuerySnapshot
KernelBase.dll'wistd:: function<long __cded{unsigned short *| R lell Ve s [ -1 S Cae - a3 g o 0L LY

KermnelBase.dlliCreateFileInternal +0x34b Stack Address: @xeee0000244C8FF998

Return Address: ex0ee07FFEF78C5536
KernelBase.dll!PssQuerySnapshot+0x25
KernelBase d!‘QuzyPr::;Mammemxsz [X] Possibly spoofed return address observed! There is a false caller observed here.

[!] This alert was generated because a call was not observed before the return addres
kernel32.dll!BaseThreadInitThunk+0x 1d UNLESS this is a JIT process (such as a C Sharp Process). Then FP's are expected.
nitdil. di [In-_l’oﬁ_latian] ﬂpcode observed at return address is: ©xOF

oK |

""" : BXTFFEF7TOEUBCE
JMP [RBX] Frame Stack size: 8x168

Breaking at: 15

Gadget Address: Bx7FFEF70C2U5F
ADD RSP, X Frame Stack size: @x38



Eclipse — False Positives
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B ral | - =k —— L L
ﬂ Froprieia LingAshell e (o

]

General Statistics Performance Threads Token Modules Memory Environment Handes GPU Comment

TID CrPU Cyches delts  Start address Priarity

o il dll ZweWaitForMultipleObjects +0x 14
1 KermeBasze,dlWaitForMultipleObpectsEx+0ned
2 corech . dll +0x3587F
3 coredr.dl+0x3586f1
4 coredr.dl +0x35260
2 System,Private. Corelib, dil +0x2c833a
& System.Private. Corelib. dil+0x2cB2e 1
7 Ow7c9sdazbal
58628 B OxfFAA
Start module: C:\F
Started:
State: Wait:Susg Copy Refresh Close
Kernel time: S— -
User time: 00:00:00,000 1O priority: Normal
Context snitches: 207 Page prionty:  MNormal
Cydes: 71,848,342 Ideal processor;  0:3

me'coredr.dl |




Eclipse — False Positives

False Positive

Machine Processes Count  Alerts
Windows 10 Pro (std) 180 2 1.05%
Windows 10 Pro (dev) 350 15 4.29%
Windows 11 Enterprise (std) 176 4 2.2?%‘
Windows 11 Enterprise (daw) 330 12 3.64%|
Windows Server 2019 160 2 3.13%|

bsi.
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Eclipse — False Positives

. False Positive
Machine Processes Count  Alerts

Windows 10 Pro (std)

Windows 10 Pro (dew) 350 15
Windows 11 Enterprise (std) 176 4
Windows 11 Enterprise (daw) 330 12
Windows Server 2019 160 5

bsi.
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Towards the future [/

Additional research avenues and where
to find them

bsi.



Key Takeaways

Public POC:
https://github.com/klezVirus/SilentMoonwalk

This POC is designed to obfuscate
the stack at runtime

For sleep obfuscation an approach like Stack
Hiding or Stack Cloning is preferred

It is possible to use other
JOP/COP/ROP gadgets

It is possible to create chains of different
length by inserting stack pivot frames

It is difficult but not impossible to
J create completely valid call stacks

bsi.



Unanswered Questions

How would | use this technique within an
implant?

Is it possible to integrate the technique with
other advanced evasion techniques?

Is it possible to bypass Eclipse detection
strategy?

SR =

What about Intel CET/AMD Shadow Stack?
Would it prevent the technique?

bsi.
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neak Peak

https.://www.youtube.com/watch?v=7jW558VW0Onk
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