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The Bright Side of the Moon

Exploring Novel Techniques for 
Bypassing Call Stack Analysis
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Thread Call Stack
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Thread Call Stack
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Windows Calling Convention

https://www.leviathansecurity.com/media/use-of-windows-exception-handling-metadata
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Exceptions and Unwinding

https://codemachine.com/articles/x64_deep_dive.html
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Exceptions and Unwinding

https://codemachine.com/articles/x64_deep_dive.html
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Exceptions and Unwinding

https://codemachine.com/articles/x64_deep_dive.html
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Call stack-based detection

With callstack analysis, it is possible to check if
a system call was called via Kernelbase or
directly via NTDLL.

In-Memory Execution
With callstack analysis, it is possible to trace
execution back and identify non resolvable
modules and broken (non-unwindable) call
stacks.
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In-Memory Execution

Normal Call Stack In-Memory Code Call Stack
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In-Memory Execution - Stomping
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[In]Direct System Call Execution

WINAPI Call Stack NTAPI Call Stack
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Detection Timings

Periodic

Every period of T 

seconds all threads may 

be scanned and their 

call stack analysed

Conditional

The EDR might scan all 

threads in a WAIT state 

to check for sleeping 

implants

Via Hooking

Every time a specific 

API or System Call gets 

called, the call stack is 

analysed
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Call stack enriched detection – Elastic EDR

https://www.elastic.co/security-labs/peeling-back-the-curtain-with-call-stacks

Detection

Process File Registry

Suspicious Process Creation 
via Reflection

Direct Syscall via Assembly 
Bytes

Suspicious Microsoft Office 
Embedded Object

Suspicious File Rename from 
Unbacked Memory

Library

Suspicious Remote Registry 
Modification

Potential Library Load via ROP 
Gadgets

Unsigned Print Monitor Driver 
Loaded

Executable File Dropped by an 
Unsigned Service DLL

Evasion via LdrpKernel32 
Overwrite
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Call stack enriched detection – Elastic EDR

https://www.elastic.co/security-labs/peeling-back-the-curtain-with-call-stacks
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Thread Stack Spoofing Approaches

History and previous research 
on the topic
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Previous Research

https://github.com/mgeeky/ThreadStackSpoofer

1

This is an extension of return 

address spoofing, which 

ensure to zero out the return 

address of the caller frame

Stack Truncation

2

Craft the thread call stack 

artificially, to mimic other 

legitimate threads when 

invoking a specific API

Stack Crafting

3

Uses an external mechanism 

(timers, APC queues) to hide 

the thread stack of the in-

memory injected code by 

cloning a legitimate thread 

stack

Stack Cloning

4

Uses Fibers to hide the 

thread stack of the in-

memory injected code

Stack Hiding
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Stack Truncation
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Stack Truncation

https://github.com/mgeeky/ThreadStackSpoofer
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Stack Crafting
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Stack Cloning
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Stack Hiding

https://github.com/Kudaes/Fiber
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Stack Hiding

https://github.com/Kudaes/Fiber
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Stack Hiding

https://github.com/Kudaes/Fiber
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Stack Hiding

https://github.com/Kudaes/Fiber
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Moonwalking the Windows Stack

Developing a dynamic 
call stack spoofer
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Stack Moonwalk

Hide Caller

This technique was initially 

developed to conceal the 

main caller module from the 

call stack, preseriving its 

unwindability when executing 

in-memory code 

1
Obfuscate Stack

Stack Moonwalk obfuscates 

the stack, making it difficult to 

understand how a specific 

API/System Call was invoked
2

Auto Restore

The technique does not use 

any external mechanism to 

restore the stack on return, it 

does use a ROP paradigm 

instead 

3
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Full Moon (Walk) - Frames
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Detecting Spoofed Frames

Designing valid detection strategies 
for moonwalking
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Eclipse - Algorithm
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Eclipse – False Positives
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Eclipse – False Positives
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Towards the future 

Additional research avenues and where 
to find them
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Key Takeaways

Public POC: 

https://github.com/klezVirus/SilentMoonwalk

This POC is designed to obfuscate 

the stack at runtime

For sleep obfuscation an approach like Stack 

Hiding or Stack Cloning is preferred

It is possible to use other 

JOP/COP/ROP gadgets

It is difficult but not impossible to 

create completely valid call stacks

It is possible to create chains of different 

length by inserting stack pivot frames
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Unanswered Questions

NO HAT 2023

COMPUTER SECURITY CONFERENCE

21ST OF OCTOBER 2023, BERGAMO - ITALY

1

2

3

4

How would I use this technique within an 

implant?

Is it possible to integrate the technique with 

other advanced evasion techniques? 

Is it possible to bypass Eclipse detection 

strategy?

What about Intel CET/AMD Shadow Stack? 

Would it prevent the technique?
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Sneak Peak

https://www.youtube.com/watch?v=7jW558VW0nk
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