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Agenda

Introduction to service accounts

Deep dive to dMSA

BadSuccessor pre-patch

BadSuccessor post-patch



Service accounts
Daily ticket - TGT
Ride – Service
Ride Operator – Service account

Story by Elad Shamir – Kerberos Delegation Attacks



Service accounts

Legacy service accounts

Managed service accounts (MSA\gMSA)

Not fully supported

Operational friction



Why g(MSA)s Didn’t Take Over

NOT FULLY 
SUPPORTED

POTENTIAL APP 
DOWNTIME

OPERATIONAL 
FRICTION FOR IT 

TEAMS

Not fully supported Operational friction



dMSA
(delegated MSA)

“dMSA’s secret can’t be retrieved or 
found anywhere other than on the DC” 

– Microsoft Documentation



Migration Flow



dMSA Migration Phases

• Start

• Wait

• Complete



Authentication Flow – before migration

SQL Service

DCSQL_SRV$
AS-REQ: svc_sql

AS-REP: svc_sql



dMSA Migration - start

DMSA$ svc_sql

Accounts are linked

svc_sql is granted
permissions on DMSA$



Authentication flow – during migration

SQL Service

DCSQL_SRV$
AS-REQ: svc_sql

AS-REP: svc_sql
Additional info: 

Will be superseded by DMSA$

LDAP UPDATE:
Allow SQL_SRV$ access DMSA$



Meme – now we wait / Spongebob



dMSA migration - complete

DMSA$ svc_sql

Configurations



Authentication flow – after migration

SQL Service

DCSQL_SRV$
AS-REQ: svc_sql

KRB-ERR: 
Superseded by DMSA$

AS-REQ: DMSA$

AS-REP: DMSA$



dMSA migration - privileges



Privileges

PAC

KERBEROS

PAC

KERBEROS

• svc_sql
• svc_sql group A
• svc_sql group B
• svc_sql group C
• …

• DMSA$



Post migration



PAC

KERBEROS

• DMSA$

PAC

KERBEROS

• svc_sql
• svc_sql group A
• svc_sql group B
• svc_sql group C
• …



PAC

KERBEROS

• DMSA$

PAC

KERBEROS

• svc_sql
• svc_sql group A
• svc_sql group B
• svc_sql group C
• …



Migration

Start-ADServiceAccountMigration

migrateADServiceAccount 
(RootDSE op)

Attribute changes



BadSuccessor



Attack Flow – Privilege Escalation

Starting point: attacker has control over dMSA

Simulate dMSA Migration

Authenticate as dMSA

Domain Admin Privileges granted

Goal: Acquire “Domain Admin” privileges





Attack Flow – Privilege Escalation

Starting point: attacker has control over dMSA

Create dMSA in controlled OU

Simulate dMSA Migration

Authenticate as dMSA

Domain Admin Privileges granted

ANY OU

Goal: Acquire “Domain Admin” privileges



DEMO



Microsoft Response

• Vulnerability severity:

• Does not meet the bar for immediate servicing

• Will be fixed in the future (fixed on Aug 12th)

Moderate



But wait, there’s more! 









Aa123456





BadSuccessor Is Dead, 
Long Live BadSuccessor(?)



CVE-2025-53779 Patch



CVE-2025-53779 Patch













kdcsvc.dll







USERDMSA



USERDMSA



USERDMSA



Post Patch Attack Scenarios

•User compromise (requires Write permissions)

•Domain-wide credential dumping (requires DA)





Detection



dMSA Creation

• Configure SACL



dMSA Linkage

• Configure SACL



dMSA Credentials (2946)

• Default log



Conclusions

• New ≠ Secure

• Never skip the obvious

• Log & alert on dMSA links

• dMSA is a great new feature!
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Thank you!

@YuG0rd
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