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A lots of service! You need SSO



SSO token generate in Windows OS
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TPM

Cloud AP:
aadcloudap

CreateSSOCookie

LSASS

PRT Session Key



TPM

PRT Can Exchange Everything We Wanted
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24/28 hrs

24 hrs

15 mins

∞ hrs



Abuse Browser SSO on Windows

Cloud AP:
aadcloudap

CreateSSOCookie

LSASS

LsaCallAuthenticationPackage

GetCookieInfoForUri

A

B

C

RequestAAD
RefreshToken

BAADTokenBroker

Ref: https://i.blackhat.com/Asia-24/Presentations/Asia-24-Chudo-Bypassing-Entra-ID-Conditional-Access-Like-APT.pdf
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PRT Cookie



The PRT Cookie includes 
user identity + linked device information
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The PRT Cookie includes 
user identity + linked device information
PRT Cookie From Device Can
Include MFA Claim + Device Claim
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PRT Cookie Theft 
on macOS
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Why Steal macOS PRT Cookies?

Many organizations use Intune as MDM for both Windows and macOS

Conditional Access supported on macOS for Zero Trust enforcement

Existing research and detections focus mostly on Windows

Lack of research on macOS attack surface and exploitation paths
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How macOS use similar mechanism?
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Company Portal on macOS

Ref: https://youtu.be/awckSIpCPMg?si=18uS-Ot0jNSeMpUs13
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Main Structure of Company Portal

Company Portal

Resources

Plugins
Mac SSO
Extension

AutofillExtension
MacOS

ADAuthentication
Broker MacOS

Framework

BrowserCore



Browser SSO on Windows

Ref : https://i.blackhat.com/Asia-24/Presentations/Asia-24-Chudo-Bypassing-Entra-ID-Conditional-Access-Like-APT.pdf

Cloud AP:
aadcloudap

CreateSSOCookie

LSASS

LsaCallAuthenticationPackage

GetCookieInfoForUri

call number , payload

Chrome

BrowserCore.exe

MicrosoftAccount 
TokenProvider.dllNonce

PRT Cookie
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Browser SSO Flow on macOS

Company Portal

Chrome

BrowserCore

AppSSOAgentNonce
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ADAuthentication
BrokerMacOS

Mac SSO 
Extension

PRT Cookie



Three Techniques We Discovered

Headless Browser-Based Native Messaging Abuse

Bypassed BrowserCore’s parent process check

Direct SSO Invocation via Apple’s API
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Headless Browser-Based 
Native Messaging Abuse
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BrowserCore on macOS
Microsoft SSO Chrome extension
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Headless Browser Method Condition

Victim must be logged into desktop session

Headless browser ≠ no GUI dependencies

Only works on official Chrome, Edge
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Three Techniques We Discovered

 ⚠ Headless Browser-Based Native Messaging Abuse

Requires Specific Environment Conditions

 Bypassed BrowserCore’s parent process check

 Direct SSO Invocation via Apple’s API

21



Bypassed BrowserCore’s 
Parent Process Check
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BrowserCore Parent Check 
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codesign -dv

Get .app parent process info runningApplication
WithProcessIdentifier()

Get bundle & team ID

Check against whitelist

Launch or not

BrowserCore

Bundle + Team ID → Hash



What are Team ID and Bundle ID?

Team ID is embedded in the Apple Developer certificate

Bundle ID appears in both Info.plist and binary’s code signature

Bundle ID is just a string for identification

Attackers can fake Bundle ID, but not Team ID
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Security Identifier (SID) on Windows

Ref: https://i.blackhat.com/Asia-24/Presentations/Asia-24-Chudo-Bypassing-Entra-ID-Conditional-Access-Like-APT.pdf25



Two Different Callers in SSO Flow

Caller of BrowserCore  

A browser (e.g. Chrome, Edge)  

Parent in the parent process checked

Caller of AppSSOAgent  

BrowserCore (or a similar implementation by third-party vendors)

Requires CS_VALID or CS_DEBUGGED to retrieve the caller’s Team ID
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Attack Strategy

1. Create payload.bin with the crafted request

2. Build a fake codesign binary that mimics Chrome’s signature

3. Develop a .app to act as a running application

4. Launch BrowserCore with the fake app as its parent and 

set PATH=/tmp to redirect the codesign check to our fake binary
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Screenshots of our First POC 💥
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We Patch the BrowserCore
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When we launch it via LLDB
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Log Diff
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❌ Fail:

✅ Success:



How AppSSOAgent Validates its Parent
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AppSSOAgent

SecTaskCopyIdentifier()

csops_task()

csops_audittoken()

csops_internel()

Case Team ID

CS_VALID || CS_DEBUGGED

Kernel Space
darwin-xnu/kern_proc.c

User Space
darling-security/SecTask.c



Actually...☹
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Two Different Callers in SSO Flow

Caller of BrowserCore  

A browser (e.g. Chrome, Edge)  

Parent in the parent process check — and this is the part we patched

Caller of AppSSOAgent  

BrowserCore (or a similar implementation by third-party vendors)

Requires CS_VALID or CS_DEBUGGED to retrieve the caller’s Team ID
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Three Techniques We Discovered

 ⚠ Headless Browser-Based Native Messaging Abuse

Requires Specific Environment Conditions

 ✅ Bypassed BrowserCore’s parent process check

 Direct SSO Invocation via Apple’s API
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Direct SSO Invocation 
via Apple’s API
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Four SSO Methods
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Passkey Credential Operation

Check Bundle & Team ID

Cookie SSO Acquisition

General SSO Extension Request

Browser Native Message

Check Bundle & Team ID

Check Only Bundle ID

Check Only Bundle ID



Cookie SSO Acquisition - whitelist
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org.mozilla.firefox
org.mozilla.firefoxdeveloperedition
org.mozilla.nightly
com.google.Chrome
com.google.Chrome.beta
com.google.Chrome.dev
com.google.Chrome.canary
org.chromium.Chromium

com.talon-sec.Work
com.talon-sec.Work.beta
com.talon-sec.Work.nightly
com.talon-sec.Work.devel
com.paloaltonetworks.pab
com.paloaltonetworks.pab.nightly
com.paloaltonetworks.pab.beta
com.paloaltonetworks.pab.devel



Here Comes our Second POC 
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Three Techniques We Discovered
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⚠ Headless Browser-Based Native Messaging Abuse

Requires Specific Environment Conditions

✅ Bypassed BrowserCore’s parent process check

✅ Direct SSO Invocation via Apple’s API



Patches and Discoveries
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Patch of BrowserCore
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Patch of Authentication Framework
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ß Prisma Access Browser (Talon)

ß Palo Alto Networks

ß FireFox 

ß Google Chrome



SSO Extension Cookie Fallback Whitelist

47

FireFox
org.mozilla.firefox
org.mozilla.firefoxdeveloperedition
org.mozilla.nightly

Chrome
com.google.Chrome
com.google.Chrome.beta
com.google.Chrome.dev
com.google.Chrome.canary
org.chromium.Chromium

Talon
com.talon-sec.Work
com.talon-sec.Work.beta
com.talon-sec.Work.nightly
com.talon-sec.Work.devel

Palo Alto Networks
com.paloaltonetworks.pab
com.paloaltonetworks.pab.nightly
com.paloaltonetworks.pab.beta
com.paloaltonetworks.pab.devel



Fun Facts - macOS Ventura 13.7.7

48 Ref: https://support.apple.com/en-us/124151



Fun Facts
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PRT Cookie survives only 15 minutes…

How can we achieve persistence?
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The Need for Persistence
& How to Achieve It

Why Persistence is Needed ?
PRT Cookie is only valid for a few minutes

How to Achieve Persistence? Abusing device join scenarios
Attacker could generate their own PRT Cookie from new device for 
persistence & bypass conditional access

Registering a new (fake) device requires an access token without 
a deviceId claim
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Bypassing Conditional Access

Require multifactor authentication
Tokens issued through passwordless authentication also contain the 
mfa claim
To register a WHfB key (Platform Credential on macOS) requires token 
contain the ngcmfa claim 

Indicates recent (~10 mins) MFA was performed

Require device to be marked as compliant
Pytune can get the job done (macOS is not supported for now)
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Get a Token without deviceId

Find a way to re-authenticate via MFA
(Get ngcmfa claim token)

Register a new (fake) device

Make new (fake) device pass Device Compliance

Register new WHfB key

Persistence Flow
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➜ ✅ ROADtools

➜ ✅ Pytune

➜ ✅ ROADtools

➜  

➜  



Related Issues that have been fixed

Get a Token without deviceId

Use SSO tokens for device registration

Find a way to re-authenticate via MFA (Get ngcmfa claim token)

mfa claim transfer to PRT after registration

Other related issue
Device overwriting via device ticket

Add new WHFB keys via “searchableDeviceKey” property

“ngcmfa” is not required to provision a key via device registration service
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➜  

➜  

Ref : https://dirkjanm.io/

https://dirkjanm.io/


Get a Token without deviceId

Find a way to re-authenticate via MFA
(Get ngcmfa claim token)

Register a new (fake) device

Make new (fake) device pass Device Compliance

Register new WHfB key

➜  

Persistence Flow
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➜ ✅ ROADtools

➜ ✅ Pytune

➜ ✅ ROADtools



Get a Token without deviceId

Phishing
Upside: Does not require 
compromising the device

Downside: unreliable

(Kerberos) Seamless Single 
Sign On

Upside: Keeps the noise level low

Downside: Less than 25% of tenants 
have this setting enabled
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Reset Password
Upside: used across OS & join types

Downside: May Triggers alert

Passkey in Microsoft 
Authenticator



My Signins: https://mysignins.microsoft.com/ front end logic

Reset User Password
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login with Access Token
(pwd + mfa Claim)

login with Access Token
(only mfa Claim)

/api/password/reset /api/password/change👍



Inconsistent Logic 
Between Frontend & Backend

Calling /api/password/reset only requires the mfa claim
(pwd claim is not required)
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HTTP POST https://api.mysignins.microsoft.com/api/password/reset



Get a Token without deviceId

Phishing
Upside: Does not require 
compromising the device

Downside: unreliable

(Kerberos) Seamless Single 
Sign On

Upside: Keeps the noise level low

Downside: Less than 25% of tenants 
have this setting enabled
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Reset Password
Upside: used across OS & join types

Downside: May Triggers alert

Passkey in Microsoft Authenticator
Upside:

Keeps the noise level relatively low

Get a Token with mfa Claim

Downside:
User Interaction is required



Get a Token without deviceId

Find a way to re-authenticate via MFA
(Get ngcmfa claim token)

Register a new (fake) device

Make new (fake) device pass Device Compliance

Register new WHfB key

➜ ✅  

Persistence Flow
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➜ ✅ ROADtools

➜ ✅ Pytune

➜ ✅ ROADtools



Re-authenticate via MFA 
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Register New WHfB Key
(mfa Claim)

Re-authenticate via MFA
(ngcmfa)

WHfB Key enrollment token should contain the ngcmfa claim

Indicates recent (~10 mins) MFA was performed



Bypass NGCMFA
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Register New WHfB Key
(mfa Claim)

Re-authenticate via MFA
(ngcmfa)

Register New MFA Method
(mfa Claim)

Register
Without Re-authenticate

Bypass

Registering a new MFA method requires only the mfa claim in the token

Does not require a token with the ngcmfa claim



ngcmfa Claim
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Use Stolen
Device Credential to 
Register New Device

Manipulate Auth Info
with Stolen Device 
Credential to Register 
New Device



Demo: Attack Chain Overview

Request PRT cookie through direct SSO invocation 

Abusing device join scenario to achieve persistence
Reset Password 
Get a Token without deviceId

Register a new (fake) device

(Skip) Make new device pass Device Compliance

Add MFA Method
Register new WHfB key
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DEMO
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User Identity(PRT) +
Strong MFA + Fake device 

+

+
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PRT = 
Lateral Movement between Entra ID Joined Device

https://troopers.de/troopers25/talks/afv8bw/72



Effective Mitigation? (Not Quite)

Require MFA for “Register or join devices”
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Require MFA for “Register security information”
Warning: New accounts without MFA enabled are 
subject to immediate lockout if not accessed via a 
Temporary Access Pass (TAP) for initial login



Beware Dead Lock! 
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You need pass MFA auth to Register MFA

Deny
!

I don’t have MFA, so I need register 
new one

But I don’t have MFA!!!!

Warning: New accounts without 
MFA enabled are subject to 
immediate lockout if not accessed 
via a Temporary Access Pass 
(TAP) for initial login



Even with these CA policies.
This is not enough.
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Defense methods for 
macOS PRT Cookie Theft

The vuln has fixed! Update macOS Company Portal. 

Following the need for continuous monitoring:
Monitor the codesign process; it should be running from /usr/bin.

Verify that browser executions are not being simulated by programs such as Python.

Detect if a binary has the specified bundle ID (the list mentioned) but lacks a valid 
signature and trigger an alert.

Ensure Intune's AppPrefixAllowList and AppCookiesSSOAllowList 
configurations align with expected application usage within your 
organization.
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Summary 
Our Talk

PRT cookie theft on macOS is now possible. Other vendors that 
have implemented SSO extensions on macOS may face similar 
issues. 

For macOS always verify the binary’s team ID, not the bundle ID.

The MSRC team responded in August that they would fix this 
issue, but it hasn't been officially fixed last friday.

Following the items might make attacker’s persistence harder:
Create Conditional Access policies that use weak criteria, such as 
IP/Location/UserAgent, as requirements to restrict Add MFA or Join 
Device actions.

Monitor the newly joined device and the user adds a new MFA
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Thank You
Tool release:

https://github.com/cycraft-corp/macOS-PRT-Cookies-Theft

https://github.com/cycraft-corp/macOS-PRT-Cookies-Theft
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