Internal Domain Name Collision 2.0
Philippe Caturegli

. HCK 2

“A name collision occurs when an attempt to resolve a name used in a private name space
(e.g., short, unqualified name) results in a query to the public Domain Name System (DNS).

When the administrative boundaries of private and public namespaces overlap, name

resolution may yield unintended or harmful results.”
ICANN, 2013



Outline

1 1 Introduction

N\

p) Definitions & Context

\ N\

3 || Research Methodology

\ N\

4 || Findings Examples

\ \




Introduction

" Hired to perform a RedTeam engagement for an IT Services Company

INITECH

= ~300 Employees (with strong IT background)

= Limited external footprint
o Hosted WordPress
o Client Portal (.NET)
o Exchange Server
o VPN (SonicWall)



Introduction

# telnet exchOl.initech.com 25
Trying exchOl.initech.com...
Connected to exchange.initech.com.
Escape character is '""]'.
220 mail.initech.com Microsoft ESMTP MAIL Service ready at Mon,
ehlo hack.lu
250-exch0l.initech.com Hello
250-SIZE 37748736
250-PIPELINING
250-DSN
250-ENHANCEDSTATUSCODES
250-STARTTLS
250-AUTH NTLM
250-8BITMIME
250 BINARYMIME

[211.219.156.149]

16 Oct 2023 17:08:49 +0200

Client

Server

i PORT
25/tcp
| smtp-ntlm-info:

| )

# nmap -p 25 --script smtp-ntlm-info exchOl.initech.com
Starting Nmap 7.94SVN
Nmap scan report for exchOl.initech.com
Host is up

( https://nmap.org )
(211.219.156.149)
(0.013s latency).

STATE
open

SERVICE
smtp

Target Name: INITECH

NetBIOS Domain Name: INITECH

NetBIOS Computer Name: EXCHOL

DNS Domain Name: initech.llc

DNS Computer Name: EXCHOl.initech.llc
DNS Tree Name: initech.llc

Product Version: 10.0.14393

at 2023-10-16 17:18 EDT




Introduction

< O M @ httpsy//10.0.13.37/dns s

Resolved DNS Queries

oo [ o

Looked Up At Name SrcIP

2023-10-16 ) hp1810-ge-3d-ee-20.initech.llc 203.0.113.98

wpad.initech.llc b

initech-FS1.initech.llc 198.51.100.24 DNS

wpad.initech.llc

initech-fs1.initech.llc 198.51.100.24 DNS

2023-10-16

2023-10-16 19:42:10 _ldap._tcp.Default-First-Site-Name._sites.dc,_msdcs.initech.llc

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-adts/7fcdce70-5205-44d6-9c3a-260e616a2f04



Introduction

= Responder

CLDAP] Sent CLDAP pong to 172.217.12.142.

[

[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1

[Proxy-Auth] NTLMv2 Client : 198.51.100.24

[Proxy-Auth] NTLMv2 Username : INITECH\m.bolton

[Proxy-Auth] NTLMvZ2 Hash : m.bolton::INITECH: 6b5265915a608ae4:EC46F943ED35702C59A2D4EC4D0OCOF31:01010000000000F344679DF7B3D43F4AAB

01A4EEOABE2A836E41000000000200080053004F0044005A0001001E00570049004E002D00580042003400340046004600350049003900360053000400140053004F0
044005A002E004C004F00430041004C0003003400570049004E002D00580042003400340046004600350049003900360053002E0053004F0044005A002E004C004F00
430041004C000500140053004Fr0044005A002E004C004F00430041004C00080030003000000000000000000000000020000055552299C7444122816C56B3B4A057C50
31E1IAOOFD89FF7BD0O35F3AAD321356C0A001000000000000000000000000000000000000900240048005400540050002F00390034002E00320033002E003100350035
002E003200310037000000000000000000

[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1
[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1
[CLDAP] Sent CLDAP pong to 151.101.1.69.

[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1
[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1
[Proxy-Auth] User-Agent : Microsoft NCSI
[Proxy-Auth] User-Agent : Microsoft NCSI

[CLDAP] Sent CLDAP pong to 64.233.187.99.

[Proxy—-Auth] NTLMv2 Client : 37.48.95.144

[Proxy-Auth] NTLMvZ2 Username : INITECH\s.nagheenanajar
[Proxy-Auth] NTLMvZ2 Hash : s.nagheenanajar::INITECH:1631c5efebl8e928:B87F8A79DF4B3755E57917178B65204D:010100000000001681FEC895087

02E004C004F00430041004C0003003400570049004E002D00580042003400340046004600350049003900360053002E0053004F0044005A002E004C004F0043004100
4C000500140053004F0044005A002E004C004F00430041004C000800300030000000000000000000000000200000BR7EBC86DCAIAODECCO9EABSDF6D8D3E09346C86AB
71735F500E7E88BDDA2E93EOA0010000000000000000000000000000000000009002E0048005400540050002F00390034002E00320033002E003100350035002E0032
00310037003A0033003100320038000000000000000000

[Proxy-Auth] User-Agent : Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/129.0.0.0 Sa
fari/537.36 Edg/129.0.0.0




Introduction

CI DAP] Sent CLDAP pong to 172.217.12.142.
1T

[
[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1
= Responder| ivrosvoucn) nTiMv2 Client  : 198.51.100.2¢
[Proxy-Auth] NTLMv2 Username : INITECH\m.bolton
[Proxy-Auth] NTLMvZ2 Hash : m.bolton::INITECH: 6b5265915a608ae4:EC46F943ED35702C59A2D4EC4D0COF31:01010000000000F344679DF7B3D43F4AAB

01A4EEOABE2A836E41000000000200080053004F0044005A0001001E00570049004E002D00580042003400340046004600350049003900360053000400140053004F0
044005A002E004C004F00430041004C0003003400570049004E002D00580042003400340046004600350049003900360053002E0053004F0044005A002E004C004F00
430041004C000500140053004Fr0044005A002E004C004F00430041004C00080030003000000000000000000000000020000055552299C7444122816C56B3B4A057C50
31E1IAOOFD89FF7BD0O35F3AAD321356C0A001000000000000000000000000000000000000900240048005400540050002F00390034002E00320033002E003100350035
002E003200310037000000000000000000

[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1
[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1
[CLDAP] Sent CLDAP pong to 151.101.1.69.
[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1
[HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1
[Proxy-Auth] User-Agent : Microsoft NCSI
[Proxv—2Anthl [lser—Agent - Microsoft NCST
m.bolton::INITECH: 6b5265915a608ae4 :EC46F943ED35702C59A2D4EC4D0COF31:01010000000000F344679DF7B3D43F4AABO1A4EEOABE2A836E4100000000020008005300
4F0044005A0001001E00570049004E002D00580042003400340046004600350049003900360053000400140053004F0044005A002E004C004F00430041004C00030034005700
49004E002D00580042003400340046004600350049003900360053002E0053004F0044005A002E004C004F00430041004C000500140053004F0044005A002E004C004F004300
41004C00080030003000000000000000000000000020000055552299C7444122816C56B3B4A057C5031E1AO0FD89FF7BDO35F3AAD321356C0A00100000000000000000000000 5087
0000000000000900240048005400540050002F00390034002E00320033002E003100350035002E003200310037000000000000000000:TPSreport2023! 04100
Session..........: hashcat Sggéi
Status...........: Cracked
Hash.Mode........: 5600 (NetNTLMv2) -
Hash.Target......: m.bolton::INITECH:6b5265915a608ae4:ec46£943ed35702...000000 0 Sa
Time.Started.....: Wed Nov 22 15:42:54 2023 (0 secs)
Time.Estimated...: Wed Nov 22 15:42:54 2023 (0 secs)
Kernel.Feature...: Pure Kernel
Guess.Base.......: File (/usr/share/wordlists/officespace.dict)
Guess.Queue......: 1/1 (100.00%)
" Hashcat Speed.#1.........: 1928.3 MH/s (0.71ms) @ Accel:1024 Loops:1 Thr:64 Vec:1l
Recovered........ : 1/2 (50.00%) Digests (total), 1/2 (50.00%) Digests (new)
ProgressS.........: 432056/14344386 (0.01%)
Rejected.........: 0/432056 (0.00%)
Restore.Point....: 0/14344386 (0.00%)
Restore.Sub.#1...: Salt:0 Amplifier:0-1 Iteration:0-1
Candidate.Engine.: Device Generator
Candidates.#1....: TPSreport2023! -> queen
Hardware.Mon.#1..: Temp: 49c Fan: 32% Util: 72% Core:2805MHz Mem:10802MHz Bus:16
Started: Wed Nov 22 15:42:52 2024
Stopped: Wed Nov 22 15:42:55 2024
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< O M @ https//vpn.initech.com/#/ =
20:07 o T
€ = Authenticator +

Virtual Office

Username

Approve sign-in?
Initech
Password
Domain

| INITECH




What happened ?

wpad.initech.llc ?

\/—_\)

I\;IichaeLworkfng 10.0.0.40 DNS resolver
rom the ONice DCl1.initech.llc

DNS Zone initech.llc

HTTP Request
IP: 10.0.0.40
Host: wpad.initech.llc

Name Type Data
intranet. A 10.0.0.41
wpad. A 10.0.0.40
DC1. 10.0.0.10
__ldap._tcp.dc._msdcs. | SRV [0][100][DC1.initech.lic]
()
10.0.0.40

wpad.initech.llc




What happened ?

wpad.initech.llc ?

S

Michael warking 1.3.3.7

DNS resolver
home router

wpad.initech.lic ?

e R et

Root NS
(a.root-servers.net)

wpad.initech.lic ?

HTTP Request
IP:1.3.3.7
Host: wpad.initech.llc

S e e iy TLD NS for .lIc
ask this ns about initech.llc (ad0.nic.llc)
1.3.3.7
ISP’s DNS Resolver
Authoritative NS
for initech.lic
(nsl.srls.io)

1.3.3.7
wpad.initech.llc
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Top Level Domains (TLDs)

There are several categories of TLDs, each serving different purposes.
= Generic Top-Level Domains (gTLDs)
o .com, .net, .org, .llc, etc.

= Country Code Top-Level Domains (ccTLDs)

o .us, .fr, .de, .it, etc.

= Sponsored Top-Level Domains (sTLDs)

o .edu, .gov, .mil, .int, etc.



New gTLDs

= Up until 2013, there were 8 gTLDs (.com, .net, .org, .biz, .info, .name, .pro, .mobi)
= |n 2013, ICANN launched a program to allow new gTLDs to be added the Internet's root zone
= Between 2013 and 2016, over 1200 new gTLDs were introduced.
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ICANN Revenue

®  One time revenue from new gTLD applicants
= New gTLDs application fee: $227,000 (non-refundable)
= New gTLDs contention resolution (e.g., auctions for contested TLDs)
= shop — acquired by GMO Registry for $41.5 million
= .app - acquired by Google for $25 million
= tech —acquired by Radix for $6.76 million
= _store — acquired by Radix for $5.1 million
= Recuring revenue from gTLD registry operators (1,131 registry operators) o 988 i
= Annual registry fee: $25,000 per year
= Transaction fee: $0.25 per transaction (i.e., registrations, renewals, or transfers) after the first 50,000 transactions/ quarter
= Recuring revenue from Registrar (~2800 accredited registrars)
= Application fee: $3,500 (non-refundable)
= Annual accreditation fee: $4,000 per year
= Variable accreditation fee: $3.42 million in 2024 (distributed among all registrar based on their market share)

» Transaction-based fee : $0.18 per domain per year

https://www.icann.org/en/system/files/files/icann-financial-report-fye-30jun24-en.pdf



Registry Operator Revenue

= First sale (often discounted because it is a competitive market)

= Renewal = Recuring revenue

O

O O O O

.com — 154 million domains @ $9.59 = ~S 1,476 million
.shop — 3,4 million domains @ $30.00 = ~S 102 million
.app — 730k domains @515.00 = ~$10.95 million

tech — 470k domains @545.00 = ~$21.15 million

.store — 1,6 millions domains @35.00 = ~S56 million



Problems introduced by new gTLDs

Unintended consequences
= Brand protection

o Defensive registrations became costly for companies.

= User confusion & trust issues
o Similar-looking domains increase phishing/social engineering risks.

= |nternal naming collisions

o Many enterprises had already deployed internal domains that now conflict with
these new gTLDs.

o Can’t rename an Active Directory.



ICANN'’s effort to prevent name collision

“Name collision occurrence management framework” (© JAS Global Advisors)
= Restrict “high-risk” strings (e.g., .home, .corp, .mail)
o but string like .homes, .llc, .inc or .email are “safe”
= Controlled interruption for a continuous period of no less than 90 days.
= Emergency rollback, if high collision rate is detected.

= Registry operators must respond to ICANN’s name collision reports
within 24 hours.

https://www.icann.org/en/system/files/files/name-collision-framework-30jul14-en.pdf



Controlled interruption

Root NS
(a.root-servers.net)

intranet.ican.fail ?

e O R TR

intranet.icann.fail ?

S

ichael working 127.0.53.53
from home

intranet.icann.fail ?

V’—_\

127.0.53.53

TLD NS for .fail
(nsl.nic.fail)

\@/ 127.0.53.53

DNS resolver

ISP’s DNS Resolver
home router

HTTP Request
IP: 127.0.53.53
Host: intranet.icann.fail




Controlled interruption

pot NS
'servers.net)

Q NS for .fail

b -
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Methodology

= Objective #1: Find internal domain names leaked externally

= Objective #2: Find internal domain names that match a valid FQDN (i.e., SLD.TLD)

= Objective #3: Find internal domain with public FQDN that are not registered



Objective #1 — Leaks of internal domain names

= Banner (e.g., Telnet, FTP, SMTP)
SSL Self-Signed Cert
CRL in SSL Certs

Email Headers (e.g. Received, Message-ID)
= Content Security Policy

NTLM Authentication
= HTTP/HTTPS, SMTP, RDP, SQL, etc.

= TLS Services
= RDP, SMTPS, IMAPs, FTPS, etc.



Objective #2 - TLDs prone to cenfusien collision

= cclTLDs
= .ad = Active Directory (Andorra)
= .ms = Microsoft (Montserrat)
= .io = In/Out (British Indian Ocean Territory)
= .ai = Artificial Intelligence (Anguilla)
= .ws = Web Service (Western Samoa)
= .co = Company (Colombia)
= gTLDs
= Generic business terms (.company, .group, .tech, .global, .services)
= Common legal entities (.inc, .llc, .Itd, .plc, .gmbh, .limited, .srl, .sarl)
= Ambiguous / Common technical terms (.host, .email, .zone, .site, .dev, .box, .cloud)



Objective #3 — Check registration status

List of Check
potential > WHOIS — > Not Registered
collisions Record
Registered

% WHOIS dns.1lu
%% Excessive queryving, grace period of 90 days




Objective #3 — Check registration status

List of Check
potential > W*' Sis ——- —>{ Not Registered
collisions Recoi
v
Register- !

% WHOIS dns. M
%% Excessive queryving, grace period of 90 days




Objective #3 — Check registration status

List of
potential
collisions

Check DNS Check
Records domain reg
(SOA, NS, A ssisiziss availability
o via registrar
MX, TXT) s
i Registered /
Registered Blacklisted

Extract NS

Records

—>  Not Registered
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Examples - memrtcc.ad

Censgs Q Certificates ~ names: "*.memrtcc.ad'| e

i= Results I Report & Docs

Certificate Filters Certificates
For all fields, see Data Definitions Results: 3,076 | Time: 6.04s

Label:

3076 A
3076 A\
3075 C
3,074 6

> = Il memrtccad

Issuer:

Domains include: EEMAIL <&DNS  @SSL €69.00/uear

1 Uns

(i) Domain info

# CN=P5139.memrtcc.ad
P5139.memrtcc.ad
2023-05-28 — 2023-11-27
P5139.memrtcc.ad

# CN=P9566.memrtcc.ad
P9566.memrtcc.ad
2023-05-28 — 2023-11-27
P9566.memrtcc.ad




Examples - memrtcc.ad

Informati

Mission Statement Accomplishments for 2013 2014 Information Systems Gos

The mission of MPD's Information
Technology Division is to optimize
the Departmen bility to

protect and sen ivisi i t ed with Tri

nt progress on a number of key initiati * Information Systems plans to migrate all MPD users from
perational efficiel Most notable we the antiquated, NT4 Memphis Police domain to a
robust Active Directory domain (MEM RTCC domain).
Software Systems
to upgrade our 13 year old Records Management System, VisionRMS 3 TN Metro release,

* Update the paperless Watson reportin, from a
to Inform RM

Windows PC platform to the Android platform that
( allows for greater functionality.
identifying which t i uri i upgrade, MPD IT enhanced its IT infrastructure pport a more

ould * Complete the Vision RMS upgrade that will result in a

rds Management System. Through strategic planning we were able to leverage
vianag o en P ’ = 1t RMS with greater fun ity & storage

hardware enhancemenits wh rating from an outdate:
NT4 inf

Mlans are in pl for the impleme ion of the new

r'ﬂEnﬂ F! TE[‘ p D DDrTl a i I-I 'yberwatch program, electronic FTO program and an

lectronic bid program.

During the VisionRMS upgrade, MPD IT enhanced its IT infrastructure to support a more

igative protos

robust Records Management System. Through strategic planning we were able to leverage
hardware enhancements which allowed us to start migrating from an outdated Windows
NT4 infrastructure to a Microsoft Windows Server Active Directory environment.

dd cameras to the Greater Memphis
nhancements to our Port Security program.

dditional SkyCop & SkyWatch surveillance platforms.

EMERGENCY
FAl

|

RTCC = Real Time Crime Center
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Examples - memrtcc.ad

Dear Mr. Caturegli,
o Cart summary _onfiguratic 9 Review

Thank you for contacting us.

Order summary
o We have a special price to file a trademark for domain:

320,10 € (official fees 170,10 € + agent's fees 150,00 €).

memrtccad

£138.00 Total

It takes more or less 2 weeks to get the registration
certificate and the authorization.

Dear customer,
To file the trademark, we will need the trademark and

We inform you that to proceed with the registration of owner’s details, and a power of attorney signed in the

an "ad" domain, the owner must possess a local name of the trademark's owner.

trademark in Andorra that must be the same as the

requested domain name or be the owner of a Once the authorisation is obtained, we will file the primary
commercial name registered in Andorra and present and secondary DNS servers at the domain.ad management
the document "Register of Commerce". (nic.ad).

Regards, Regards,

DNS Registrar Trademark attorney

Andorra




Examples - memrtcc.ad

Dear customer,

We inform you that to proces
an "ad" domain, the owner
trademark in Andorra that
requested domain name or |
commercial name registered
the document "Register of Cq

Regards,
DNS Regis! S

OFICINA DE MARQUES
| PATENTS D’ANDORRA CERTIFICAT DE REGISTRE

1 NUMERO DEL REGISTRE DE MARCA

(NUMERO DEL REGISTRO DE MARCA / TRADEMARK REGISTRATION NUMBER / NUMERO D'ENREGISTREMENT)

46172

2 REPRODUCCIO DE LA MARCA

(REPRODUCCION DE LA MARCA / REPRODUCTION OF TRADEMARK / REPRODUCTION DE LA MARQUE)

memrtcc

3 DATA DE REGISTRE

(FECHA DE REGISTRO / DATE OF REGISTRATION / DATE D'ENREGISTREMENT)

19-01-2024 12:40

4 DATA DE VENCIMENT DEL REGISTRE

(FECHA DE VENCIMIENTO DEL REGISTRO / DATE OF EXPIRATION OF REGISTRATION / DATE D'ECHEANCE DE L'ENREGISTREMENT)
19-01-2024

5 NOM DEL TITULAR

(NOMBRE DEL TITULAR / NAME OF OWNER / NOM DU TITULAIRE)

Denominacid social (Denominacion social / Name of company / Dénomination officielle compléte)
SERALYS
Forma juridica (Forma juridica / Legal form of constitution / Forme juridique)

SARL

ark for domain:
s fees 150,00 €).

registration

trademark and
y signed in the

will file the primary
hin.ad management




Examples - memrtcc.ad

O\ dns_value : *memrtcc.ad

Auto interval v

Documents (1,314,343)

@timestamp (D)
Apr
Apr
Apr 2
Apr
Apr
Apr
Apr 2
Apr
Apr
Apr
Apr 2
Apr
Apr

Apr

No breakdown v

Field statistics

e

.6e@

.Be@

.Beg

.Beg

.Be@

.8ee

.Beg

688

.Beg

.Beg

.Bee

.6e@

.Beg

.Beg

k dns_value

_ldap._tcp.8fbb931c-2c2e-4680-8883-d3f91807219 . domains. _msdcs...

vm-cifs-p.memrtcc.ad

vm-cifs-p.memrtcc.ad

_ldap._tcp.8fbb931c-2c2e-40808-8883-d3f91807219 . domains. _msdcs...

_ldap._tcp.dc. _msdcs.memrtcc.ad
wpad.memrtcc.ad
p5135.memrtcc. ad
_ldap._tcp.dc._msdcs.memrtcc.ad
_ldap._tcp.dc. _msdcs.memrtcc.ad

domains._msdcs.memrtcc.ad

_tcp.8fbb931c-2c2e-4686-8883-d3191887219f .domains._msdcs.memrt...

_ldap._tcp.dc. _msdcs.memrtcc.ad
p5135.memrtcc. ad

8fbb931c-2c2e-4886-8883-d391887219f .domains._msdcs.memrtcc.ad

~  Apr 22, 2024 @ 00:00:00.000 - Apr 29, 2024 @ 00:00:00.000 & Refresh

)00 - Apr 29, 2024 @ 00:00:00.000 (interval: Auto - 3 hours)

k record_type k client_ip
167.115.186.183
76.96.187.9
96.714.53.71

7.115.166.97
5.1686.183
5.106.113
7.86.181
5.1086.183
5.186.183
5.186.97
5.1086.183
5.1086.97
7.80.187

.186.97

Columns 4 I Sortfields 1




Examples - memrtcc.ad

= Reported to Memphis Deputy CIO via email — (April 2")
= Reported to Memphis Deputy CIO via common connection — (April 3)
= Reported to CIO@memphistn.gov (April 17t")

= Reported to vulnerability.disclosure.prog@hg.dhs.gov (April 22")
= Reached out to fellow hacker in Memphis/DC901 (May 15t")

= Spoke with Memphis FBI Special Agent (June 17t")

= Spoke to Brian Krebs (August 5%)

= Memphis Information Security Manager finally reached out (Aug 13t)

= Brian Krebs published his article (August 23™)

https://krebsonsecurity.com/2024/08/local-networks-go-global-when-domain-names-collide/



Examples - .ad

1,129 registered domain in the .ad TLD

3,802 trusted SSL certificates in Censys certificate database

25,689 self-signed certificates in Censys certificate database

2,795 unique sld.tld extracted

2,484 not registered (89%)



Examples - local.ad / internal.ad

Bl localad
Domains include: EEMAIL +&DNS  @SSL €69.00/uear

(i) Domain info

B0 internal.ad

Domains include: EIEMAIL  +&DNS €69.00/year

(i) Domain info




Examples - local.ad / internal.ad

OFICINA DE MARQUES

FICINA DE MARQUE
OFIC QUES | PATENTS D’ANDORRA

| PATENTS D’ANDORRA

1 NUMERO DEL REGISTRE DE MARCA 1 NUMERO DEL REGISTRE DE MARCA
._“NL..'MERO DEL REGISTRO DE MARCA / TRADEMARK REGISTRATION NUMBER / NUMERO D'ENREGISTREMENT)

(NUMERC DEL REGISTRO DE MARCA / TRApEMA RK REGISTRATION NUMBER / NUMERO D'ENREGISTREMENT)

46207 43965

2 REPRODUCCIO DE LA MARCA 2 REPRODUCCIO DE LA MARCA
(REPRODUCCION DE LA MARCA / REPRODUCTION OF TRADEMARK / REPRODUCTION DE LA MARQUE) (REPRODUCCION DE LA MARCA / REPRODUCTION OF TRADEMARK / REPRODUCTION DE LA MARQUE)

INTERNAL local

3 DATA DE REGISTRE 3 DATA DE REGISTRE
(FECHA DE REGISTRO / DATE OF REGISTRATION / DATE D'ENREGISTREMENT) (FECHA DE REGISTRO / DATE OF REGISTRATION / DATE D'ENREGISTREMENT)

26-01-2024 11:53 09-03-2022 13:09

4 DATA DE VENCIMENT DEL REGISTRE 4 DATA DE VENCIMENT DEL REGISTRE
(FECHA DE VENCIMIENTO DEL REGISTRO / DATE OF EXPIRATION OF REGISTRATION / DATE D'ECHEANCE DE L'ENREGISTREMENT) (FECHA DE VENCIMIENTO DEL REGISTRO / DATE OF EXPIRATION OF REGISTRATION / DATE D'ECHEANCE DE L'ENREGISTREMENT)

26-01-2034 09-03-2032

5 NOM DEL TITULAR 5 NOM DEL TITULAR
(NOMBRE DEL TITULAR / NAME OF OWNER / NOM DU TITULAIRE) (NOMBRE DEL TITULAR / NAME OF OWNER / NOM DU TITULAIRE)

H T " Me, i i rinl £ N s P T i 7 i 15 . .. . . .
Denominacio social (Denominacidn social / Name of company / Dénomination officielle compléte) Denominacié sacial (Deneminacidn social / Name of company / Dénomination officielle compléte)

SERALYS SERALYS
Forma juridica (Forma juridica / Legal form of constitution / Forme juridique)

SARL

Forma juridica (Forma juridica / Legal form of constifution / Forme juridique)

SARL




Examples - local.ad / internal.ad

OFICINA DE MARQUES

I PATEMTCS NVAKINDINPR A

OFICINA DE MARQUES

QU dns_value : *local.ad ~  Apr 22,2024 @ 00:00:00.000 - Apr 29, 2024 @ 00:00:00.000 C Refresh

Auto interval ~ Mo breakdown

hours)

Documents (7,047110) | Field statistics Columns 4 I Sortfields 1

@timestamp (T e k dns_value k record_type k client_ip
Apr :@8:88.888 wpad.local.ad A 81.134.96.26
Apr :@6:88.888 _ldap._tcp.def82253-876f-4c48-9847-cBb1baadc537.domains. _msdes... ] 81.134.96.28
Apr :808:88.888 eclipsefas?r.ad.local.ad A 173.194.183.7
Apr :@8:88.888 wpad.local.ad A 93.96.167.189
Apr :B0:80.0888 _ldap._tcp.dc._msdcs.newcastle.local.ad Y 81.134.96.14
Apr :@8:88.008 wpad.local.ad A 93.96.167.189
Apr 1@8:80.888 _ldap._tcp.linhopepru._sites.dc._msdcs.newcastle.local.ad ] 93.96.167.189
Apr :BB:88.888 nursetccargsl.ad.local.ad

Apr :B68:88.888 eclipsefas2r.ad.local.ad

Apr :@08:88.888 nursetccargsl.ad.local.ad

Apr :59:59. _ldap._tcp.dc. _msdes.newcastle.local.ad ] 81.134.181.22
Apr :59:59. _ldap._tcp.stmarys._sites.dc._msdcs.newcastle.local.ad ] 81.134.96.22
Apr :159:59, wpad.newcastle.local.ad A 81.134.97.1

s Apr 159:59. wpad.newcastle.local.ad A 81.134.97. 1




Examples - local.ad / internal.ad

= QOver 1,200 different domains / companies colliding with these domains.

In 2020, Microsoft purchased “corp.com” before the domain was put for auction.

Reached out to Microsoft via MSRC, but didn’t even make the triage.

Technical details relayed internally at Microsoft (thanks Dr. Nestori Syynimaa !).

Microsoft corporate domains service group reached out.
= Reopened MSRC case and “bough” the domains from us.

= But...



Examples - local.ad / internal.ad

= QOver 1,200 different domains / companies colliding with these domains.

In 2020, Microsoft purchased “corp.com” before the domain was put for auction.

Reached out to Microsoft via MSRC, but didn’t even make the triage.

Technical details relayed internally at Microsoft (thanks Dr. Nestori Syynimaa !).

% Microsoft laying off about 9,000
X' employees in latest round of cuts

PUBLISHED WED, JUL 2 2025.9:07 AM EDT | UPDATED WED, JUL 2 2025-4:11 PM EDT

Jordan Novet SHARE f
@IN/JORDANNOVET/



Examples - .box

Introducing .box - The World's First
Blockchain Native, DNS Routable Domain

@» FRITZ!Box

PR Newswire C  ® Not Secure | fritz.box
Thu, Jan 18, 2024 +« 3 min read

FRITZ!Box 7530

Welcome to your FRITZ!Box

Please log in using your password.

Password

Note:

The FRITZ!Box user interface is protected with an individual
password ex works. This password is printed on the sticker on
the underside of your FRITZ!Box.

Forgot your password?




Examples - .box

Introducing .box - The World's First
Blockchain Native, DNS Routable Domain

@» FRITZ!Box

PR Newswire C  ® Not Secure | fritz.box

Thu, Jan 18, 2024 +« 3 min read
T FRITZ!Box 7530

Command Prompt - .

C:\Users\VBoxUser»ipcontig

lWindows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : fritz.box

Link-local IPvb6 Address . . . . . : TeB@::e86f:34d1l:a6tb:bbeft#d
IPv4 Address. . . . . . . . . . . : 192.168.1.123

Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway . . . . . . . . . : 192.168.1.1

vidual
iicker on

Ethernet adapter VirtualBox Host-Only Network #2:

Connection-specific DWS Suffix

Link-local IPw6 Address . . . . . : feB0::adcc:dB892:bf5f:c968%5
IPv4 Address. . . . . . . . . . . : 192.168.56.1

Subnet Mask . . . . . . . . . . . : 255,255.255.8

Default Gateway :




Examples - .box

fritz.box

ADMINISTRATIVE PANEL DECISION
AVM Computersysteme Vertriebs GmbH v. 3DNS Privacy, LLC, John Doe
Case No. D2024-0706

Y Unavailable

1. The Parties

The Complainant is AVM Computersysteme Vertriebs GmbH, Germany, represented by
Kleiner Rechtsanwalte Partnerschaftsgesellschaft mbB, Germany.

The Respondents are 3DNS Privacy, LLC, United States of America (“United States”), and John Doe, United
States (the “Respondent”).

2. The Domain Name and Registrar

s Ja n 18, 2024 $33e b OX gTL D regiSt ratio n p u b I iCIy o pe n s The disputed domain name <fritz.box> is registered with NameSilo, LLC (the “Registrar”).

= Jan 22, 2024 - .fritz.box, 02.box and wpad.box registered by OxDc8c][...]Fe8B

= Jan 22, 2024 - domain fritz.box listed on opensea.io for 420 ETH (~ S 1 million)

= Jan 29, 2024 - Domain fritz.box re-listed on opensea.io for 99 ETH (S 250,000)

= Feb 15, 2024 - AVM open complaint with WIPO (World Intellectual Property Organization)
= Apr 12,2024 - WIPO decided to transfer the domain to AV

https://www.wipo.int/amc/en/domains/decisions/pdf/2024/d2024-0706.pdf



Examples - .box

fritz.box ADMINISTRATIVE PANEL DECISION
AVM Computersysteme Vertriebs GmbH v. 3DNS Privacy, LLC, John Doe
Case No. D2024-0706

x LIFI-EI'-."EI ilﬂ I:'l e 1. The Parties

The Complainant is AVM Computersysteme Vertriebs GmbH, Germany, represented by
Klainar Rachtcanwilta Partnarcchaftenacallerhaft mhR  MRarmanu

id John Doe, United

r/fritzbox « 2 yr. ago
Personal_Mud3182

Security issue related to DNS when accessing fritz.box url?

L]

Hi there,

Yesterday | have noticed that if | try to access the url "fritz.box" from the browser, | get a security warning regarding
the certificate. | was suspicious and | executed from the terminal, a "traceroute fritz.box". The output of the command
was warning that the URL is associated with several IP addresses.

Apr 12, 2024 - WIPO decided to transfer the domain to AV

https://www.wipo.int/amc/en/domains/decisions/pdf/2024/d2024-0706.pdf



Examples — zyxel.box / sphairon.box

Ceﬂsgs Q, Certificates ~ | names:"*sphairon.box/|

= Results

Certificate Filters Certificates
For all fields, see Data Definitions Results: 49,794 |Time: 16.555

Label:
# CN=*.sphairon.box

Let's Encrypt E6
Issuer: 2024-09-05 — 20241204
* sphairon.box

# C=DE, ST=Saxony, L=Bautzen, 0=Zyxel, OU=Sphairon, CN=\ sphairon.box
Zyxel sphairon.box
2024-10-21 — 2025-10-21
sphairon.box

# C=DE, ST=Saxony, L=Bautzen, 0=Zyxel, OU=Sphairon, CN=\ sphairon.box
Zyxel sphairon.box
2024-10-21 — 2025-10-21
sphairon.box

# C=DE, ST=Saxony, L=Bautzen, 0=Zyxel, OU=Sphairon, CN=sphairon.box
Zyxel sphairon.box
2024-10-21 — 2025-10-21
sphairon.box




Examples — zyxel.box / sphairon.box

& sphairon.box

= Results

v Available @) 120.00 USDC

Certificate Filte

For all fields, see Dz

Buy Domain -
Label:

LTl CHG ypLCw
Issuer: 2024-09-05 — 20241204
* sphairon.box

# C=DE, ST=Saxony, L=Bautzen, 0=Zyxel, OU=Sphairon, CN=\ sphairon.box
Zyxel sphairon.box
2024-10-21 — 2025-10-21
sphairon.box

# C=DE, ST=Saxony, L=Bautzen, 0=Zyxel, OU=Sphairon, CN=\ sphairon.box
Zyxel sphairon.box
2024-10-21 — 2025-10-21
sphairon.box

# C=DE, ST=Saxony, L=Bautzen, 0=Zyxel, OU=Sphairon, CN=sphairon.box
Zyxel sphairon.box
2024-10-21 — 2025-10-21
sphairon.box




Examples — zyxel.box / sphairon.box

@ sphairon.box

«" Awvailable {

Microsoft Windows [Version 10.8.19043.1110]
Certificate Filte (c) Microsoft Corporation. Alle Rechte vorbehalten.
For all fiel e Dz

Buy [C :\Users\Sebastian>ipconfig /all

Label:

TR Windows-IP-Konfiguration
Hostname . . . . . . . . . . . . : DESKTOP-MAV(}/96
Primdres DNS-Suffix . . . . . . . :

Knotentyp . . . . . . . . . . . . : Hybrid
IP-Routing aktivier - = « « - . 2 Nein
WINS-Proxy aktiviert . . . . . . : Nein
DNS-Suffixsuchliste . . . . . . . : sphairon.box

=Sphairon, CN=\ sphairon.box

OU=Sphairon, CN=sphairon



Examples — zyxel.box / sphairon.box

Q1 dns_value : *.sphairon.box ~  Sep 30, 2024 @ 00:00:00.000 - Oct 7, 2024 @ 00:00:00.000 C Refresh

faaaa]

Auto interval No breakdown

0:00:00.000 - Oct 7, 2024 @ 00:00:00.000 (interval: Auto - 3 hours)

Documents (2,416,412) Field statistics Columns 4 I Sortfields 1

@timestamp (T <l k dns_value k record_type k client_ip
Oct 7, & B0:00:88. _aaplcachel._tcp.sphairon.box TXT 172.217.33.
Oct 7, = 88 :88. _aaplcache._tcp.sphairon.box TXT

Oct 7, E 88 :88. _aaplcachel._tcp.sphairon.box TXT

Oct 7, = 88 :88. wpad . sphairon.box

Oct 7, g 88 :88. _aaplcache3._tcp.sphairon.box

oct 7, = 88 :88. _aaplcached4._tcp.sphairon.box

oct 7, E 88 :88. _msdcs.nt-autorit\195\164t.sphairon.box

oct 7, [ 88 :88. _msdcs.nt-autorit\195\164t.sphairon.box

oct 7, E 88 :88. _aaplcache2._tcp.sphairon.box

Oct 7, € 09:00:00. _aaplcached4._tcp.sphairon.box

Oct 7, E ;88 :688. _ldap._tcp.dc._msdcs.nt-autorit\195\164t.sphairon.box

Oct 7, = ;88 :688. _ldap._tcp.dc._msdcs.nt-autorit\195\164t.sphairon.box

Oct 7, E ;88 :688. _aaplcache3._tcp.sphairon.box

Oct 7, = ;B8 :88. _aaplcacheZ._tcp.sphairon.box




Examples — zyxel.box / sphairon.box

Hi Philippe,

Thanks for reaching out. Based on the IP list you
provided, we observed that zyxel.box and sphairon.box
were resolved from IP addresses located all over the
world. We believe that most of the sources are not
from a LAN-based host behind a Zyxel CPE since our
devices using those two domains are only deployed in
some regions in Europe. Although the level of potential
risk exposure is relatively low.

Regards,
Zyxel PSIRT




Examples — zyxel.box / sphairon.box

Hi Philippe,

Thanks for reaching
provided, we observ

[

HTTD1

HTTD}

(BTTP1}

L&

Lik

Hlil)

GET request from: ::£f£££:217.91.154.236 URL:

NTLMv2 Client
NTLMv2 Username :
NTLMv2 Hash

217
DEN

moeller: :DENTO1.DOM:c3be3a7463e43e5e:4ASEFS0C8367FB1I
50036003200330001001E00570049004E002D0047003200580052004300310042004100480032

16
ieller

were resolved from or e
. 2005800540043003100420041004800320033002E0035003600320033002E004C004F00430041
World. We bEIleve tl' 00000200000344280E820D06ATA133827586FB76FS0369BF82ASEAS8SBE14AOF3SDFDASS5631DBOAI
EO07300700068006100690072006F006EOO2E0062006F0078000000000000000000
from a LAN-based h e 3 v

[ETTP] WPAD (auth) file sent to 217.91.154.236

devices using those f
some regions in Eurc
risk exposure is rela

Regards,
Zyxel PSIRT

00000020

Sending NTLM authentication
Sending NTLM authentication
Sending NTLM authentication
Sending NTIM authentication
Sending NTLM authentication

GET request from:

ssLfff:93.

Sending NTLM authentication

NTLMv2 Client
NTLMv2 Username
NTLMv2 Hash

)
)
)

a3
RE!
Re:

request to 79.192.32

request to 87.164.35.
.8

request to 91.60.202

request to 79.192.32.
request to 93.241.71.

241.71.209 URL:
request to 79.192.32
S
\Reservierung2

'2: :RESERVIERUNG:ca25cf4c287€€b70:SFES36F
2000800350036003200330001001E00570049004E002D004700320058005A00430031004200411

.204

34

204
209

.204

e T

T

'908C8BA:01010000
11400350036003200
11400350036003200
10000000000000000

ISEBC89291B31CFE:
1I3300040014003500

......




Examples — zyxel.box / sphairon.box

Hi Philippe,

Thanks for reaching ( '*
provided, we observ,

were resolved fr
world. We beliey
from a LAN-base
devices using the
some regions in
risk exposure is

Regards,
Zyxel PSIRT

fETT?_ GET request from: ::ffff:217.9£.l$é.236 URL:
NTLMv2 Client ¢ 237 6
NTLMv2 Username : DEN ieller
[HTT! NTLMv2 Hash : moeller: :DENTO1l.DOM:c3be3a7463e43e5e:4AS5EFS0C8367FB1I S08C8BA:01010000
SANIENNI2NO0IINNATANTIFAASTANAGANAFNA2DANSTANRI2ANSRNANSANN43003100420041004800321 11400350036003200
Hl Phlllppe 3002E004C004F00430041/ 11400350036003200
! E14A0F3SDFDASS631DBOAI 10000000000000000
00000000000
Thanks for providing the updated PoC. Based on the -y
traffic you captured, we believe it could result in 34
potential risks if the hosts behind a Zyxel CPE .
configured an external DNS server/resolver rather than 209
the CPE itself. To prevent our customers' risk exposure, |,
we plan to register the domain names used in the CPE.
5cf4c2876€6b70:SFES36F EBC89291B31CFE
How can we proceed? 8005A0043003100420041 3300040014003500

Regards,
Zyxel PSIRT




Examples — zyxel.box / sphairon.box

Hi Philippe,
Thanks for reaching J;
provided, we observ, NTI

were resolved fr
world. We beliey
from a LAN-base
devices using the
some regions in
risk exposure is

Regards,
Zyxel PSIRT

Thanks for p
traffic you ca
potential ris
configured a
the CPE itsel
we plan to re

How can we

Regards,
Zyxel PSIRT

Certificate of Recognition

This is to award that

Phil ~aturedli from Seral

has contributed to our security vulnerability

reporting program to improve Zyxel's security.

ZYXEL tovisao

Your Networking Ally Certificate ID: 241101

Y

ho C.. Bl e

Neko C. Y. Lee
PSIRT Lead
Zyxel Corp.

BRSSP RVAVAVAY

.......




Examples — zyxel.box / sphairon.box

But...

L—E dig Ba.nic.box zyxel.box
;; BADCOOEIE, retrying.

; <<»> DIiG 9.20.4-4-Debian <<>> Ea.nic.box zyvxel.box
; (2 servers found)
global options:
Got answer:
->>HEADER<<—- opcode: QUERY, status: HOERERCE, id: 35154

flags: gr rd; QUERY: 1, AWNSWER: 0, AUTHORITY: 2, ADDITICHAL: 1
;; WAENING: recursion requested but not available

+cmcl

OFT PSEUDOSECTION:

; EDHNS5: wversiomn: 0, flags:; udp: 1232

; COCEIE: 3e38ebi2clef8ld32201000000683b6608deTebb28b14f81d9 (good)

;s QUESTION SECTION:

szyxel . box. IN L

;+ AUTHORITY SECTION:

zyxel.box. 3600 In NS nsl.srls.io. € ——
zyxel.box. 3600 IH NS ns2.srls.io. h
f: Query time: 0 msec

;; SEEVER: 194.189.218.139453(a.nic.box) (UDF)

WHEN: Sat May 31 16:26:48 EDT 2025
M5G 5IZE rcwvd: 109

L s dig fa.nic.box sphairon.box
;:; BADCCOOKIE, retrying.

; <<>> DiG 9.20.4-4-Debian <<>> @a.nic.box sphairon.box
; (2 servers found)
global options:
Got answer:
->>HEADER<<- opcode: QUERY, status: NCERRCR, id: 12&77

flags: gr rd; QUERY: 1, ANSWER: O, AUTHORITY: 2, ADDITICHAL: 1
WARNING:

+cmd

recursion regquested but not available

;¢ OPT PSEUDDSECTIOCHN:

; EDNS: wersion: 0, flags:; udp: 1232

; COOETIE: b693cdleT7868afccOlO00000e83be684aceb59189%0belafe (good)

;s QUESTICH SECTION:

;sphairon.box. IN B

;; AUTHORITY SECTICH:

sphairon.box. 3600 IN HS nsl.srls.io. h

sphairon.box. 3600 IN HS ns2.srls.io. h
0 msec
169.218.1394#53 (a.nic.box) (UDE)

le:28:52 EDT 2025 %

112




Example — eph-dk / cph.ad

openssl s client
fc**;ﬁt'*c Lo 153.110.198.42

ftps.cph.dk: 21 ftp

fdept:—; DC=ad, D2=cph, DC=klh, CH=CPH Issuing CA SHAZS6-1

verify error:nun—20:unakble to get local issuer certificate
rverify return:l

depth=0 CH=-mv-ftps0l.klh.cph.dk

Fverify returm:l

fcertificate chain

" o s:CH=mv-ftps0l.klh.cph.dk

:DC=ad, DC=cph, DC=klh
:PEEY: rsaEncryption,

:HotBefore: Aug 15 08:
1 DC=ad, DC=cph, DC=klh,
:CH=CPH Root CA SHRZS56-
:PEEY: rsaEncryption

’ 8 I
iHotBefore: Dec 16 05:55:58 2020 GMT; HotAfter: D

CH=CPH Issuing CAh
(bit) s sigalg:
2025 GMT; HNotAfter

CH=CPH Issuing CA& SHAZS56-]

o= e

E Y

AAAAGBTTAN

IRALAGETTANBokghkiGOwWOBADSE
RDEQHR:WERYK:Z:K;ZP}:::Epif fﬂ“x*zhﬁﬂccbk_apk IsZAEZFgHjcGogxE=zAR
BgodkiaJk/IsZAEZFgNrbGgxIDAeBgNVBAMTFONQSCEBJc3N1aWSnIENBIFNIQOTIL
Hi0xMB4XDTIIMDgrNTA4M=zIx0FoXDTI3MDgxNTA4Mz IxCFowHzEdMEsGRA1IUEAXMT
bhftg:inth_mtSGQE_dpgddpswggz_uaquaqpa_baE;LEL:JRRQ_EDwchc*{
BolBARODTglzgf+cnTml 3HEMTSu3IeEXfZreS3JL12gb7h+zWttRaZ+odZ2 206 GHe
31E+1FLUOGP/ ML zxL.OScRuaNojaCBDpuxEoSjTe31Cfg=sl/nl1Se6rejkgShl150K0
SSuVITFzeLUxSFoRIRREiISuCzOnalgqovd jsGol S8 klIWDAImBNWGE2ZE jn2NICPEs1
UANTpG+Dbvr3WEhe l2VBEGFpMLOTYC+1 j350e00H] fMzhNTe /WEGEEKBUS4 6 kvmPHV

[R8]

[R8]

GMT

GMT

af Certificate

Details  Certification Path

Genera
Shaow:

Field
] ubject Key Identifier
Alternative Mame
ey Identifier
RL Distribution Points
Authority Information Access
il Key Usage

. Thumbprint

Value

[1]CRL Distribution Point: -
[1]Authority Info Access: Acc...
Digital Signature,

fed49aacb 3759062

Enc ||:-I'n-r

Copy to File. ..




Example — eph-dk / cph.ad

I openssl s client ftps.cph.dk: 21 ftp

Connecting tc__95 110.1598.42

CONNECTED (Q0Q000003)

Fdepth=1 DC=ad, DC=cph, DC=klh, CHW=CPH Issuing C&L SHAZS56-1
verify error:nun—20:unakble to get local issuer certificate

rverify return:l
depth=0 CH=-mv-ftps0l.klh.cph.dk

Fverify returm:1l

0 =:

o= e

E Y

T e ARAACETTA

CCEBAZgAwIBAgITEWABge 0 L JOTAduoW3gqwiARRAGETTANBgkghki GOSWOBAQSE
ADBgMRIWEAYRECZImi ZPyLGOBGRYCYWOXxEzARBgoJkiadk/ IsZAEZFgNjcGgxEZAR
BgodkiaJk/IsZAEZFgNrbGgxIDAeBgNVBAMTFONQSCEBJc3N1aWSnIENBIFNIQOTIL
Hi0xMB4XDTIIMDgrNTA4M=zIx0FoXDTI3MDgxNTA4Mz IxCFowHzEdMEsGRA1IUEAXMT
EXYrZnBweczAxImtsaCsjcGoguZGswggEiMAOGCSgGSTIL3DOEBAQUARATEDWAWGGER
BoTBAQDTgOzgf+cnTml 3HRM T Su3leEXfArt S3JL12gbhTh+zWttRaZ+odZ206xGHe
31E+1FLUOGP/ ML zxL.OScRuaNojaCBDpuxEoSjTe31Cfg=sl/nl1Se6rejkgShl150K0
SSuVITFzeLUxSFoRIRREiISuCzOnalgqovd jsGol S8 klIWDAImBNWGE2ZE jn2NICPEs1
UANTpG+Dbvr3WEhe l2VBEGFpMLOTYC+1 j350e00H] fMzhNTe /WEGEEKBUS4 6 kvmPHV

af Certificate

General Details  Certification Path
Shaow:

Field Value
'Suhmctﬁeyldenﬁﬁer a306d852967d42bare4aab. ..
Alternative Name ) =mv-ftps0 1.kh.cph...
ey Identifier = : 3of
RL Distribution Points [1]CRL Distribution Point: "
)| Authority Information Access  [1]Authority Info Access: Acc...
' sher...
di...

Copy to File. ..



Example — domenakwp.ad

openssl 2 client ]

L=Erakiw, O=EWF,
CH=EWPSublCh

, ST=Malopolska, OU=Policja, CH=sveaba
d DC=domenakwp,

shaSl2WithRSAEncryption
GMT; HNotAfter: Sep

RSA, zigalqg:

13T 2025

a:PEEY: 2048 (bit):;

v:NotBefore: Sep 4 10:
————— BEGIN CERTIFICATE————-
MITHODCCERigAWIBAgITYWADROMBGAL1IEYVYbgRALRANFAZANBgkgqhki GO9wIBAQOF
ADBCMRIWEAYECZImi ZPyLGOBGRYCYWORGTAXBgoJkiadk/IsZARZFglkbk211bmFr
A3AxETAPBgNVBAMT CEtXUFN1YENBMB4AXDTI IMDEWNDEWMT I zN1 oXDT I 3MDEkWwHDEW
HMTIzNlowga8xCzAJBgNVBAYTA] BMMEOWEgYDVOOIDATHY cWCE3BvEHNr YTEQMR 4G
ARIUEBWwwWHS 3 Jha0zdzEMMACGA I UEChHMDS 1 AQMRAWDg Y DVOOLEWwAQL 2 xp Y 2phMBwWw
GgYDVOODEXNzdnVhYmEuZGot ZWSha3dwlnFEMSTwIAYDVOODEx I maWx]l cySzdmVh
Ot ZWSha3dwlmFEMRYwFAYIWOODDAOZGOtZWSha3dwlmFEMTTET  ANBgkg

1

4 10:12:

Tdomenakwp . ad,

CH=files.sveaba.domenakwp.ad,

CH=*domenakwp.ad

Polish

Komenda
Wojewodzka Policja

English

Provincial Police
Headquarters




Example — domenakwp.ad

QU dns_value : *domenakwp.ad C Refresh

Ay

Auto interval v No breakdown

5th -
September 2025

Sep 5, 2025 @ 00:00:00.000 - Sep 12, 2025 @ 03:25:13.763 (interval: Auto - 3 hours)

Documents (729,155)  Field statistics Columns 4 L Sortfields 1

@timestamp (© J  k dns_value k record_type k client_ip
Sep 12, 2025 :25:00.639 msoid.domenakwp.ad 20.50.75.187

Sep 12, 2825 :24:59.631 svav.domenakwp.ad 194.69.174.53

A

Sep 12, 2825 :24:59.632 svav.domenakwp.ad A 194.69.174.51
A
A

Sep 12, 2825 :24:59.631 msoid.domenakwp.ad 13.74.2062.165
Sep 12, 2825 :24:59.630 msoid.domenakwp.ad 20.50.75.1

Sep 12, 2825 124:59.630 msoid.domenakwp.ad 20.50.75.202
Sep 12, 2825 :24:59.630 msoid.domenakwp. 20.50.82.184

Sep 12, 2025 :24:59.629 msoid.domenakwp. 20.50.82.9




Example — domenakwp.ad

Ls grep -ai "X-User-Identity:" log sort -u

4 X-User-Identity:
IX-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:
X-User-Identity:

Wwwig BEHEMFFRFRFRUDLLURE QW

lik@malopolska.policja.gov.pl
@malopolska.policja.gov.pl
ierski@krakow.policja.gov.pl
lczyk@krakow.policja.gov.pl
n@malopolska.policja.gov.pl
anik@krakow.policja.gov.pl
Michalczyk@krakow.policja.gov.pl

@krakow.policja.gov.pl

@chrzanow.policja.gov.pl
k@chrzanow.policja.gov.pl
aloswiecim.policja.gov.pl
hrzanow.policja.gov.pl
ior@chrzanow.policja.gov.pl
@tarnow.policja.gov.pl
ak@chrzanow.policja.gov.pl
yn@chrzanow.policja.gov.pl




Example — netsgreup-com / netsw.it

& Certificate

General petails Certification Path

N&TS GROUP

N&TS GROUP has been operating in the electronic payments market for 30

Certificate Information

L

Windows does not have enough information to verify
this certificate.

years as a technological partner. It is recognized as a leading European
company in electronic payment software solutions, with a strong
commitment to security and compliance within industry standards.

Issued to: testeps.netsw.it

frsuedby: i certieston Aufery " Foundedin 1995

Vakd from 7/8/2019 to 12/11/2035 = Domain netsw.it registered on 1999-05-04

" Domain netsgroup.com registered on 2016-10-24
= Domain netsw.it expired on 2025-06-01




Example — netsgreup-com / netsw.it

GET /wpad.dat HTTP/1.1

Connection: Keep-Alive

Accept: */*

User—-Agent: WinHttp-Autoproxy-Service/5.1
Host: wpad.netsw.it

grep "GET /wpad.dat HTTP/1.1" log WC
196849




Example: Absorb LMS

/‘ i bSOr b Why Absorb Products Solutions Pricing Customers Resources Q Free Trial

000 /O
=0 6% L&

34 M Users 2,900+ Customers 190 Verticals

®

34 Countries N2 Awards




Example: Absorb LMS

[ T T P2 T Ohoot ot ~ . [ F

— L ]

4 fioor

Global @
elraining

Trusted by today's biggest brands

A uhuie. ]

TOYOTA

D ——

Why Absorb Products Solutions Pricing Customers Resources Q Free Trial

vz Insperity

—

Jdohnson&Johnson Sn M S U N G @

L

Cgrgr!ggie

—23




Example: Absorb LMS

IJ e . g g . — . m
/‘ Y bSO[’ b Why Absorb Products Solutions Pricing Customers Resources Q Free Trial

.f Certificate . +f Certificate >

o General Detzilz Certification Path General Details  Certification Path

9¢
N Show:

Field Value

Windows does not have enough information to verify ' .
this certificate. Dﬁ.-'alld to Tuesday, January 29, 2030 2:...
DSul:uject

<All=
i} Certificate Information

gbsorb.ad, IT, Absorb Softwa...
[=|Public key RSA (2048 Bits)

DPul:ulic key parameters 0500

§5ubject Alternative Mame DMS Mame=%.ahsorb.ad, DMS ...
(15| Basic Constraints Subject Type =End Entity, Pat...

.@ Authority Key Identifier KeyID=418af38eb46f5006559. ..
'?_'] Suihirrt Kew Tdentifier de1hr3E6f=E36aff1rEaR Tdda

Issued to:  absorb.ad

DMS Mame=".absorb.ad

DMS Mame=,sandbox, absorb,ad
Issued by: AbsorbLMS CA DMS Mame=".integrator.absorb.ad

DNS Name=".integrator. blatantmedia. ad <€—
DMS Mame == artifactory.absorb, ad
valid from 1/30/2025 to 1/29/2030

Global @
elraining

Install Certificate. .. ssier Statement dit Properties Copy to File. ..




Example: Absorb LMS

IJ . ; . . = - m
/‘ Y bSO[’ b Why Absorb Products Solutions Pricing Customers Resources Q Free Trial

.f Certificate . +f Certificate >

o General Detzilz Certification Path General Details  Certification Path

$21.98

Renews at $23.98/yr

L L

B 030 2i...
| | | DSul:uject gbsorb.ad, IT, Absorb Softwa...

$21.98

Renews at 523.98/yr

; Pat...

(5| Autherity Key Identifier KeyID=418af33eb46f5006593. .,
'?_'] Suihirrt Kew Tdentifier de1hr3E6f=E36aff1rEaR Tdda

v

Issued to:  absorb.ad

DMS Mame="*,absorb.ad

DMS Mame=*,sandbox.absorb.ad

DMS Mame=".integrator.absorb.ad

DMNS Mame==.integrator. blatantmedia.ad h
DMS Mame == artifactory.absorb, ad

Issued by: AbsorbLMS CA

Valid from 1/30/2025 to 1/29/2030

Global @
elraining

Install Certificate. .. ssier Statement dit Properties Copy to File. ..




Example: Absorb LMS

) dns_value : *absorb.ad v Last7days O©

Auto interval ~ Mo breakdown

(1 dns_value : *blatantmedia.ad ~  Last 7 days

Auto interval ~ MNo breakdown -

May 24, 2025

Documents (98,904) Field statistics

:03.820 (interval: Auto - 3 hours)

@timestamp (D) k dns_value

May @ 21:38:21.77 bamboo .absorb.ad Documents (3,036,673)| Field statistics Columns 4 I Sortfields

" May @ 21:38:21.77 bamboo.absorb.ad k dns value

usel-int-log-62.blatantmedia.

@timestamp (&) e
May 31, 2625 @ :45:45.957

k record_type ¢ client_ip

May @ 21:38:15.727 confluence.absorb.ad .59.144.93

May I +37:59.5 bamboo.absorb. ad ~ May 31, 2825 @ :45:45.957 usel-int-log-81.blatantmedia. .96.15.73

May [ +37:59. bamboo.absorb.ad s May 31 = :45:45.954 usel-int-log-81.blatantmedia. .125.186.94

May & +37:5G.5 bamboo.absorb. ad s May 31 cgyl-int-prt-81.blatantmedia. .59.135.147

May e +37:50. bamboo.absorb. ad s May 31 usel-int-log-84.blatantmedia. 285.171.253.

May € 21:37:41.47 euwl-prd-app-81.absorb.ad May 31 usel-int-log-84.blatantmedia.

May g :37:21.337 bamboo.absorb.ad s May 31 usel-int-log-81.blatantmedia.

May = :37:21.337 bamboo.absorb.ad s May 31 usel-int-log-83.blatantmedia.

May e :37:88. canl1-prd-app-81.absorb.ad May 31 usel-int-log-83.blatantmedia.

May

May

bamboo.absorb.ad

bamboo.absorb. ad

May 31
May
May

May

usel-int-log-83.
usel-int-log-83.
usel-int-log-84.

usel-int-log-84.

blatantmedia.
blatantmedia.
blatantmedia.

blatantmedia.

= | = > > > > | I> | > I I | I I  I»

64.59.128.128
64.59.135.133
64.59.128.121

64.59.135.145




Example: Absorb LMS (Disclosure)

= Reported to security@absorblms.com — (May 9t")

= Messaged Absorb Software’s social media (LinkedIn & X) — (May 9t")
» Messaged Absorb CTO (Obaidur Rashid) via LinkedIn — (May 12t")

= Public post on LinkedIn — (May 15t")

* Emailed security@absorblms.com again... — (May 15%)

= Reported via contact form on their website — (May 19t @ 7:42pm)
=  Email from Sales - (May 19t @ 7:48pm)
* Phone call from Sales - (May 19t @ 7:54pm)



Example: Absorb LMS

RE: [AbsorbLMS/BlatantMedia] - Internal Domain Name Collision | () Summarize
S i ]
Security <security@absorblms.com > ) T | il e Y
S ° To @& Philippe Caturegli Thu 8/7/2025 1:51 PM

(i) You replied to this message on 8/13/2025 9:02 AM.

ar r

b. Confirm successful transfer via Admin panel of Absorb registrar
7. Motify the researcher once complete.

As for the identified vulnerability, we have confirmed your findings and will offer a payout of $2000 (USD) in accord-
ance with our bug bounty program. The payout will be processed via ACH or wire transfer, depending on your

preference. Please let us know which method you would prefer, and we will follow up regarding the required
payment details.

Thanks again for your collaboration and responsible handling of this issue. We look forward to resolving this
together and continuing a productive relationship.

Best Regards,

/

This messags and any files associated with it may contain legally privilaged, confidential, or proprietary information. If you are not the intended recipient, you are not pemitted
to use, copy, or forward it, in whole or in part without the express consant of the sender. Please notify the sander by reply email, disregerd the foregoing messages, and dalete it

immediataly.




Example: Absorb LMS

RE: [AbsorbLMS/BlatantMedia] - Internal Domain Name Collisio
| | @ | € Reply

Security <security@absorblms.com >

5 To @& Philippe Caturegli

(i) You replied to this message on 8/13/2025 9:02 AM.

ar

b. Confirm successful transfer via Admin panel of Absorb reg
7. Motify the researcher once complete.

As for the identified vulnerability, we have confirmed your findings and will ¢
ance with our bug bounty program. The payout will be processed via AC
preference. Please let us know which method you would prefer, and we
payment details.

Thanks again for your collaboration and responsible handling of this issue. We look forward to resolving this

together and continuing a productive relationship.

Best Regards,

/

This messags and any files associated with it may contain legally privilaged, confidential, or proprietary information. If you are not the intended recipient, you are not pemitted
to use, copy, or forward it, in whole or in part without the express consant of the sender. Please notify the sander by reply email, disregerd the foregoing messages, and dalete it

immediataly.

I absorpb

Bug Bounty Program




Example: Absorb LMS

4 absorp

RE: [AbsorbLMS/BlatantMedia] - Internal Domain Name Collisio

e« No Unauthorized Access

5 To @ Philippe Caturegli

You replied to this message on 8/13/3

Participants must not access, modify, or delete any data that does not belong to them. Any attempt to
access sensitive data, including user information or proprietary company data, without explicit
authorization is a breach of this agreement and will result in immediate disqualification from the Bug
Bounty F’rc::gram and may result in legal action.

Asfor the identified vulnerghili

ance with our bug bountyes Ccnfldentlallty
preference. Please let ug _ _ o S
payment details. You agree to keep all details of discovered vulnerabilities confidential until they have been resolved

.md publicly disclosed by Absorb. Premature disclosure could expose users to risks and will be treated
s a violation of this agreement.

b. Confirms
7. Motify the researc

Thanks again for your co
together and continuing §

*» No Public Disclosure
Best Regards,

Participants are prohibited from publicly disclosing vulnerabilities without prior written consent from

4 Absorb. Unauthonzed disclosure will result in disqualification from the Bug Bounty Program and may

l lead to legal action. This ensures vulnerabilities are addressed responsibly without exposing users to
potential harm.

to use, copy, or forward it, in whole or in part without the express consant of the sender. Please notify the sander by reply email, disregerd the foregoing messages, and dalete it

This messags and any files associated with it my

immediataly.



Example: Absorb LMS

4 absorp

RE: [AbsorbLMS/BlatantMedia] - Internal Domain Name Collisio

e« No Unauthorized Access

S To

® " - npt to
. _ ) e < Reply | % Reply Al Forward | | oy | | =+~ | RLAANSS
You replieg S Security <security@absorblms.com: LS L ) ey Y xplicit
Ta @ Philippe Caturegli Thu 97472025 1:34 PM 1S
° pp g Bug
7. Cc @ Karina Rudnytsky o g
You replied to this message on 9/4/2025 3:18 PM.
Asfor
ance Hi phlllppﬂ,
prefe

Paym Thank you again for your recent bug bounty submission.

Than

toget We wanted to let you know that we are actively working on the matter. Karina Rudnytsky, our VP of Legal, will be reaching out

to you shortly to discuss the next steps.

Best Regard{ We appreciate your patience and the time you have taken to report this.

from

l’ Best regards,
This messags and r
to use, copy, or for

immediataly.




Other Example: Fat fingered NameServers (.gov)

; <<>»>» DG 9.19,17-2~kalil-Kali <<»>> N3 @a.ns.gov brownsburg.gov
s (2 servers found)

;7 global options: +cmd

s+ Got answer

;¢ —>>HEADER<<— opcode: QUERY, status: HNCOERRCE, id: 28476

;; flags: gr rd; QUERY: 1, ANSWER: 0, AUTHCRITY: 2, ADDITIOHAL: 1
;¢ WABNING: recursion requested but not available

s+ OPT PSEUDOSECTICH:

EDHS:

ATTE ST T e
LQUE S L TN

"

H- SECTICH:

rbrownsburg.gov.

ATUTHORI SECTION:

;s AUTHORITY
brownsburg.gov.

brownsburg.gov.

ror
ror
ror

IN

dmaincntrol.
domaincntrol.com.

nssl.
nssl.

COom.




Other Example: Fat fingered NameServers (.gov)

InPrivate 1] @I brownsburg.gov

S ~
Certificate brownsburg.gov

General Detsilz: Certification Path

?; Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
« Ensures the identity of a remote computer
e 2,23.140.1.2.1

Issued to: brownsburg.gov

This domain is misconfigured

Issued by: ES _ o
Redirecting in 3 seconds. ..

valid from 1/22/2025 to 4/22/2025

Enstall Cerﬁﬁcate...i Issuer Statement




Other Example: Fat fingered NameServers (.gov)

<

—# dig MX @83.8.8.8 brownsburg.gov

; €<>> DI 9.19.17-2~kalil-Kali «<<>> MY @8.5.5.8% brownsburg.gov

;s {1 server found)

;7 global options: +cmd

;+; Got answer:

;s —>>HELDER<<- opcode: QUERY, status: HNOERRCER, id: 58403

:2 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHCRITY: 0, ADDITICHAL: 1

;s OPT PSEUDOSECTIOCN:

: EDNS5: wversion: 0, flags:; udp: 512

s+ QUESTICH SECTICH:

sbrownsburg.gov. IH MX

¢+ LNSWEER SECTICH:
brownsburg.gov. 21600 IH MX 1l smtp.google.com.

;s Query time: 50 msec
:: SERVER: 5.8.8.8#53(8.8.8
;sr WHEH: Tue Jan 14 09:48:59
;¢ MS5G SIZE rcwd: T4

=
L]

) (UDF)
EST 2025




Other Example: Fat fingered NameServers (.gov)

# dig MX @3.8.8.8 brownsburg.gov

; €<>> DI 9.19.17-2~kalil-Kali «<<>> MY @8.5.5.8% brownsburg.gov
: (1 server found)
;7 global options: +cmd

;; Got answer:
;; ->>HEADER<<- opc{ BE [ T \l’

:: flags: gr rd ra:

|

GOV DNS pwnage - Message (HTML) jol — O

File Message Hel Acrobat
:: OPT PSEUDOSECTIO — P

; EDNS: wersion: 0 -
L. oomsTrom szerrow, M~ B B3+ | U~ €5 € — | W shareto Teams M B8 fE. |
'l

sbrownsburg.gov.

f; LNSWER SECTION:

S — .GOV DNS pwnage | @ Summarize

;: Dmery time: 30 ms 37 4 —3 T
Query Tame: B0 @ DNS Master <dns@brownsburg.gov= £ 1©@19% -

:: SERVER: B.85.85.8#] DM N — i a5 Ann

:: WHEHN: Tus Jan 14 TP TELAsITE :

;¢ MSG SIZE rowvd: (i) If there are problems with how this message is displayed, click here to view it in a web browser

CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you recognize the

sender and know the content is safe.

It works 1!




manage.get.gov

" 9= Home | get.gov X +

€ - C @ 2% getgov

£= An official website of the United States government Here's how you know

get.gov

It should be easy to identify
governments on the internet

.gov is the top-level domain for governments in the U.S

Manage your domain

k




manage.get.gov

“ *  The public's one account forge X

€« > C M 2% login.gov 4

£= An official website of the United States government Here's how vou know ~

@ Language v Signin with @ LoGIN.GoV

O LOGIN.GOV

What is Log v?  Whouses Log v?  Createanaccount  Help center m

The public’s one
account for
government. |

Use one account and password for secure, private

access to participating government agencies.



manage.get.gov

93
sl

The public's

€ - C [

<

Ll £= An official

The
acca
gove

Use one ;

access {q

Manage.get.gov /

src / registrar / config / urlspy (0

v  €) GitHub - dsagov/manage.gets X + — O x
<« C m 2% github.com/cisagov/manage.get.gov/ b ¢ ® B @ ¢ O & Incognito (3) Finish update }
. . A
[_:] cisagov / n1anage,get,ggv Public Q Notifications % Fork 25 7 Star 64
<> Code (%) Issues 319 il Pull requests 12 () Actions [ Projects 1 0 wiki ) Security [~ Insights
P main - F © Q Go to file <> Code ~ About
A Django-based domain name registrar
oy - ICAM Chres = — Oa S 15 s oo L i o - .
¥*% erinysong 3684: Organization overview pa.. @@ 9déd51e - 5 days ago "C) 12,278 Commits that interfaces with an EPP registry
B github Cla uage and fix links in dev o... ast week & getgov
B docs Define platform in docker-compose fi 2 weeks ago [ Readme
B View license
B ops #3806: Add aa sandbox to workflows | 2 weeks ago G0 e
B sc 5 days ago A Activity
[ Custom properties
0O .gitignore tweak gitignore 7 months ago
Y7 64 stars
D CONTRIBUTING.md Update contributing.md (#3815) 2 weeks ago &® 9 watching
Y 25 fork
[ LICENSE.md Dedicate our work to the public 3 years ago e
Report repository
[ README.md Update README.md ast year
Releases 358
] README &[5 License Z[8 Security =

Infrastructure as a (public) service

The .gov domain helps U.S.-based government organizations gain public trust by
being easily recognized online. This repo contains the code for the new .gov registrar
— where governments request and manage domains — and other artifacts about our
product strategy and research.

© Vi118.0

Latest

Contributors 30
EI’? E:

TR0V O
1902000




manage.get.gov

b o GitHub - asagov/manage.gety X + = O =
b *  The public's
< ¢ A o3 gith w | Django site admin x ar — O X
<« rd c ﬂ a) ; & » C @ 25 manage.get.gov/admin/analytics/ i © 0 % g’; Im} 34 Relaunch to update
. &= Anofficial _ .govadmin
<> Code (%) Issues 319

Home
B P © Registrar Analytics
fr. ennysong - Hore At a glance Current domains
User Count: 11396
el _oun % All domain metadata * Current full % Current federal
Domain Count: 13120
Domains in READY state: 11972
. 5
Domain applications (last 30 days): 627 &2 S GlEmET A T 2R R
Approved applications (last 30 days): 97
= Average approval time for applications (last 30 days): 10 days
SIC
[ .gitignore
Growth reports
acco |_f| CONTRIBUTING.md
Start date: JiWEFE B BaEEEEE 01/1
ve [ LICENSEmd
' ' «
g By * Domain growth * Request growth * Managed di ns U ged domains @ Update charts

[ README.md

Use one ; [IJ README &[5 Licensd

access {q
Infrastruct

The .gov domain help
being easily recognizd
— where governments
product strategy and — — — —




manage.get.gov

v  €) GitHub - dsagov/manage.gets X + — O x
“ *  The public's
< ¢ A o3 gith w | Django site admin x ar — O X
<« rd c ﬂ 2 cisagov / mar 1ge = > C M 23 manage.get.gov/admin/analytics/ Ty ® 0 = Q Im} &y Relaunch to update
+ cisagov/manage.
B R &= Anofficial _ .govadmin
<> Code (%) Issues 319

Home

¥ main ~ ¥ [

Registrar Analytics

o LOG ¥ erinysong 3684: Organ Ata glance

Current domains

User Count: 11396

What ic B % All domain metadata * Current full * Current federal
What is Domain Count: 13120
! I 5 | r Domains in READY state: 11972
. 5
- - Domain applications (last 30 days): 627 & Al e (s =

Approved applications (last 30 days): 97

Average approval time for applications (last 30 days): 10 days

B sc
[ .gitignore
Growth reports
[ CONTRIBUTING.md
Start date: QU 0 PEALKEC 01/14/2025

[ LICENSE.md
«

B * Domain growth Bd uest growth * Managed di I U ged domains @ Update charts
[J README.md 9 Request g g 15 p

Cﬂmmrt 3192107 Y Browse files

Ao rachidatecs committed on Jan 30 - 7/10 Verified

P ain (#3436) - © wv1.118.0 --- staging-143-hotfix 1 parent dcl322c commit 3192187 rl:l




Other Example: Fat fingered NameServers (akam.ne)

—# dig -t N5 santanderconsumer.es

s <<>>» DiG 9.19.17-2~kalil-Eali <<>> -t NS5 santanderconsumer.cs

fr global options: +cmd

;s Got answer:

;s —>»>>HEADER<<— opcode: QUERY, status: NOERRCE, id: 32481

;s flags: gr rd ra; QUERY: 1, ANSWEER: &, AUTHCRITY: O, ADDITICHAL: 1

;s OFT PSEUDCSECTION:

s EDHS: wversion: 0, flags:; udp: 512

ss QUESTION SECTION:

s santanderconsumer .5, IN HS

;s BNSWER SECTION:

santanderconsumer.es. 21600 IN HS dns02 . santandergroup.net.
'santanderconsumer.es. 21600 IN HS all-&7.akam.ne.
santanderconsumer.es. 21600 IN HS alZz-e5.akam.ne.
santanderconsumer.es. 21600 IH HS az-oS.akam.net.
santanderconsumer.es. 21600 IN HS al4-67.akam.ne.
'santanderconsumer.es. 21600 IN HS a9%-6S.akam.net.
santanderconsumer.es. 2100 IH H5 dn=s0l.zantandergroup.net.

santanderconsumser . e5. 21600 IH H5 al-4% . akam.net.




Other Example: Fat fingered NameServers (akam.ne)

what could possibly go wgon!l?"

imgfiip.com



Other Example: Fat fingered NameServers (akam.ne)

Basic Search

€280,00 EUR/yr

Renewal: €280,00 EUR/yr

@ ==akam.ne is available!




Other Example: Fat fingered NameServers (akam.ne)

'O\ v Nov 19, 2024 @ 00:00:00.000 —» Nov 26, 2024 @ 00:00:00.0...

oo

Auto interval ~ No breakdown ~

Basic Search

Nov 19, 2024 @ 00:00:00.000 - Nov 26, 2024 @ 00:00:00.000 (interval: Auto - 3 hours)

@ =| Documents (6,406,471) | Field statistics Columns 4 1 Sortfields 1

@timestamp (T Jo |k dns_value k record_type k client_ip

Nov E :00:806.808 a9-67.akam.ne AAAA 7
Nov :80:80.888 a9-67.akam.ne AAAA 7+
Nov 2 :B8:86.888 a9-67.akam.ne A
Nov :B0:06.888 a%9-67.akam.ne
Nov z :B08:06.008 a20-66.akam.ne
Nov :00:806.808 a9-67.akam.ne
Nov 2 :808:08.888 a%-67.akam.ne
Nov :80:80.888 a4-64.akam.ne
" Nov 2 :B8:86.888 a7-66.akam.ne
Nov :B0:06.888 a%9-67.akam.ne
Nov z :B08:086.808 a%9-67.akam.ne
Nov :00:806.808 a9-67.akam.ne
Nov 2 :808:08.888  ad-64.akam.ne
Nov :80:80.888 a9-67.akam.ne
Nov 2 :B8:86.888 a7-66.akam.ne

Nov :00:80.888 a%9-67.akam.ne




Other Example: Fat fingered NameServers (akam.ne)

&~ Novig, 00:00.000 = Non

Basic Search

Auto interval ~ No breakdown ~

232908

N 232910

Nowv

Documents (6,406,471) | Field statistics

@timestamp (O Vo k| dns_value 232912

232911

232913

232914

.......... 232915
232916
232917

232918

232919

tr ; . .com.au

232909 _kerberos._tcp.Casa-Central._sites.dc.

book. _ .com

RO000s0008apl.bh.com.ar

=

.com

sV el COM
apigw.prod.westus.az.mastercard.com
apigw.prod.westus.az.mastercard.com
westus.az.mastercard.com

099r com.ar
_ldap._tcp.pdc._msdcs.

tr

~edu

COM.AR

13.211.12.222

181.30.140.202

184.178.231.18

181.30.140.141

45.32.216.172

172.70.161.98

172.69.193.220

172.6%9.193.220

181.30.140.138

69.252.230.203

3.0.27.156

A

SRV

MNone

NS

SOA

SRV



Other Example: Fat fingered NameServers (akam.ne)

iy

'—% dig +tcp Bdns2.mastercard.com az.mastercard.com

; <<»> DIG 9.20.2-1-Debian <<>> +tcp @dns2.mastercard.com az.mastercard.com
;s 2 servers found)

s+ global options: +cmd

;s GOt answer:

;s —»2HELDER<<- opcode: QUERY, status: HOERROR, id: 22219

;s flags: gr rd; QUERY: 1, ANSWEE: 0O, AUTHORITY: 5, ADDITICHAL: 1

s+ WARNING: recursion requested but not available

;s OPT PSEUDOSECTION:

; EDHS: wersion: 0, flags:; udp: 1220

; COOKIE: 8423f7def694b34bd41bf38beT73bT4eT0b3b147chbe6acs38E (good)
;s QUESTION SECTICH:

sAZ.Mastercard.com. IN B

:; AUTHORITY SECTICH:

arz .mastercard.com. 3e00 IH HS al-29.akam.net.
az.mastercard.com. 3600 IN HS ad-g4.akam.net.
az.mastercard.com. 3800 IH HS aze—-6b6.akam.net.
az.mastercard.com. 3600 IN HS azZz-e5.akam.ne.
arz.mastercard.com. 3800 IH HS aT-67.akam.net.

;s Query time: 144 msec

;r SEEVEER: 216.119.210.53%#53 (dn=2 .mastercard.com) (TCPE)
s+ WHEN: Mon MHowv 18 12:09:5%9 E5T 2024

ss M5G 5TZE rowd: 151

https://krebsonsecurity.com/2025/01/mastercard-dns-error-went-unnoticed-for-years/



Other Example: Fat fingered NameServers (akam.ne)

'—% dig +tcp Bdns2.mastercard.com az.mastercard.com

"
r

"
r

" w
ror
"
r
"
r

" w
o

H

=
az
=
a4z
=

-5 dig Ba3-65.akam.net NS5 bh.com.ar

y «<z> DIG 9.20.2-1-Debian <<>> @a3-65.akam.mnet M5 bh.com.ar
;s 12 servers found)

£<»>» DiG 9.20.2-1-Debian <<>» +tcp Bdns2.mastercard.com s; global options: +cmd
(2 servers found)
global options: +cmd

Got answer:

->»>HEADER<<- opcode:

CPT PSEUDCSECTIOCH:

EDHNS: wersiom: O,
CODEIE: 8423f7def694b34bd41bf38beT73bT4eT0b3b147chbe6acsl

QUESTION SECTION:
saZ.mastercard.com.

AUTHORITY SECTICH:

.mastercard.
.mastercard.
.mastercard.
.mastercard.
.mastercard.

Query time:

SEEVER: 216.119.210.53#53 (dn=2.mastercard.com) (TCP)
WHEN: Mon Howv 18 12:09:5% ES5T 2024

SO,
COomm.
SO,
COom.
COT.

144 msec

HM5G 5IZE rowvd: 1851

QUERY,

flags::

3e00
2600
3600
3600
3e00

udp: 1220

IH

IH
IH
IH
IN
IH

status:

HOEERECE,
flags: gr rd; QUEREY: 1, ANSWER: 0, AUTHCRITY: 5, ADDIT
WARNTNG: recursion requested but not available

ey

N5
M5
N5
M5
N5

id: 222189

al-29.aka
ad-g4.aka
aze—-66.ak
az2z-e5.ak
a7-67.aka

s Got answer:
;; —>>»HEADER<<- opcode: QUERY, status: HOERROR, id: %&64

s+ flags: gr aa rd; QUERY: 1, AWNSWER: &, AUTHORITY: 0, ADDITICHAL:

;s WARNING: recursion requested but not available

s+ OPT PSEUDOSECTION:

s EDNS5: wersion: 0O, flags:; udp: 4086

¢+ QUESTIOCH SECTIOHN:

sbh.com.ar. IH HS

¢+ ANSWER SECTIOHN:

1

bh.com.ar. 86400 IH HS aZz-o4.akam.net.
bh.com.ar. 86400 IH HS ai-65.akam.net.
bh.com.ar. 86400 IH HS ad-go.akam.net.
bh.com.ar. 86400 IH HS al4-64.akam.net.
bh.com.ar. 8400 IH HS al-214.akam.net.
bh.com.ar. 86400 IH HS5 a%9-67.akam.ne . €—

¢ Cuery time: 4 msec

;: SEEVER: 96.7.49.65#53 (a3-65.akam.net) (UDE)
;7 WHEN: Mon Wov 18 12:28:24 EST 2024

;s M5G 5IZE rowd: 175

https://krebsonsecurity.com/2025/01/mastercard-dns-error-went-unnoticed-for-years/




Example: Fat fingered NameServers (1-out-of-X misconception)

Root NS
(a.root-servers.net)

apigw.az.mastercard.com ?

4 2

John

apigw.az.mastercard.com ?

T kthisnsabout >

az.mastercard.com .

TLD NS for .com
(a.gtld-servers.net)

DNS Resolver
(8.8.8.8)

Authoritative NS
for az.mastercard.com ?

apigw.az.mastercard.com ?

DNS Resolver Cache



Example: Fat fingered NameServers (1-out-of-X misconception)

apigw.az.mastercard.com ?

W/ \

Mlke
DNS Resolver
(8.8.8.8)

apigw.az.mastercard.com ?

K

o//

8

DNS Resolver Cache



Other Example: Fat fingered NameServers (akam.ne)

In a classic case of 'how not to handle vulnerability disclosure’, Mastercard ignored
our initial report (and did not offer to cover the $300 we spent registering the
domain to protect them). But they did respond to Brian Krebs:

“We have looked into the matter and there was not a risk to our systems. This typo
has now been corrected.”

We obviously disagree with this assessment. But we'll let you judge—here are some
of the DNS lookups we recorded before reporting the issue.

Don't be like Mastercard... Don’t dismiss risk, and don't let your marketing team
handle security disclosures...




Other Example: Fat fingered NameServers (akam.ne)

In a classic case of ‘how not to handle vulnerakili
SVghIEINC JelgdChleRelleRiledeliCgleReaC@ll Request to Remove Public Post Regarding DNS Disclosure @ summarize
Idomaln to protecF them). But they did responc PPN P ES
'We have looked into the matter and there wallli- ISR LTSN sRE Gl R S

" 1/16/2025
has now been corrected. L
We obviously disagree with this assessment. B [,
of the DNS lookups we recorded before repor
We hope this message finds you well. We're reaching out regarding this you recently made on LinkedIn

Don't be like Mastercard... Don’t dismiss risk, a titled, "classic case of how not to handle vulnerability disclosure”, which references DNS records associated with
handle security disclosures... Mastercard.
Mastercard has expressed concerns about the public nature of this disclosure. As a Bugcrowd researcher, you are

familiar with the importance of responsible disclosure practices and how they help maintain trust and profession-
alism in the cybersecurity community.

We kindly request that you take down the post as a gesture of good faith and professionalism. Addressing this
proactively will demonstrate your commitment to ethical security practices and help maintain positive relationships
with organizations in the industry.

Please let us know once the post has been removed or if there’s anything we can clarify to support your understand-
ing of the situation. We appreciate your cooperation and timely action in this matter.

Thank you for your attention, and we look forward to your response.

Best Regards
1 Platform Behavior Standards Team




Conclusion

e long-lasting solution to eliminate the potential

issues arising from name collision in a private name

space comes from implementing fully qualified
domain names

Cyrus Namazi, ICANN Vice President, DNS

https://youtu.be/jpnxGa2gAuY



Conclusion

e long-lasting solution to eliminate the potential

issues arising from name collision in a private name
space comes from implementing fully qualified

domain names that you actually registered i

Cyrus Namazi, ICANN Vice President, DNS

https://youtu.be/jpnxGa2gAuY



Some numbers

. SSL certificates analyzed (CN, SAN, CRL)
. Services with NTLM Auth analyzed

. domains not registered

. domains registered

. spent

- DNS request recorded over the last 12 months



Honorable mention

= Town of NewCastle, UK —

= |nstitute of Meteorology and Water Management —

= Nigelec (electric power generation and transmission utility in Niger) —
= State of Montana -

=  Arkansas Department of Environmental Quality —

= Placer County, CA -

= United Southeast Federal Credit Union —

= Celcomdigi (largest mobile operator in Malaysia) —

= Marcatel (telco operator in Mexico) —

= Linxens (Global electronic supplier) -

= NuStar Energy (largest pipeline operator in the US) -
= BitMEX (Crypto Exchange) -



Thank you!

e

Philippe Caturegli
Chief Hacking Officer at Seralys

mailto: pcaturegli@seralys.com
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