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Target Point

Initial Stage Final Stage

10

TP-Link AX1800 WiFi 6 Router  

NETGEAR Nighthawk WiFi6 Router 

Synology RT6600ax 

Cisco Integrated Service Router C921-4P 

Mikrotik RouterBoard RB2011UiAS-IN 

Ubiquiti Networks EdgeRouter X SFP 

Meta Portal Go 

Amazon Echo Show 15 

Google Nest Max 

Sonos One Speaker 

Apple HomePod mini 

Amazon Echo Studio 

HP Color LaserJet Pro M479fdw 

Lexmark MC3224i 

Canon imageCLASS MF743Cdw 

Synology DiskStation DS920+ 

My Cloud Pro Series PR4100 from WD
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¥ A stand-alone operating system based on the Linux k ernel 

¥ Also available for virtual machines to turn a PC in to a router



¥ A stand-alone operating system based on the Linux k ernel 

¥ Also available for virtual machines to turn a PC in to a router 

¥ Closed source and also a closed ecosystem. 
(It is said that you can get GPL sources used in Ro uterOS if you ask them)
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https://mikrotik.com/downloadterms.html



¥ RouterOS v6 and RouterOS v7 can be considered two 
different branches 

¥ CHR is the RouterOS image for VM, x86_64 only
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¥ Most binaries are  

ÒNova binaryÓ 

¥ No official method to 
access the linux 
system.



¥ Winbox is a native Win32 GUI binary used for managi ng and 
configuring MikroTik routers on Windows.
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CVEs in the past
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snmpsnmp

winbox

TCP/UDP/DNS/ICMP

FTP

SMB

SMB

SSH

SMB

FTP

bridge2

DoS
FTP

EoIPv6
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DoS

Poisoning/MitM/Firewall Evasion

snmp

L2TP

OpenVPN

autoupgrade

DNS

winbox

winbox
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DoS

Poisoning/MitM/Firewall Evasion



¥ aka Chimay-Red 

¥ One of the exploits leaked from the CIA  

¥ Lacking input validation on Content-
Length in HTTP request cause the stack 
clash attack.
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¥ Buffer overflow in SMB 

¥ It was found by blackbox fuzzing
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¥ One of the exploits leaked from the CIA 

¥ A directory traversal vulnerability in 
the WinBox interface 

¥ Allows unauthenticated attackers to read 
arbitrary files on RouterOS
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¥ one of the exploits leaked from CIA 

¥ Allows unauthenticated attackers to 
read arbitrary files on RouterOS
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passworddb = password raw xor  md5(username + "283i4jfkai3389")



¥ OOB in the base64decode of the SCEP service 

¥ The attacker must know the scep_server_name 

¥ It was discovered on an APTÕs C2 server
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Rooting the MikroTik routers

A deeper journey into MikroTik routers

Tools for effortless reverse 
engineering of MikroTik router

Kirils

Kirils

Kirils

focus on jailbreak

focus on jailbreak

focus on jailbreak
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Bug Hunting in RouterOS

Jacob Baines

focus on nova message in IPC



MikroTik Firewall & NAT Bypass

��������
Make It Rain with MikroTik

Finding and exploiting CVE-2018Ð7445

Maximiliano Vidal, Juan Caillava

find pre-auth RCE in SMB 
by blackbox fuzzing !

Help Me Vulnerabilities  
You're My Only Hope

Deep-dive:  
MikroTik exploits - a security analysis

analyze the CIA exploits

RouterOS: Chain to Root

Jacob Baines

DNS poisoning (winbox)

focus on nova message in IPC

Jacob Baines

Jacob Baines

Tomas Kirnak

Jacob Baines

Firewall bypass (winbox)

focus on jailbreak
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Pulling MikroTik into the Limelight

Ian Dupont, Harrison Green

????????????????????????????????????

?????????

????????????????????

focus on nova message in IPC

We are here



IPC
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/nova/bin/login

Nova binary

/nova/bin/telnet

Nova binary

execl
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/nova/bin/login /nova/bin/user

Nova message

Nova binary Nova binary

SYS_TO: user 
SYS_FROM: login 
user: admin 
pass: password

/nova/bin/telnet

Nova binary

execl
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/nova/bin/login /nova/bin/user

Nova message

Nova binary Nova binary

/nova/bin/telnet

Nova binary

execl

SYS_TO: login 
SYS_FROM: user 
Response: OK

Nova message

SYS_TO: user 
SYS_FROM: login 
user: admin 
pass: password
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SYS_TO: user 
SYS_FROM: login 
user: admin 
pass: password

0xFF0001: [13,4] 
0xFF0002: [1039] 
1: admin 
3: password



�*�1�$

/nova/bin/login

Nova binary
/nova/bin/user

handler_4

/nova/bin/loader

Nova binary

socket
Nova binary

socket

13

1039 4
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/nova/bin/login

Nova binary
/nova/bin/user

handler_4

/nova/bin/loader

Nova binary

Nova message

socket
Nova binary

socket

SYS_TO: [13,4] 
SYS_FROM: [] 
user: admin 
pass: password

13

1039 4



SYS_TO: [4] 
SYS_FROM: [1039] 
user: admin 
pass: password

�*�1�$
Nova message

/nova/bin/login

Nova binary
/nova/bin/user

handler_4

/nova/bin/loader

Nova binary

Nova binary

socketsocket

13

1039 4



/nova/bin/login

Nova binary
/nova/bin/user

handler_4

/nova/bin/loader

Nova binary

socket
Nova binary

socket

�*�1�$

Nova message

SYS_TO: [] 
SYS_FROM: [1039] 
user: admin 
pass: password

13

1039 4
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Nova binary

winbox
/nova/bin/loader

/nova/bin/sermgr

TCP

Nova message
SYS_TO: [É] 
SYS_FROM: [É] 
É

Nova binary



¥ The message used in IPC is constructed by nv::message  
and relative functions 

¥ Nova message is typed key-value mapping and can con tain 
u32, u64, bool, string, bytes, IP, and nova message .
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0xFF0001: [13,4] 
0xFF0002: [1039] 
1: admin 
3: password



4d32 
0100ff88          0100 0400 0000 
0200ff88          0100 0f04 0000 
0500ff01        
08000001 
07000009          03 
0300ff09          01 
0600ff09          00 
0700ff09          01 
1300ff18          0000 0000 0000 0000 0000 ffff c0a8 58c8 
03000021          08 90617373776f7264 
01000021          05 61646d696e

�/�P�W�B���.�F�T�T�B�H�F
M2

id

type

value



4d32 
0100ff88          0100 0400 0000 
0200ff88          0100 0f04 0000 
0500ff01        
08000001 
07000009          03 
0300ff09          01 
0600ff09          00 
0700ff09          01 
1300ff18          0000 0000 0000 0000 0000 ffff c0a8 58c8 
03000021          08 90617373776f7264 
01000021          05 61646d696e

�/�P�W�B���.�F�T�T�B�H�F
M2

id

type

value

0xff0001 
0xff0002 
0xff0005 

0x8 
0x7 

0xff0003                               
0xff0006 
0xff0007 
0xff0013 

0x3 
0x1

['4(0x4)']  
[Ô1039(0x40f)'] 
True 
True 
3(0x3) 
1(0x1) 
0(0x0) 
1(0x1) 
<too long, skip> 
b'password' 
b'admin'

u32 array  
u32 array 
bool 
bool 
u32 
u32                               
u32 
u32 
IPv6 
string 
string
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¥ To understand which binary corresponds to the id in  the 

SYS_FROM or SYS_TO of the nova message, we need to parse 
the *.x3 file under the /nova/etc/loader/system.x3
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¥ If the binary was introduced by installing a packag e, 

its id is in the /ram/pckg/<package_name>/nova/etc/
loader/<package_name>.x3
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¥ If the binary was introduced by install a packet, i tÕs 

id is in the /ram/pckg/<package_name>/nova/etc/load er/
<package_name>.x3 SYS_TO: [13, 4] 

SYS_FROM: [1039] 
user: admin 
pass: password
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¥ Other binaries also have their .x3 files for differ ent 

purposes.
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¥ It seems like itÕs a good target for fuzzing. 

¥ But we canÕt just fuzz it and expect we can get a p re-
auth RCE after two months.
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Pulling MikroTik into the Limelight

Ian Dupont, Harrison Green

MikroTik RouterOS Security:  
The Forgotten IPC Message

Qian Chen

fuzzing nova message in IPC

focus on nova message in IPC

Spoiler!Spoiler!Spoiler!Spoiler!Spoiler!SpoilerSpoiler!Spoiler!Spoiler!Spoiler!Spoiler!Spoiler

Spoiler!Spoiler!Spoiler!Spoiler!Spoiler!Spoiler
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Pulling MikroTik into the Limelight

Ian Dupont, Harrison Green

MikroTik RouterOS Security:  
The Forgotten IPC Message

Qian Chen

fuzzing nova message in IPC

focus on nova message in IPC

We are here
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DoS

Poisoning/MitM/Firewall Evasion

Is RouterOS now impervious to hacking?
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DoS

Poisoning/MitM/Firewall Evasion
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¥ Most researches are about  

¥ Jailbreaking 

¥ Analyzing the ITW exploits 

¥ Nova message in IPC
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No one with sanity  

would like to dive into the details of Nova Binary



Where to start ?
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¥ Where are the entry points to the customize IPC ?

TCP/nova/bin/dhcp

????

Nova binary

/nova/bin/loader

Nova binary

DHCP

Nova message

??????????



¥ Every Nova binary has a Looper or MultifiberLooper.
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ThinRunner::runTimer

tick
poll fds nv::Looper

Architecture of the Nova Binary



¥ Every Nova binary has a Looper or a MultifiberLoope r.
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ThinRunner::runTimer

tick
poll fds nv::Looper



�/�P�W�B���#�J�O�B�S�Z

Looper

Fds
socket nv::Looper::onMsgSock

/nova/bin/???

Nova binary

/nova/bin/loader

Nova binary

socket
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/nova/bin/???

Nova binary

/nova/bin/loader

Nova binary

socket

nv::Looper::onMsgSock

nv::Looper:: 
dispatchMessage Handler 0

Handler 1

Looper

SYS_TO: [14]

SYS_TO: [14,1]

SYS_TO: [14,0]
???????????

Nova messageHandler and its derived classes
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/nova/bin/???

Nova binary

/nova/bin/loader

Nova binary

socket

nv::Looper::onMsgSock

nv::Looper:: 
dispatchMessage Handler 0

Handler 1

Looper

SYS_TO: [14]

SYS_TO: [14,1]

SYS_TO: [14,0]
???????????

Nova message
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nv::Looper:: 
dispatchMessage

Handler 1

nv::Handler::cmdGetCount

nv::Handler::cmdGet

nv::Handler::cmdReset

nv::Handler::cmdSetObj

nv::Handler::cmdMoveObj

nv::Handler::cmdAddObj

nv::Handler::cmdSubscribe

nv::Handler::cmdDisconnected

nv::Handler::cmdGetPolicies

nv::Handler::cmdUnsubscribe

nv::Handler::cmdSet

nv::Handler::cmdGetObj

nv::Handler::cmdRemoveObj

nv::Handler::cmdGetAll

nv::Handler::cmdUnknown

nv::Handler::cmdShutdown

nv::Handler::handleCmd

SYS_CMD: ???



�/�P�W�B���#�J�O�B�S�Z
¥ Base class: Handler 

¥ Derived classes: AMap, AHolder, ASecMap, AOmap, etc

AMap::cmdAddObj

Handler0_vtable + 0x7c

Add ÒDHCP ServerÓ object

/nova/bin/dhcp

Handler0 (AMap)

Create DHCP Server

Handler0.object_tree
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¥ Some functionalities donÕt even use the Nova messag e.



/nova/bin/discover

Handler0::cmdUnknown

nv::createPacketReceiver

Looper

Fds
CDP socket callback

Register pairs of 
socket and callback

LLDP socket callbackExample:CDP, LLDP



/nova/bin/discover

Handler0::cmdUnknown

nv::createPacketReceiver

Looper

Fds
CDP socket callback

Register pairs of 
socket and callback

LLDP socket callback



/nova/bin/discover

Looper

callback

LLDP socket callback

Looper::run

 nv::ThinRunner::run

nv::ThinRunner::step

Incoming 
packet?

Check status

CDP socket
Fds



/nova/bin/discover

Looper

Fds

LLDP socket callback

Looper::run

 nv::ThinRunner::run

nv::ThinRunner::step

Incoming 
packet?

CDP socket

No

Yes

callback



Looper

/nova/bin/discover

Fds

LLDP socket callback

CDP socket callback

check the interface

parse packet

add record to nv::ASecMap

return



The pre-auth RCE
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¥ Some random crashes of radvd occur while we pluggin g 

and unplugging cables on RouterBoard
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Router Solicitation (RS)

ICMPv6
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Router Solicitation (RS)

ICMPv6

Router Advertisement (RA)

ICMPv6

prefix: 2001:db8::/64 
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Router Solicitation (RS)

ICMPv6

Router Advertisement (RA)

ICMPv6
IPv6 = prefix + EUI-64 

prefix: 2001:db8::/64 
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link prefix

Router A

Router B

routed prefix

Route 2001:db8:1::/48 
To ?????
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RA

prefix: 2001:db8::/64 
(link prefix)

Router A

Router B

Route 2001:db8:1::/48 
To ?????
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RA

prefix: 2001:db8::/64 
(link prefix)

Router A

Router B

2001:db8::1

Route 2001:db8:1::/48 
To 2001:db8::1
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RA

prefix: 2001:db8:1::/48 
(routed prefix)

Router A

Router B

2001:db8::1

Route 2001:db8:1::/48 
To 2001:db8::1
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Router A

Router B

2001:db8::1

2001:db8:1::1

RA

prefix: 2001:db8:1::/48 
(routed prefix)

Route 2001:db8:1::/48 
To 2001:db8::1



main

nv::ThinRunner::addSocket

Looper

Fds
socket onMsg..

Register a pair of 
Socket and callback

/bndl/ipv6/nova/bin/radvd

socket callbackExecution ßow of radvd



main

nv::ThinRunner::addSocket

Looper

Fds
socket onMsg..

Register a pair of 
Socket and callback

/bndl/ipv6/nova/bin/radvd

socket callback



Looper::run

 nv::ThinRunner::run

nv::ThinRunner::step
Looper

Fds
callbacksocket

Incoming 
packet?

Check status

/bndl/ipv6/nova/bin/radvd

socket onMsg..

callbacksocket



Looper::run

 nv::ThinRunner::run

nv::ThinRunner::step
Looper

Fds

Incoming 
packet?

No

Yes

/bndl/ipv6/nova/bin/radvd

socket onMsg..

socket callback
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¥ In callback: !  

¥ Check if the packet is a valid RA or a valid RS 

¥ If it is RA 

¥ Store information in handler 1 (AMap) 

¥ If it is RS 

¥ Multicast RA
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Router Solicitation

ICMPv6

Router Advertisement

ICMPv6

Router Advertisement

ICMPv6
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¥ In callback: !  

¥ Check if the packet is a valid RA or a valid RS 

¥ If it is an RA 

¥ Store information in handler 1 (AMap) 

¥ If it is an RS 

¥ Multicast RA

???????????????????
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¥ Where does the radvd construct RA? 

¥ radvd sends RA right after it receives an RS 

¥

What we really care
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¥ Where does the radvd construct RA? 

¥ The handler 1 registers a timer to send RA periodic ally 

¥

What we really care
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Stack buffer with size 0x1000



Stack buffer with size 0x1000



No boundary check, 

overflow if the tree is big enough

Stack buffer with size 0x1000
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Stack buffer with size 0x1000
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Router Advertisement (RA)

ICMPv6

RDNSS: <a big list>
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Router Advertisement (RA)

ICMPv6

RDNSS: <a big list>

Router Advertisement (RA)

ICMPv6

RDNSS: <a big list>
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Router Advertisement (RA)

ICMPv6

RDNSS: <a big list>

Router Advertisement (RA)

ICMPv6

RDNSS: <a big list>

overflow!overflow!overflow!overflow!

overflow!overflow!overflow!overflow!





Credit: @__ammar2__ 



ROP gadgets

shellcode

   0:1:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

   0:2:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

   0:3:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

... 

   0:20:xxxx:xxxx:xxxx:xxxx:jump $+8 

   0:21:xxxx:xxxx:xxxx:xxxx:jump $+8 

   0:22:xxxx:xxxx:xxxx:xxxx:jump $+8



   0:1:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

   0:2:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

   0:3:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

... 

   0:20:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

   0:21:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

   0:22:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx

ROP gadgets

shellcode

li      $s5, sub_405A50 
li      $s4, j_free 
addiu   $a0, $sp, 0x70+var_58 
jal     sub_406644 
move    $a1, $s1

(Delay slot)

li      $s5, sub_405A50 
li      $s4, j_free 
addiu   $a0, $sp, 0x70+var_58 
move    $a1, $s1 
jal     sub_406644



ROP gadgets

shellcode

   0:1:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

   0:2:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

   0:3:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

... 

   0:20:xxxx:xxxx:jump $+8:xxxx:xxxx 

   0:21:xxxx:xxxx:jump $+8:xxxx:xxxx 

   0:22:xxxx:xxxx:jump $+8:xxxx:xxxx



addi  s8, s0, 1 ROP gadgets

shellcode

221e:1:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

221e:2:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

221e:3:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

É 

221e:20:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

221e:21:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

221e:22:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx



ROP gadgets

shellcode

jalr $sp 

1.write

2.jump

3.jump

221e:1:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

221e:2:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

221e:3:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

... 

221e:20:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

221e:21:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx 

221e:22:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx



I-Cache





write adr,Õ\x03\xa0\xf8\tÕ 



write adr,Õ\x03\xa0\xf8\tÕ 

jump adr



write adr,Õ\x03\xa0\xf8\tÕ 

jump adr



write adr,Õ\x03\xa0\xf8\tÕ 

jump adr

Context Switch 
Or 

Exhausting the D-cache(32KB)
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¥ Fixed at: 

¥ Long-term Release 6.48.7 

¥ Stable Release 6.49.8, 7.10 

¥ Testing Release 7.10rc6 

¥ The vulnerable code has existed at least since v6.0
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¥ Fixed at: 

¥ Long-term Release 6.48.7 

¥ Stable Release 6.49.8, 7.10 

¥ Testing Release 7.10rc6 

¥ The vulnerable code has existed at least since v6.0



�$�7�&����������������������
¥ Fixed at: 

¥ Long-term Release 6.48.7 

¥ Stable Release 6.49.8, 7.10 

¥ Testing Release 7.10rc6 

¥ The vulnerable code has existed at least since v6.0

No one with sanity  

would like to dive into the details of Nova Binary 

Q.E.D.



RA
payload



payload for printer





$100,000
!



ButÉ



¥ Our exploit only worked on MacOS and failed on Ubun tu, 
whether itÕs a VM or not.

"  "  "

�#�V�U

Succeed! Fail! Fail!



"   "
1.exploit & record

Succeed!



1.exploit & record

"   "
Succeed!

2. Dump traffics 



"   "
Succeed!

2. Dump traffics 

Fail!
3. replay

1.exploit & record



"   "
Fail!

1.exploit & record

2. Dump traffics 

3. replay



"   "
Fail!

1.exploit & record

2. Dump traffics 

3. replay

Succeed!



Guess:  

An OS reorders the packets



" "
É 

int s = socket(AF_PACKET, SOCK_RAW, htons(ETH_P_IPV6)) ; 

É

exploit exploit



" "
É 

int s = socket(AF_PACKET, SOCK_RAW, htons(ETH_P_IPV6)) ; 

É

exploit exploit
Look the same



"

#

#
#
#



0.0004 0.1560

390x!!



ThinRunner::runTimer

tick

poll fds, 
run callbacks nv::Looper

  



In RAroutine

In callback function (recv RA from WAN)

(send RA to LAN)
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¥ In callback: !  

¥ Check if the packet is a valid RA or a valid RS 

¥ If it is an RA 

¥ Store information in handler 1 (AMap) 

¥ If it is an RS 

¥ Multicast RA

???????????????????



In callback function

for obj in DNS_remoteObject: 
    obj.remote_remove() 
DNS_remoteObject = list(map(nv::roDNS, new_DNS_vector))

(recv RA from WAN)



radvd resolver

remote object (objid)

1

2

3

remote object (object)

221e:1::1

221e:1::2

221e:1::3

(stored in handler 2)(stored in handler 1)

Remote Object



radvd resolver

remote object (objid)

1

2

3

remote object (object)

221e:1::1

221e:1::2

221e:1::3

(stored in handler 2)(stored in handler 1)
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Nova message
SYS_TO: [30, 1] 
SYS_FROM: [23, 7] 
SYS_CMD: subscribe 
SYS_NOTIFYCMD: 0xFE000B

/nova/bin/dhcp

Nova binary /nova/bin/ippool6

handler_1

subscription and notiÞcation
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Nova message
SYS_TO: [30, 1] 
SYS_FROM: [23, 7] 
SYS_CMD: subscribe 
SYS_NOTIFYCMD: 0xFE000B

/nova/bin/dhcp

Nova binary

/nova/bin/ippool6

handler_1handler_7
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/nova/bin/dhcp

Nova binary

handler_7

/nova/bin/ippool6

handler_1

/nova/bin/???

Nova binary

Nova message
SYS_TO: [30, 1] 
SYS_FROM: [???] 
SYS_CMD: AddObj AddObj 

É 
É 
É
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/nova/bin/dhcp

Nova binary

handler_7

/nova/bin/ippool6

handler_1

Nova message
SYS_TO: [23, 7] 
SYS_FROM: [30, 1] 
SYS_CMD: 0xFE000B 
É

AddObj 
É 

nv::Handler::sendNotifies
É





In callback function (recv RA from WAN)

(Non-blocking)

 

nv::RemoteObjectBackend::request

nv::Handler::postMessage

for obj in DNS_remoteObject: 
    obj.remote_remove() 
DNS_remoteObject = list(map(nv::roDNS, new_DNS_vector))



In callback function (recv RA from WAN)

for obj in DNS_remoteObject: 
    obj.remote_remove() 
DNS_remoteObject = list(map(nv::roDNS, new_DNS_vector))

nv::RemoteObject::~RemoteObject

(Non-blocking)



radvd resolver

RA1 Create Remote Object Create Remote Object
IPv61

Objid content

1 IPv61

remote object

Objid Destroy

-1 FALSE

Store

1st loop 1st loop

remote object

create



radvd resolver

RA1 Create Remote Object Create Remote Object
IPv61

Objid content

1 IPv61

remote object

Objid Destroy

-1 FALSE

Store

1st loop 1st loop

remote object

create

Set timer to call nv::Handler::sendChanges to return DNS



radvd resolver

RA1 Create Remote Object Create Remote Object
IPv61

Objid content

1 IPv61

remote object

Objid Destroy

-1 FALSE

Store

1st loop 1st loop

Response 
(Not yet) 

update 
(Not yet)

remote object

ResponseHandler



radvd

RA2 Delete Remote Object

remote object

Objid Destroy

-1 TRUE

2nd loop

ignore set

resolver

Create Remote Object

Objid content

1 IPv61

remote object

Store

1st loop



resolver

Create Remote Object

Objid content

1 IPv61

remote object

Store

1st loop

radvd

RA2 Delete Remote Object

remote object

2nd loop

Create Remote Object

Objid Destroy

-1 TRUE



resolver

Create Remote Object

Objid content

1 IPv61

remote object

Store

1st loop

radvd

RA2 Delete Remote Object

remote object

Objid Destroy

-1 TRUE

-1 FALSE

2nd loop

Create Remote Object

create

IPv62



resolver

Create Remote Object

Objid content

1 IPv61

remote object

Store

1st loop

radvd

remote object

Objid Destroy

-1 TRUE

-1 FALSE

3rd loop

Response 
(objid)

IPv62

ResponseHandler



resolver

Create Remote Object

Objid content

1 IPv61

remote object

Store

1st loop

radvd

remote object

Objid Destroy

-1 TRUE

-1 FALSE

3rd loop

Response 
(objid)

ResponseHandler

IPv62



resolver

Create Remote Object

Objid content

1 IPv61

remote object

Store

1st loop

radvd

remote object

Objid Destroy

-1 FALSE

3rd loop

Response 
(objid)

ResponseHandler

IPv62delete

Delete Remote Object



resolver

Create Remote Object

Objid content

1 IPv61

2 IPv62

remote object

Store

2nd loop

radvd

remote object

Objid Destroy

-1 TRUE

2 FALSE

3rd loop

Response 
(objid)

ResponseHandler

delete

IPv62



resolver

Create Remote Object

3rd loop

radvd

3rd loop

delete

call nv::Handler::sendChanges to return DNS



resolver

nv::Handler::sendChanges

3rd loop

radvd

3rd loop

delete

Objid content

1 IPv61

2 IPv62

remote objectDNS: 
IPv61 
IPv62

Handler 1

RAroutine

addDNSRALAN
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¥ Pattern 

¥ Use non-blocking methods to create/delete the remot e object 

¥ Subscribe to the remote object 

¥ Impact: 

¥ Maybe it can be used to bypass some checks
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¥ Pattern 

¥ Use non-blocking methods to create/delete remote ob ject 

¥ Subscribe to the remote object 

¥ Impact: 

¥ Maybe can be used to bypass some checks
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¥ MikroTik reimplements everything with its own desig ned IPC. 

¥ The business logic is scattered all over. 

¥ A pre-auth RCE on WAN has existed for nine years. 

¥ Race condition in remote objects due to non-blockin g 
methods. 

¥ The tools to ease reversing will be available at: 

¥ https://github.com/terrynini/routeros-tools
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