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Master of
Pwn Points

TP-Link AX1800 WiFi 6 Router WAN Side $20,000 (USD) 2
(Archer AX21) LAN Side $5,000 (USD)

NETGEAR Nighthawk WiFi6 Router WAN Side $20,000 (USD)

(RAX30 AX2400) LAN Side $5,000 (USD)
WAN Side $20,000 (USD)
LAN Side $5,000 (USD)
WAN Side $30,000 (USD)
LAN Side $15,000 (USD)
WAN Side $30,000 (USD)
LAN Side $15,000 (USD)
WAN Side $30,000 (USD)
LAN Side $15,000 (USD)

Target Vector Cash Prize

Synology RT6600ax

Cisco Integrated Service Router C921-4P

Mikrotik RouterBoard RB2011UIAS-IN

Ubiquiti Networks EdgeRouter X SFP
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| £

Initial Stage
TP-Link AX1800 WiFi 6 Router

NETGEAR Nighthawk WIiFi6 Router
Synology RT6600ax
Cisco Integrated Service Router C921-4P

Mikrotik RouterBoard RB2011UIAS-IN

Ubiquiti Networks EdgeRouter X SFP

Final Stage

Meta Portal Go
Amazon Echo Show 15
Google Nest Max
Sonos One Speaker
Apple HomePod mini
Amazon Echo Studio
HP Color LaserJet Pro M479fdw
Lexmark MC3224i
Canon imageCLASS MF743Cdw
Synology DiskStation DS920+
My Cloud Pro Series PR4100 from WD




SPVUFS04

TOTAL RESULTS

3,032,059

TOP COUNTRIES
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SPVUFS04

¥ A stand-alone operating system based on the Linux k ernel
¥ Also avallable for virtual machines to turn a PC In to a router
RBZ__EIJ‘:] Ui AS-IN POE GIGABIT ETHERNET I FAST ETHEF
- IR SFP ETH1I ETH2 ETH3 ETH4 ETHs (1© 7 8 910 ETH6 ETH7 ETHS
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SPVUFS04

¥ A stand-alone operating system based on the Linux k ernel

¥ Also available for virtual machines to turn a PC In to a router

¥ Closed source and also a closed ecosystem.
(It Is said that you can get GPL sources used in RO uterOS If you ask them)

To get a CD with the corresponding source code for the GPL-covered programs in this distribution, wire transfer $45 to MikroTikls SIA, Unijas iela 2,

Riga, LV-1039, Latvia. Please contact MikroTikls SIA for our current account information and wire transfer instructions. Offer valid for three years from
the date of distribution of this software. This CD will only include the source code of the following programs and any non-proprietary programs

distributed according to license requirements. This CD will not include MikroTikls proprietary SOFTWARE.

DEV/CORE



SPVUFS04

¥ RouterOS v6 and RouterOS v7 can be considered two
different branches

¥ CHR is the RouterOS image for VM, x86 64 only

@ MIK rOTl 54 Home About Buy Jobs Hardware Software Support Training Account

SOf‘twa e Downloads Changelogs Download archive RouterOS The Dude  Mobile apps

RouterQOS v/

RouterQS v6

Cloud Hosted Router

DEVCORE



SPVUFS04

¥ Most binaries are
ONova binaryO

¥ No official method to
access the linux
system.

DEV/CORE
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MikroTik Router0S

[?]

command [?]

[Tab]

/

/command

jan/02/1970 00:09:21 system,error,critical login failure for user 1

[admin@MikroTik] > |}

Terminal — 117x26

KKK TTTTTTTTTTT KKK

KKK TTTTTTTTTTT KKK

KKK KKK RRRRRR 000000 TTT III KKK KKK

KKKKK RRR RRR 000 000 TTT IITI KKKKK

KKK KKK RRRRRR 000 000 TTT IITI KKK KKK

KKK KKK RRR RRR 000000 TTT IITI KKK KKK
6.49.6 (c) 1999-2022 http://www.mikrotik.com/

Gives the list of available commands
Gives help on the command and list of arguments

Completes the command/word. If the input is ambiguous,
a second [Tab] gives possible options

Move up to base level
Move up one level

Use

command at the base level

admin from 192
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¥ Winbox Is a native Win32 GUI binary used for manag!
configuring MikroTik routers on Windows.

DEV/CORE

O admin@192.168.88.1 (MikioTik) - WinBox v6.49.6 on RB2011UIAS (mipsbe)

Session  Sellings

L

(n Safe Mode

Z Quick Set
W |ntorfaces
2% Bridge
" Swilch
e Mesh
BIP
IPvG
Syslem
& Queucs
Files
Log
RADIUS
Tools
New Terminal
Dot1X
LCD
* MelaROUTER
)5 Partition
o Make Supoul il

O New WinBox

B il

B Windows

Dashboard

Session. 192.168.88.1

Interfaca | Interface List  Ethemet  EolP Tunnel

e v

Name
.., defconf

R & bndge
ar alhar
> athar?
> ether3
@ ctherd
e athard
r alhard
> ether7
«» etherd
> ether9
< ather10
> sipl

w w3
N

o

0

nwueunon

Type

Gnage

Ethemel
Fihemel
Ethemet
Ethemet
Lthamet
Elhemel
Fihemel
Ethemnet
Ethemet
Eihamel
Flhemel

Bridge | Ports Port Extensions VLANS _Lasd

+

‘T Setiings

Name lype

- dalfcont

R & bridge Bridge

| Spitch

Switch | Port

T

Nama
swilchl
switch2

_u’ Datacl Intemet

Actual MTU

1500
1500
1500
1500
1500
1000
1500
1500
1500
1500
1500
1500

Port Isolaton  Hest VLAN Rule

lypa Mirres Scurce

Alharos 8327
Atheros 8227

LZ2MTU Tx

1588
1588
1508
1598
1598
1588
1588
1598
1598
1598
1588
1508

IPTunne!  GRE Tunnel VLAN VRRP Bonding LTE

120.2 kbps

0 bps

120 6 kbps

Mirror 1 arget

0 bps
0 bps
0 bps
0 bps
0 bps
0 bps
C bps
0 bps
0 bps

Tx Packet (p's)

— —
Ol O b

OCCOOoOOoOCOo

Rx Pac

ng and



CVESs In the past
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7 & CVE-2019-3924
E S F B CVE-2019-3977

CVE-2019-3978
CVE-2019-3979
CVE-2018-13074

CVE-2018-5951
CVE-2019-3981
CVE-2019-16160
VE-2 | CVE-2017-20149
CVE-2020-22844

CVE-2020-10364 » ‘ | CVE-2020-22845

CVE-2018-7445 CVE-2020-11881
CVE-2018-10066

CVE-2018-10070 CVE-: _- 20
CVE-2018-14847 | i ) CVE-2021-41987
CVE-2012-6050 , :

CVE-2017-6297
CVE-2017-6444

CVE-2008-0680 CVE-2017-7285
CVE-2017-8338

CVE-2017-17537
CVE-2017-17538

CVE-2023-24094

CVE-2008-6976

2008 2009 2012 2015 2017 2018 2019 2020 2021 2022 2023

DEVCORE
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- CVE-2018-13074

CVE-2018-5951

CVE-2019-16160

EEE—— CVE-2020-22844
CVE-2020-10364

CVE-2020-22845

CVE-2020-11881

CVE-2018-10070

CVE-2012-6050,

CVE-2017-6444
CVE-2017-7285
CVE-2017-8338

CVE-2008-0680

CVE-2017-17537
CVE-2017-17538

CVE-2023-24094
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$7 & bsk svul

¥aka Chimay-Red
¥ One of the exploits leaked from the CIA

¥ Lacking input validation on Content-
Length In HTTP request cause the stack
clash attack.



$7& bsk Bvul

¥ Buffer overflow in SMB

¥ |t was found by blackbox fuzzing



$7& bsrk sBvul

¥ One of the exploits leaked from the CIA

¥ A directory traversal vulnerabllity In
the WinBox Interface

¥ Allows unauthenticated attackers to read
arbitrary files on RouterOS



$7& bsk sBvul

¥ Allows unauthenticated attackers to
read arbitrary files on RouterOS
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¥ OOB In the base64decode of the SCEP service
¥ The attacker must know the scep server name

¥ |t was discovered on an APTOs C2 server
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lan Dupont, Harrison Green
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Nova binary

Nova binary




Nova binary

Nova message

Nova binary Nova binary




Nova binary

Nova message

Nova binary Nova binary

Nova message
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1 $ Nova binary

socket
socket
<% Nova binary
Nova binary AN

o 3




1 $ Nova binary

Nova message

socket
<% Nova binary

Nova blnary
handler_4 [4]
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Nova binary
<
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<% Nova binary

Nova binary




1 $ Nova binary

S A

y/
£ N
socket
socket
<% Nova binary
Nova binary AN

o 3

Nova message



*1$

Nova binary

TCP WINboX

Nova message

Nova binary




IPWB .FTTBHF

¥ The message used in IPC is constructed by nv..message
and relative functions

¥ Nova message Is typed key-value mapping and can con tain
u32, ub4, bool, string, bytes, IP, and nova message
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IPWB .FTTBHF

M?2 4d32
0100188 0100 0400 0000
0200ft88 0100 0f04 0000
0500ff01
08000001

1 07000009 X!

4j—OBOOffO9 01
0600ff09 00
0700ff09 01
type 13001118 0000 0000 0000 0000 0000 ffff cOa8 58c8

03000021 08 9061737377617264
01000021 05 61646d696e

L>value



IPWB .FTTBHF

M?2 4d32
Oxff0001 0100ff88 u32 a0 0400 0000 ['4(0x4)']
Oxff0002 0200ff88 u32 adEy0 0f04 0000 [O1039(0x40f)]
OxffO005 0500ff01 bool True

0)'¢e! OSOOOOO]bgCZ)I gzgeg)

o Ox7 0700000 03 X
0@998—03001%9 u32 01 1(0x1)
Oxff0006 0600ff09 u32 00 01(0)(0)
Oxff0007 0700ff09 u32 01 1(0x1)

+ 0 Dxf0013 1300ff18 IPV6 0000 0000 0000 0000 0000t lag)SSkHp>
yP 0x303000021string 08 90617373776f7264  b'password

Ox101000021string 05 61646d696e b'admin’

L>value



IPWB .FTTBHF

¥ To understand which binary corresponds to the id In the
SYS FROM or SYS TO of the nova message, we need to parse
the *.x3 file under the /nova/etc/loader/system.x3




IPWB .FTTBHF

¥ If the binary was Iintroduced by installing a packag
its id is in the /ram/pckg/<package name>/nova/etc/
loader/<package name>.x3




IPWB .FTTBHF

¥ If the binary was introduced by Iinstall a packet, |

Id IS In the /ram/pckg/ d
<package name>. X3iSYS TO: |13, 4} i

tOs
er/

{SYS FROM: [103%

user: admin
pass: password
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¥ Other binaries also have their .x3 files for differ ent
purposes.
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¥ |t seems like itOs a good target for fuzzing.

¥ But we canOt just fuzz it and expect we can get a p
auth RCE after two months.

re-







lan Dupont, Harrison Green

Qian Chen
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IS RouterOS now impervi hacking?
—
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¥ Most researches are about

¥ Jailbreaking
¥ Analyzing the ITW exploits

¥ Nova message in IPC
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No one with sanity
would like to dive into the detalls of Nova Binary



Where to start ?
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¥ Where are the entry points to the customize IPC ?

Nova message |
Nova binary

Y TCP
+——

/nova/bin/dhcp

» 277? @ — DHCP

/nova/bin/loader |=
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¥ Every Nova binary has a Looper or MultifioerLooper.

Arctiitecture of the Nova Binal

o

nv:..Looper
tick

\_4/
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¥ Every Nova binary has a Looper or a MultifiberLoope

nv:..Looper ¢

\_4/
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Nova binary

/nova/bin/???

~

Nova binary

/nova/bin/loader

U a8

4

socket «

Looper

Fds

socket

nv::Looper::onMsgSock
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Nova binary

SYS TO: [14]
/nova/bin/loader - Looper
_ .
Mandler-and Its derived Classes SYS_TO: [14,0
socket dlggalt_cohol\ﬁggsage ----- 5 ---> Handler O
T SYS_TO: [14,1]
/nova/bin/??? ---b Handler 1

nv::Looper::onMsgSock

Nova binary
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Nova binary SYS TO: [14]
/nova/bin/loader - Looper
I I
Nova message SYS TO: [14,0]
2DV nv::Looper:: T
socket _ dispatchMessage 5 > Handler O
= . SYS_TO: [14,1]
Inova/bin/??? Sl Handler 1

nv::Looper::onMsgSock

Nova binary
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nv::Handler::cmdShutdown

nv::Handler::cmdGetCount
nv::Handler::cmdGetPolicies

nv:.Looper::
dispatchMessage

l

Handler 1

|

nv::Handler::handleCmd

nv::Handler::cmdUnknown _
nv::Handler::cmdSubscribe

SYS CMD: ?7?? nv::Handler::cmdUnsubscribe .
nv::Handler::cmdDisconnected
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¥ Base class: Handler

¥ Derived classes: AMap, AHolder, ASecMap, AOmap, etc

/nova/bin/dhcp

Add ODHCP ServerO objec

|: HandlerO.object _tree
HandlerO vtable + Ox7c

Create DHCP Server T

= = | HandlerO (AMap) ——  AMap::cmdAddOb;
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¥ Some functionalities donOt even use the Nova messag



/nova/bin/discover

Looper
HandlerO::cmdUnknown
Fds

» CDP socket| callback

Example CDP I—I—DP LLDP socket callback

Register pairs of

socket and callback :
NV createPacketReCeiVer  ««-r-rs-ressersarasreriarasermsassessmsassessnsnssnss




/nova/bin/discover

Looper
HandlerO::cmdUnknown
Fds

--p CDP socket| callback

LLDP socket callback

Register pairs of

socket and callback :
NV createPacketReCeiVer  ««-r-rs-ressersarasreriarasermsassessmsassessnsnssnss




/nova/bin/discover

Looper::run
Looper nv:-ThinRunner::run
Eds nv:: ThinRunner::step
CDP socket| callback l

LLDP socket

callback

Check status Incoming

packet?




/nova/bin/discover

Looper::run
Looper nv::ThinRunner::run
Fds nv.:ThinRunner::step
CDP socket| callback l
LLDP socket callback
Yes Incoming
packet?

NO




/nova/bin/discover

check the interface

\

parse packet

\

add record to nv.:ASecMap

\

return




The pre-auth RCE
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¥ Some random crashes of radvd occur while we pluggin 0
and unplugging cables on RouterBoard
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ICMPVG6

Router Solicitation (RS)

—_———
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ICMPV6
Router Solicitation (RS)

—_———

e
ICMPV6

Router Advertisement (RA)

prefix: 2001:db8::/64



*1W 4_||||$

ICMPVG6

Router Solicitation (RS)

—_———

T ——————

. ICMPVG6
IPv6 = prefix + EUI-64

Router Advertisement (RA)

prefix: 2001:db8::/64



*1W 4_IIII$

Router A

Route 2001:db8:1::/48

Router B
link prefix

routed prefix



*1W 4_IIII$

Router A

Route 2001:db8:1::/48

Router B
RA

prefix: 2001:db8::/64
(link prefix)



*1W 4_||||$

Router A

Route 2001:db8:1::/48
To 2001:db8::1

Router B
RA

prefix: 2001:db8::/64
2001:db8::1 (link prefix)



*1W 4_IIII$

Router A

Route 2001:db8:1::/48
To 2001:db8::1

Router B

2001:db8::1

RA

prefix: 2001:db8:1::/48
(routed prefix)



*1W 4_IIII$

Router A

Route 2001:db8:1::/48
To 2001:db8::1

Router B

2001:db8::1

RA

prefix: 2001:db8:1::/48
(routed prefix)
2001:db8:1::1



/ondl/ipve/nova/bin/radvd

Looper
main
Fds
socket @ onMsg..

Execution [Row of radvd socket |callback

Register a pair of

Socket and callback :
NV ThinRunner::addSoCKEt erererererararararararrararararararasasasasasasasnss :




/ondl/ipve/nova/bin/radvd

main

nv:: ThinRunner::addSocket

Register a pair of
Socket and callback

Looper

socket

Fds
onMsg..

socket

callback




/ondl/ipve/nova/bin/radvd

Looper

Fds

socket | onMsg..

socket |callback

Looper::run
nv:: ThinRunner::run

nv.:ThinRunner::step

l

Check status Incoming

packet?




/ondl/ipve/nova/bin/radvd

Looper::run

nv:: ThinRunner::run

Looper
nv.:ThinRunner::step
Fds l
socket | onMsg..
socket |[callback
Yes Incoming
packet?

NO




3 "% 7%

¥ In callback: |
¥ Check If the packet Is a valid RA or a valid RS
¥ Ifitis RA
¥ Store information in handler 1 (AMap)
¥ IfitiIs RS
¥ Multicast RA
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ICMPVG6

Router Solicitation

—————————_—

I,
ICMPV6

Router Advertisement

4

Yz

ICMPVG6

Router Advertisement

e —————



3 "% 7%

¥ In callback: |
¥ Check If the packet Is a valid RA or a valid RS
¥ Ifitis an RA
¥ Store information in handler 1 (AMap)
- vl llllrlrlrlnl
v fitisan RS o 2RRRRRRRRRRR00007

¥ Multicast RA



3 "% 7%

¥ Where does the radvd construct RA?

¥ radvd sends RA right after It recelves an RS

What we really care




3 "% 7%

¥ Where does the radvd construct RA?

¥ The handler 1 registers a timer to send RA periodic ally

¥

What we really care
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*1W 4_||||$

ICMPV6
Router Advertisement (RA)

RDNSS: <a big list>

4




*1W 4_||||$

ICMPV6
Router Advertisement (RA)

RDNSS: <a big list>

4

ICMPVG6

Router Advertisement (RA)
RDNSS: <a big list>




Router Advertisement (RA)

RDNSS: <a big list>

ICMPVG6

Router Advertisement (RA)
RDNSS: <a big list>
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ROP gadgets

O L XXX XXX XXX XXX XXX X
072 XXX XXX XXX XXX XXX X

03 XK XXX XXX XXX EXXXKEXXXX

0: 20 XXXXXXXXXXXXXXXX: jump $+8
0: 21 XXXXXXXXXXXXXXXX Jump $+8

0: 22 XXXXXXXXXXXXXXXX Jump $+8

shellcode



ROP gadgets

O L XXX XXX XXX XXX XXX X

0: 2 XXXX XXX XXX XK XXX XXX
I $s5, Subﬁ@&%@xxxx:xxxx:xxxx:xxx%:xxx%s":" sub_—405A30

i $s4,| free | $s4, | free

addiu  $a0, $sp, Ox70+var_58 addiu $a0, $sp, Ox70+var 58
jal — sub_A066hyxx: xxxxx:xoooxooa xool&x  $al, $s1

move %$al, $sl jal " sub_406644

( Del ay Lé %BXXXX X XXX XXX XXX XK XXX XXXX

0722 XXX XXX XXX XXXXEXXXXEXXXX

shellcode



ROP gadgets

O L XXX XXX XXX XXX XXX X
072 XXX XXX XXX XXX XXX X

03 XK XXX XXX XXX EXXXKEXXXX

0:20: XXXXXXXXJUMP $HBIXXXXXXXX
0: 21 XXXXXXXXJUMP $H8XXXXXXXX

0: 22 XXXXXXXXJUMP $H8XXXXXXXX

shellcode



addi s8, sO, 1 ROP gadgets
22711 XXXKEXXXK XXX EXXXXEXXXK XXX

227172 XXX OO XXX XXXK

22713 XXX XXX XXX XXX XXX EXXXX

v

-
227120000 XXX XXX XXXX
221e:27 X000 XXX XXXXEXXXXK

2271122 XXX XXX XXXK

shellcode



ROP gadgets

227117 X000 XXX XXX
227112 XXX OO XXX XXXK

22713 X000 XX XXOXKEXXXX
2271202000 XXX XXX XXX

221€:27 X000 XXX XXX XXXK

22710122 XXX XXX XXXK

shellcode

1.write

2.Jump

3. Jump




|-Cache






write adr,O\x03\xa0\xf8\tO




write adr,O\x03\xa0\xf8\tO
jump adr



write adr,O\x03\xa0\xf8\tO
jump adr



write adr,O\x03\xa0\xf8\tO
jump adr

Context Switch
Or
Exhausting the D-cache(32KB)
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¥ Fixed at:
¥ Long-term Release 6.48.7
¥ Stable Release 6.49.8, 7.10
¥ Testing Release 7.10rc6

¥ The vulnerable code has existed at least since v6.0
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¥ Fixed at:
¥ Long-term Release 6.48.7
¥ Stable Release 6.49.8, 7.10
¥ Testing Release 7.10rc6

¥ The vulnerable code has existed at least since v6.0
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v Fixed at No one with sanity

would likendaeevreBiecthegdretalls of Nova Binary
¥ Stable Release 6.49.8, 7.10
¥ Testing Release 7.10rc6

¥ The vulnerable code has existed at least since v6.0

Q.E.D.
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¥ Our exploit only worked on MacOS and failed on Ubun

whether itOs a VM or not.

Succeed!

Fail!

tu,

Fail!




1.exploit & record
Succeed!

N




2. Dump traffics

/\

1.exploit & record
Succeed!

N




2. Dump traffics

/\
il il

1.exploit & record

Fail!

Succeed!
\ /

3. replay



2. Dump traffics

F—\

1.exploit & record
3. replay

|

Fail!

e




2. Dump traffics

F—\

|

Succeed!

3. replay \

1.exploit & record

|

Fail!

e




Guess:
An OS reorders the packets



exploit exploit




exploit

| OOK the same

exploit







0.0004 0.1560

390x!!



nv:.Looper
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3 "% 7%

¥ In callback: |
¥ Check If the packet Is a valid RA or a valid RS
¥ Ifitis an RA
¥ Store information in handler 1 (AMap)
- vl llllrlrlrlnl
v fitisan RS o 2RRRRRRRRRRR00007

¥ Multicast RA






radvd resolver

(stored In handler 1) (stored In handler 2)

remote object (objid\€ remote object (object)

221e:1::1

221e:1::2
221e:1::3




radvd

(stored In handler 1)

remote object (objid)

resolver

(stored In handler 2)

remote object (object)
221e:1::1
221e:1::2
221e:1::3
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Nova message
a binary

hhhhhhh 1
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hhhhhhh 7 handler 1
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Nova binary

handler 7

Nova binary

Nova message

handler 1

AddODbj
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Nova message

Nova binary

handler 7

handler 1

AddODbj

=
nv::Handler::sendNotifies
=







(Non-blocking)




(Non-blocking)




1st loop

radvd

Create Remote Object

create

remote object

—obia_ | esioy |

1st loop

resolver

Create Remote Object

Store

remote object

Objd |_content]




1st loop

radvd

/ RA /;» Create Remote Object

create

remote object

1st loop

S¢l timepipacall . endChanges t

resolver

Create Remote Object

Store

remote object

ogejr) DNScortert|




/ RA /;» Create Remote Object

1st loop

radvd

1 ResponseHandler <

remote object

obia_ | esioy

FALSE

1st loop

Response
(Not yet)

+—+» Create Remote Object

o

resolver

Store

remote object

Objd |_content]




2ndloop

radvd

1st loop

Delete Remote Object

ignore set

remote object

T obia [ oesioy |

resolver

Create Remote Object

Store

remote object

Objd |_content]




Z2ndloop

radvd

Delete Remote Object

v

Create Remote Object

remote object

obia_ | esioy

1st loop

o

resolver

Create Remote Object

Store

remote object

Objd |_content]




2ndloop

radvd

[ *A T

Delete Remote Object

v

Create Remote Object

create

remote object

~onid_|_Desioy |

1st loop

resolver

Create Remote Object

Store

remote object

Objd |_content]




3rd loop

radvd

ResponseHandler

remote object

1st loop

S IPV6, [~

resolver

Response
(objid)

Create Remote Object

Store

remote object

Objd |__contert]




3rd loop

radvd

1 ResponseHandler
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¥ Pattern
¥ Use non-blocking methods to create/delete the remot e object

¥ Subscribe to the remote object
¥ Impact:

¥ Maybe It can be used to bypass some checks
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¥ MikroTik reimplements everything with its own desig

¥ The business logic Is scattered all over.
¥ A pre-auth RCE on WAN has existed for nine years.

¥ Race condition in remote objects due to non-blockin
methods.

¥ The tools to ease reversing will be available at:

¥ https://github.com/terrynini/routeros-tools

ned IPC.






